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ABSTRACT 

Wireless Sensor Networks (WSNs) are widely adopted for various communication 

applications due to their scalability, flexibility, and ease of deployment. However, 

WSNs face significant security threats, such as wormhole attacks, where malicious 

nodes manipulate routing paths using low-latency links, leading to network 

disruption. Traditional cryptographic mechanisms struggle to detect wormhole 

attacks, making them difficult to mitigate. Additionally, network congestion is a 

critical challenge, as excessive traffic can degrade performance by overwhelming 

available communication channels. To address these challenges, this study proposes 

a Trust-Based Multi-Path Congestion Avoidance Technique (TB-MCAT) to enhance 

network security and optimize performance. TB-MCAT technique integrates trust 

evaluation mechanisms and congestion-aware multipath routing to mitigate 

wormhole attacks while ensuring efficient traffic management. A weighted trust 

value is computed for each intermediary router based on network parameters, 

including packet loss ratio, round-trip time (RRT), and energy consumption rate. 

This trust-based approach ensures that only reliable paths are selected for data 

transmission, minimizing the impact of malicious nodes. Additionally, a trust 

threshold is used to classify nodes and dynamically select the most secure and 

efficient routes, significantly improving network stability and reliability. The 

effectiveness of TB-MCAT was evaluated through simulations in a 50-node WSN 

using the NS-3 simulator, and performance was compared against AODV, OLSR, 

DSR, and DSDV. The evaluation was based on five key network performance 

metrics. TB-MCAT achieved an average route disjointedness of 89%, ensuring 

independent and non-overlapping multipath routes, reducing the risk of a single 

point of failure and improving network resilience against wormhole attacks. TB-

MCAT optimized encryption usage with an average of 19 to 22 encryption requests 

per session, reducing computational overhead while maintaining strong security 

mechanisms through trust-based path selection. TB-MCAT significantly reduced 

transmission delays, achieving an average end-to-end latency of 87ms, compared to 

125ms Ad hoc On-Demand Distance Vector (AODV), 115ms Optimized Link State 

Routing (OLSR), 105ms Dynamic Source Routing (DSR), and 95ms Destination-

Sequenced Distance-Vector Routing (DSDV), making it the most efficient routing 

protocol for time-sensitive WSN applications. TB-MCAT maintained a high packet 

delivery ratio of 92.5%, outperforming AODV (70%), OLSR (80%), DSR (75%), 

and DSDV (77%), ensuring uninterrupted and reliable data transmission even in the 

presence of wormhole attacks. TB-MCAT exhibited optimized energy efficiency, 

consuming 3.2 - 3.6 Joules per node, which was 30% lower than AODV (4.6 - 4.8 

Joules) and 20% lower than OLSR (4.4 - 4.6 Joules), extending the network lifespan 

and improving sustainability. Simulation results confirm that TB-MCAT 

outperforms benchmark techniques, achieving higher throughput, superior wormhole 

attack detection, lower congestion, and improved network stability. The key 

contribution of this study is the development of a robust, trust-based routing 

technique that effectively mitigates wormhole attacks and reduces congestion 

simultaneously while maintaining optimal network performance. Additionally, this 

study recommends implementing TB-MCAT in environments with dynamic network 

topologies where security threats and congestion are prevalent. As part of future 

work, the study aims to enhance TB-MCAT by integrating adaptive machine 

learning models to improve trust evaluation, intrusion detection, and congestion 

prediction, further strengthening network security and efficiency.   
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CHAPTER ONE 

INTRODUCTION 

1.1 Background of the Study 

Wireless Sensor Networks (WSNs) have steadily evolved into a cornerstone of 

modern digital infrastructure due to their ability to gather and transmit data across 

vast areas with minimal manual oversight. These networks consist of numerous tiny, 

resource-constrained nodes that work collaboratively to sense environmental 

conditions and relay information to a centralized sink or base station. Initially 

envisioned for military operations and battlefield surveillance, WSNs are now 

commonly employed in applications ranging from environmental monitoring and 

precision agriculture to smart buildings, healthcare, and industrial automation [1]. 

Their ease of deployment, self-organizing capabilities, and adaptability to dynamic 

environments has significantly contributed to their widespread adoption. 

Despite these advantages, WSNs face several operational challenges, particularly in 

environments where nodes are mobile and the network topology is constantly 

changing. Among the key performance concerns in such networks is congestion, 

which arises when the volume of data being transmitted exceeds the network's 

capacity to handle it effectively. Congestion may be triggered by several factors, 

including high data generation rates, bursty traffic patterns, or a sudden increase in 

the number of active nodes [2]. In densely populated or mobile environments, the 

effects of congestion are especially pronounced, often resulting in data loss, 

increased transmission delays, and rapid depletion of node energy reserves. These 

outcomes not only reduce the reliability of data delivery but also compromise the 

long-term viability of the network. 

To address these challenges, researchers have proposed various congestion control 

mechanisms. These include traffic rate adjustment, buffer management strategies, 

load balancing, and multi-path routing [3]. Of these, multi-path routing has gained 

notable attention due to its ability to disperse traffic loads across several routes, thus 

reducing the burden on any single path and improving overall throughput. This 

technique also enhances fault tolerance and route redundancy, which are essential in 

dynamic or harsh environments where link failures are common. However, in 
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addition to congestion, WSNs are also highly susceptible to security threats that can 

disrupt routing processes and compromise the integrity and confidentiality of the 

data being transmitted. 

One of the most critical and difficult-to-detect threats in WSNs is the wormhole 

attack. This type of attack typically involves two or more colluding adversarial nodes 

creating a direct, low-latency tunnel between distant parts of the network. The 

attackers capture data packets in one location and transmit them through the tunnel 

to be re-injected at a different location, making it appear as if the two regions are 

directly connected [4]. This manipulation deceives legitimate nodes into selecting 

the malicious route, thereby giving the attackers undue influence over the data flow. 

The presence of wormholes can cause serious disruptions by distorting the routing 

topology, diverting traffic, and enabling more dangerous follow-up attacks such as 

selective forwarding or data tampering [5]. 

Mitigating such attacks is particularly challenging because wormhole links do not 

rely on compromising any single node or breaking cryptographic protections. In fact, 

many traditional security techniques are ill-suited to counter this threat due to the 

lightweight nature of WSN devices, which often lack the computational resources to 

support complex cryptographic protocols [6]. In response to these limitations, trust-

based security mechanisms have been introduced as a more adaptable and resource-

efficient solution. These systems rely on behavioral analysis, wherein nodes evaluate 

the trustworthiness of their neighbors based on past interactions or recommendations 

from other nodes [7]. Over time, nodes build trust profiles and prefer to 

communicate through those deemed more reliable. This approach not only helps to 

isolate and avoid malicious actors but also enhances the resilience of the routing 

process. 

However, trust-based systems are not without limitations. One of the key challenges 

they face is the risk of false positives, where legitimate nodes are mistakenly flagged 

as malicious due to abnormal behavior caused by non-malicious factors. For 

instance, in high-traffic conditions, packet drops or transmission delays may occur 

naturally due to congestion rather than malicious intent. Similarly, in mobile 

environments, frequent disconnections and route changes can result in behaviors that 

resemble wormhole activity. Without contextual understanding, trust mechanisms 
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may misinterpret such occurrences, unfairly lowering the trust scores of honest 

nodes. This can lead to the isolation of well-behaving nodes from routing paths, 

reducing network efficiency and resilience. Moreover, when indirect observations 

from other nodes are used in trust assessments, misjudgments may be amplified 

across the network, further increasing the rate of false classifications. 

The presence of mobile nodes further complicates these issues. Mobility introduces 

dynamic changes in connectivity, with routes forming and breaking unpredictably. 

This fluid topology increases the likelihood of congestion at certain points in the 

network and creates opportunities for malicious nodes to exploit routing 

vulnerabilities more easily [8]. Traditional static routing protocols often fall short in 

such settings because they are not designed to adapt to frequent changes or detect 

anomalies introduced by malicious behavior. An integrated approach that considers 

both the dynamic nature of congestion and the possibility of node compromise is, 

therefore, essential. Such an approach would ideally combine congestion avoidance 

strategies with trust evaluation techniques that are both adaptive and context-aware, 

thereby enabling more secure and efficient communication in mobile WSN 

environments. 

By combining multi-path routing with intelligent, trust-based assessments, it 

becomes possible to distribute traffic load while avoiding paths that are either 

unreliable or potentially compromised. Including real-time congestion awareness in 

routing decisions allows the network to reroute data through less congested and more 

trustworthy nodes, improving both performance and security. Importantly, 

minimizing false positives by integrating contextual data and tolerance thresholds 

into trust evaluation helps prevent the misclassification of benign nodes. This 

holistic strategy reflects an important direction in WSN research: the design of 

resilient, adaptive systems capable of sustaining secure and reliable communication 

even in the presence of threats and environmental uncertainty. 

1.2 Problem Statement 

Wormhole attacks pose a threat to wireless sensor networks (WSNs) because they 

open the door to several other types of assaults, including Sybil, grey- and worm-

hole, jellyfish, and denial-of-service attacks. Wormhole attacks serve as a launching 

pad for other assaults such as traffic jams, packet loss, eavesdropping, spoofing, and 
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so on. Researchers have proposed several methods for routing for the prediction, 

recognition, and management of wormhole congestion, including a Support Vector 

Machines (SVMs) [6], Artificial Neural Networks (ANNs) [7], the Round-Trip Time 

technique (RTT) [8], and the Ad Hoc On-Demand Multipath Distance Vector 

technique (AOMDV), to address this issue [9]. 

Researchers have proposed the use of SVM classification in conjunction with a delay 

per-hop indicator to identify nodes that were being attacked by wormholes [6]. SVM 

has a track record of accuracy in wireless sensor network failure detection. Mobile 

nodes don't need to have specialized hardware when using a delay per-hop indicator, 

leading to improved power efficiency.  To guarantee a high degree of accuracy and a 

short forecast time, the SVM classification algorithm in conjunction with delay time 

per-hop indication is utilized. However, insufficient categorization kinds are used in 

this method, which increases the likelihood of sensor connection failures. 

Researchers have also proposed the use of an ANN approach that utilizes connection 

data between any two nodes of sensors as the detecting characteristic [7]. The 

method takes into account the placement of sensor nodes in WSNs concerning 

uniform, Poisson, a Gaussian exponential in nature, gamma, and beta probability 

distributions. Although the method provides a fairly high percentage of accuracy in 

detecting, communication analysis errors come from a lack of explicit trust-based 

features to manage traffic. The method lacks optimized techniques to increase 

network performance and is not appropriate for long-distance communication.  

Another related work is the Round-Trip Time (RTT) model [8]. RTT employs 

multidimensional scaling (MDS) and then includes potential wormholes in a 

suspicion phase based on spatial reconstruction. This technique finds many 

wormhole linkages connected by a short path without the need for specialized 

hardware or clock synchronization. False positives are nonetheless occasionally 

introduced by the identification of wormholes linked by short routes. Due to the lack 

of consideration for network congestion, false alerts and a large message overhead 

are produced.  

In [9], the AOMDV technique has been proposed for calculating various pathways 

for competing node failures during a route discovery process. AOMDV chooses the 
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primary way for data transmission among any built-up paths depending on the time 

the routing was established. Moreover, this parameter extends the lifespan of the 

network to diminish congestion it takes several inputs into account, however the 

model increases processing delay, decreases received signal intensity, and mobility. 

It also considers small-scale problems and has limitations in trust scores. 

 As can be seen clearly, there is a lack of a technique that effectively balance power 

efficiency, classification variety, trust-based traffic management, long-distance 

communication support, congestion awareness, false positive reduction, message 

overhead control, and mobility resilience. The existing solutions, while innovative, 

tend to focus on isolated aspects such as detection accuracy or spatial estimation 

without integrating holistic strategies that account for both trust evaluation and 

congestion-aware routing in mobile wireless sensor networks under wormhole attack 

conditions. 

1.3 Research Objectives 

1.3.1 General Objective 

The general objective of the study was to develop a trust based multi path congestion 

avoidance technique to curb Wormhole attacks for mobile nodes in wireless sensor 

networks.   

1.3.2 Specific Objectives 

1. To determine trust attributes of multi-path routing techniques in wireless 

sensor networks. 

2. To design a trust-based multipath routing technique for detecting wormhole 

attacks in WSNs.   

3. To design a congestion-aware routing technique for WSNs.  

4. To develop a composite routing technique for WSNs using trust-based 

attributes and congestion-aware information. 

5. To validate the new composite routing technique for WSNs using trust-based 

and congestion-aware information using a simulation experiment. 

1.4 Research Questions 

1. What trust-based attributes can be used to design a multipath routing 

technique in wireless sensor networks? 
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2. How can a trust-based multipath routing technique for detecting wormhole 

attacks in WSNs be designed?  

3. How can a congestion aware routing technique for WSNs be designed? 

4. How can a composite routing technique for WSNs based on trust-based 

attributes and congestion aware information developed?  

5. How can the new congestion avoidance technique using a simulation 

experiment validated? 

1.5 Significance of the Study 

The proposed trust-based multipath congestion avoidance approach plays a crucial 

role in improving the performance, security, and reliability of WSNs. Congestion is a 

major challenge in these networks, leading to packet loss, increased latency, and 

inefficient channel utilization, all of which degrade the overall Quality of Service 

(QoS). By introducing congestion-aware mechanisms, this approach optimizes 

routing decisions, ensuring smooth data transmission while minimizing packet drops 

and delays. 

Security is another critical concern in WSNs, as they are vulnerable to attacks such 

as wormholes, where malicious nodes manipulate routing paths to disrupt 

communication. A trust-based framework helps detect and isolate compromised 

nodes, ensuring secure and reliable data exchange. By preventing Denial-of-Service 

(DoS) attacks and maintaining network integrity, this method strengthens the 

security of WSNs, making them more resilient against cyber threats. 

Traditional single-path routing methods often suffer from congestion and security 

vulnerabilities. A trust-based multipath approach addresses these limitations by 

balancing network traffic loads and minimizing the risk of node failures. The 

redundancy in routing paths ensures continued communication even in the presence 

of congestion or malicious activities, thereby enhancing network reliability and 

efficiency. 

The significance of this approach extends to real-time and mission-critical 

applications, such as healthcare monitoring, environmental surveillance, and smart 

agriculture, where reliable data transmission is essential. Ensuring timely and 
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accurate data delivery supports applications where delays or data losses could have 

severe consequences. 

Wireless Sensor Networks operate in open and unprotected environments, making 

them prime targets for cyber threats. Incorporating trust-based security policies helps 

authenticate and monitor nodes, preventing malicious infiltrations. This approach 

reduces the risk of network compromise, ensuring that data transmission remains 

secure and reliable. Additionally, optimizing energy efficiency by selecting trusted 

and congestion-free paths minimizes energy wastage caused by retransmissions and 

extends the network‘s operational lifespan. 

Ensuring data integrity and reliability is another crucial aspect of this approach. By 

eliminating unreliable or compromised paths, it maintains data accuracy, which is 

vital for decision-making in IoT-based and smart systems. Preventing data 

manipulation by attackers further enhances the trustworthiness of transmitted 

information. 

As WSNs continue to expand in size and complexity, the challenges of congestion 

and security become even more pronounced. A dynamic, trust-based routing 

mechanism can scale efficiently by continuously adjusting trust values and routing 

decisions based on real-time network conditions. This adaptability ensures that the 

technique remains effective as network demands evolve. 

1.6 Scope of the study 

The research study's focus is on security measures to prevent congestion (Node level 

congestion and Link level congestion) and curb wormhole activities (Open 

wormhole, Half-open wormhole, and closed wormhole) in wireless sensor networks. 

A multipath routing strategy NS 3 may prevent congestion since it has two separate 

nodes (source and destination) for propagation and an NS 3 is included in the scope 

of the trust that is being evaluated. Trust management mechanisms that have the 

capability of monitoring and assessing node behavior are also included. 

1.7 Limitations of the Study 

In the context of this study, locating and engaging domain experts in trust-based and 

congestion-aware routing within wireless sensor networks proved to be a 
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considerable challenge. Professionals with specialized knowledge in WSN security, 

particularly in detecting and mitigating wormhole attacks, are often scarce and may 

have limited availability to contribute to academic inquiries due to workload 

constraints or proprietary obligations. To overcome this limitation, a snowball 

sampling approach was adopted, where initial participants recommended other 

qualified experts within their professional circles, thereby facilitating broader access 

to informed perspectives for data collection and validation.  

1.8 Contributions of the Thesis 

This thesis has made the following contributions to the theory of wireless sensor 

networks. 

i. Design and Development of TB-MCAT – The study introduced the Trust-

Based Multi-Path Congestion Avoidance Technique, a novel approach that 

integrates trust evaluation, congestion-aware routing, and intrusion 

prevention mechanisms to enhance WSN security and performance. 

ii. Formulation of the TGBGM Theoretical Model – The study formulated a 

Trust, Graph, Bayesian, Game, and Machine Learning framework to guide 

the implementation of trust-based, congestion-aware, and secure routing 

techniques in WSNs. 

iii. Extension of Multipath Routing Strategies – The research enhanced existing 

multipath routing protocols by integrating dynamic trust attributes, 

congestion control mechanisms, and intrusion detection capabilities, making 

WSNs more resilient to security threats and network congestion. 

The thesis has also made the following contributions to practice. 

i. Development of TB-MCAT for Securing WSNs – The TB-MCAT technique 

provides a practical solution for detecting and mitigating wormhole attacks 

while ensuring efficient data transmission in highly dynamic wireless 

environments. This technique can be applied in real-world scenarios, such as 

disaster response, military operations, and critical infrastructure monitoring, 

where secure and congestion-free communication is essential. 

ii. Providing Empirical Evidence of TB-MCAT‘s Effectiveness – The study 

demonstrated through simulations that TB-MCAT significantly improves 
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packet delivery ratio, reduces latency, optimizes energy consumption, and 

minimizes congestion. These findings validate TB-MCAT as a robust and 

scalable routing solution for WSNs. 

iii. Application of the TGBGM Model in Future WSN Research – The TGBGM 

theoretical model offers a strategic framework that can be used by 

researchers and industry experts to design and implement intelligent, trust-

based, and congestion-aware routing techniques in next-generation wireless 

networks. 

1.9 Organization of the Thesis 

This thesis is divided into eight chapters as described in subsequent paragraphs. 

Chapter One provides an introduction to the study, establishing the background and 

motivation behind developing a robust and intelligent routing framework for 

Wireless Sensor Networks (WSNs). It presents the pressing challenges faced in 

securing WSNs, particularly those with mobile nodes, against wormhole attacks and 

network congestion. The chapter outlines the problem statement, objectives of the 

research, research questions, and the scope and significance of the study. It further 

highlights the growing demand for a composite routing approach that can 

dynamically respond to both trust anomalies and traffic bottlenecks in real-time. 

Chapter Two, the study delves into a comprehensive review of existing literature. 

This chapter surveys past and current methodologies related to wormhole attack 

detection, trust-based routing systems, and congestion control in WSNs. Techniques 

such as Support Vector Machines (SVM), Artificial Neural Networks (ANN), 

Round-Trip Time (RTT), and multipath protocols like AOMDV are examined to 

identify their strengths and limitations. Through critical analysis, the chapter 

establishes the gap that this study seeks to fill namely, the absence of an integrated 

approach that simultaneously accounts for trustworthiness and congestion, while 

minimizing false positives and ensuring efficient routing under node mobility. 

Chapter Three discusses the methodology employed in the research. A quantitative 

approach is adopted, supported by simulation-based experiments to evaluate the 

performance of the proposed technique. The study employs a structured research 

design involving the collection of behavioral and network-level metrics, simulation 

of wormhole scenarios, and testing of trust and congestion-aware models. Data 
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collection involves both primary and secondary sources, with expert validation 

conducted through a snowball sampling method to ensure credibility and relevance 

of technical insights. 

In Chapter Four, the focus shifts to the design of trust-based attributes for multipath 

routing. Here, key trust metrics such as packet forwarding ratio, link reliability, 

consistency of neighbor behavior, and route stability are defined and modeled. These 

trust parameters are formulated to dynamically assess the credibility of sensor nodes, 

enabling the system to adaptively penalize untrustworthy behavior without falsely 

disqualifying genuine but congested or temporarily disconnected nodes. The design 

lays the foundation for reliable data delivery, especially under attack-prone and 

mobile conditions. 

Chapter Five builds on the trust framework by describing the development of a trust-

based multipath routing technique for detecting wormhole attacks. The technique 

applies the defined trust metrics to distinguish normal and abnormal node behavior. 

It uses friendship functions and dynamic trust scoring to isolate nodes involved in 

tunneling or misrouting traffic. Through route evaluation and selection algorithms, 

the system ensures that trusted, redundant paths are selected, thus minimizing 

reliance on a single route and increasing fault tolerance in the network. 

In Chapter Six, a congestion-aware routing technique is developed to complement 

the trust-based system. This technique evaluates congestion metrics such as buffer 

occupancy, queue length, and packet delay to measure real-time load conditions 

across the network. By integrating this data into the routing decision-making 

process, the system can reroute traffic away from congested paths, reducing packet 

drops and latency. This adaptive mechanism enables efficient utilization of network 

resources and balances load even in dynamic and high-traffic environments. 

Chapter Seven integrates both components trust-based security and congestion-

aware routing into a composite routing technique. This holistic approach, termed 

TB-MCAT (Trust-Based Multipath Congestion Avoidance Technique), combines 

the strengths of trust evaluation and congestion monitoring to provide a resilient, 

adaptive routing protocol. The composite technique intelligently selects paths that 

are both trustworthy and congestion-free, enhancing the reliability and security of 
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data transmission in mobile WSNs. It also mitigates false positives by incorporating 

contextual congestion information into trust decisions. 

Finally, Chapter Eight presents the validation of the TB-MCAT model through 

simulation and performance evaluation. The proposed technique is tested under 

various scenarios involving node mobility, wormhole attacks, and traffic congestion. 

Metrics such as packet delivery ratio, routing overhead, detection accuracy, false 

positive rate, and energy efficiency are measured and compared with baseline 

models. The chapter also discusses the implications of the findings, providing a 

conclusion to the research. Recommendations for practical deployment are offered, 

along with suggestions for future research, such as the integration of machine 

learning for predictive trust modeling and the extension of the framework to hybrid 

sensor networks. 
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CHAPTER TWO 

LITERATURE REVIEW 

2.1 Introduction 

This chapter presents a comprehensive examination of prior research concerning 

trust-based routing mechanisms, congestion avoidance strategies, wormhole attack 

detection methods, and performance evaluation metrics in wireless sensor networks. 

It also reviews various algorithmic models and simulation tools previously employed 

in related studies. Furthermore, the chapter identifies existing research limitations 

and unresolved issues, which form the foundation and motivation for the 

development of the proposed technique in this study. 

2.2 Networking Concepts 

2.2.1 Wired Networks 

A wired network is a communication system that relies on physical cables, such as 

twisted pair, coaxial, or fiber-optic cables, to connect devices and enable data 

transmission. Unlike wireless networks, which use radio waves, wired networks 

establish stable and high-speed connections through a physical infrastructure. They 

are widely used in homes, businesses, data centers, and industrial environments due 

to their reliability, security, and efficiency [126]  

The infrastructure of wired networks consists of several key components that work 

together to facilitate seamless communication. Network cables serve as the backbone 

of the system, with twisted-pair cables being the most commonly used in Ethernet 

networks [123]. Coaxial cables, often found in broadband internet and television 

networks, provide enhanced shielding from interference, while fiber-optic cables use 

light signals to enable ultra-high-speed communication over long distances with 

minimal signal loss [122]. Network devices such as routers, switches, hubs, and 

modems play essential roles in managing data flow, directing network traffic, and 

ensuring efficient connectivity. Additionally, network interface cards (NICs) are 

installed in computers and other devices to allow them to connect to the wired 

network. 
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The structure of a wired network can follow different topologies depending on the 

network‘s needs. In a star topology, all devices connect to a central hub or switch, 

which makes troubleshooting and fault isolation more manageable. A bus topology 

shares a single communication line among multiple devices, but a failure in the main 

cable can disrupt the entire network. Ring topology connects devices in a closed-

loop, where data travels in a circular path, while a mesh topology interconnects all 

devices, ensuring high redundancy and reliability [124]. 

One of the most significant advantages of wired networks is their speed and 

reliability. These networks typically offer faster data transmission rates compared to 

wireless networks, with Ethernet connections supporting speeds up to 10gbps, and 

fiber-optic networks providing even higher speeds. This makes wired networks ideal 

for bandwidth-intensive applications such as video streaming, cloud computing, and 

online gaming [125]. Security is another key benefit, as wired networks require 

physical access to establish a connection, making them less susceptible to hacking 

and unauthorized intrusions. This level of security is crucial for businesses and 

organizations that handle sensitive data [126]. 

Unlike wireless networks, which are prone to interference from electronic devices, 

weather conditions, and physical obstructions, wired networks maintain a stable and 

consistent connection due to the use of physical cables. This stability ensures 

minimal data loss and low latency, making wired connections preferable for real-

time applications such as video conferencing, financial transactions, and industrial 

automation [123]. 

Scalability is another important feature of wired networks. While expanding a wired 

network requires additional infrastructure, such as new cables, switches, and routers, 

it allows organizations to scale their networks while maintaining high performance 

and security. However, the installation and maintenance costs of wired networks are 

generally higher than those of wireless networks due to the need for structured 

cabling systems and proper cable management [122]. 

Despite these advantages, wired networks do come with some limitations. Their 

reliance on physical infrastructure restricts mobility, as devices must be connected to 

the network via cables. Additionally, managing large-scale wired networks requires 
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careful planning and organization to prevent cable clutter and ensure efficient 

operation [124]. 

Wired networks are widely used across various industries due to their reliability and 

security. In corporate environments, businesses depend on wired infrastructure for 

secure and efficient communication, data storage, and file sharing. Data centers and 

cloud computing platforms rely on high-speed wired connections to handle massive 

amounts of information. Industrial and manufacturing systems use wired networks 

for machine-to-machine (M2M) communication and automation, ensuring seamless 

operations. Educational institutions implement wired networks in computer labs and 

administrative offices, while government and military organizations depend on 

secure wired networks to protect sensitive information [125]. 

2.2.2 Wireless Networks (WSNs) 

Wireless Sensor Networks (WSNs) represent a class of distributed systems 

composed of autonomous, spatially dispersed sensor nodes designed to monitor 

physical or environmental conditions such as temperature, sound, vibration, motion, 

or pollutants and cooperatively transmit collected data to a central location or base 

station for further processing. These networks are increasingly utilized in diverse 

domains including environmental monitoring, military surveillance, industrial 

automation, healthcare, smart agriculture, and disaster management due to their 

scalability, flexibility, and real-time data acquisition capabilities [1]. 

Each sensor node in a WSN typically comprises a sensing unit, a processing unit, a 

transceiver, and a power source, often a battery. These nodes operate under strict 

energy constraints, with limited computational power and memory, which 

significantly impacts their communication and routing capabilities. Moreover, the 

wireless and often unattended nature of their deployment environments exposes 

WSNs to a wide array of operational challenges such as energy efficiency, 

scalability, fault tolerance, and most notably, security threats [2]. 

Security in WSNs is a major concern due to their deployment in hostile or 

unattended environments where nodes are vulnerable to physical tampering, 

interception, or node capture. Common attacks include wormhole attacks, Sybil 

attacks, black hole attacks, and denial-of-service (DoS), all of which can 
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compromise the integrity, confidentiality, and availability of transmitted data. 

Ensuring secure routing and data aggregation is especially challenging given the 

lightweight protocols needed for such resource-constrained environments [3]. 

Another significant challenge in WSNs is congestion, which can occur due to high 

data generation rates, network overload, or compromised nodes introducing artificial 

traffic. Congestion leads to packet loss, increased latency, reduced throughput, and 

degraded Quality of Service (QoS). In recent research, trust-based routing techniques 

have gained attention for their potential to address both security threats and 

congestion by evaluating node behavior dynamically and enabling secure multipath 

routing decisions [4]. 

Given the limitations of traditional routing protocols like AODV and DSR in terms 

of scalability and security, there is growing interest in the development of adaptive, 

energy-aware, and secure routing mechanisms. These include trust models, machine 

learning-based anomaly detection, and composite routing strategies that factor in 

both congestion and security metrics to enhance overall network resilience [5]. 

2.3 Structure of WSNs 

WSNs are made up of small, smart devices that work together to collect and transmit 

data. These networks play a crucial role in applications like environmental 

monitoring, smart cities, and healthcare. A WSN can be compared to a team of tiny, 

battery-powered devices, each with a specific role. These devices, called nodes, are 

the building blocks of the network.  

The complexity inherent in the architecture of WSNs significantly influences their 

performance and resilience, particularly when addressing security vulnerabilities 

such as wormhole attacks. Typically, WSNs consist of various components including 

sensor nodes, cluster heads, and a base station, each playing a role in data collection, 

transmission, and processing. The hierarchical structure facilitates efficient 

communication, where cluster heads aggregate data from sensor nodes and relay it to 

the base station, optimizing energy use and enhancing bandwidth utilization. This 

connectivity enables the identification of malicious entities within the network and is 

crucial to the implementation of multipath routing techniques, as elaborated in recent 

studies [15].  
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The systemic interconnection of nodes, depicted in the structure through visuals such 

as, underscores how these architectures can be designed to foster security protocols 

that are trust-based and congestion-aware.  Moreover, the operational dynamics 

within these networks are shaped by the protocols governing communication and 

data flow.  

The concepts described in this section include; mobile nodes, protocols, security 

mechanisms, cluster head, base station and Networks.  A node typically consists of a 

sensor (to collect data), a processor (to analyze data), a wireless communication 

module (to send and receive messages), and a power source (like a battery or solar 

panel). Nodes can be specialized some focus on sensing, while others act as relays to 

pass information along to a base station [10]. 

WSNs use protocols to ensure smooth interaction between nodes. A protocol is a set 

of rules that dictate how data is shared, routed, and managed [130]. Some protocols 

focus on routing (deciding the best path for data to travel), while others handle media 

access control (MAC) to avoid interference between multiple signals. These 

protocols are designed to be energy-efficient since sensor nodes have limited battery 

life [11]. 

A network in WSNs is simply a collection of interconnected nodes working together 

to achieve a common goal [131]. Depending on the setup, a network can take 

different shapes some use a star topology, where all nodes communicate with a 

central base station, while others use a mesh network, where nodes relay data to one 

another. The performance of a WSN depends on factors like the number of nodes, 

how far apart they are, and how well they handle communication and power usage 

[12]. 

A security mechanism is a technique used to protect data and ensure that only trusted 

nodes can participate in the communication. This can include encryption (scrambling 

data so only the intended recipient can read it), authentication (verifying that nodes 

are genuine), and trust-based frameworks (where nodes build reputations to detect 

malicious behavior). Since WSN nodes have limited power and processing capacity, 

security mechanisms must be lightweight but effective [13, 14, 15]. 
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In a cluster-based WSN, sensor nodes are grouped into clusters to reduce 

communication overhead and extend network lifetime. Each cluster has a Cluster 

Head (CH) special node responsible for; collecting data from all sensor nodes within 

its cluster, Aggregating or processing the data to remove redundancies, and 

forwarding the processed data to the base station or another CH. 

CHs are often chosen dynamically based on criteria like residual energy, proximity 

to the base station, or node capabilities. Since CHs handle more communication 

tasks than regular nodes, they typically consume more energy. Algorithms like 

LEACH (Low-Energy Adaptive Clustering Hierarchy) are used to rotate CH roles to 

balance energy consumption [10]. 

The Base Station (BS) is the central hub of the WSN. It serves as the final data 

collection point, where information from different clusters is gathered, analyzed, and 

possibly sent to external networks or cloud services. The base station usually has 

higher computational power, storage, and an unlimited power supply, making it 

more robust than sensor nodes. 

The BS can also Issue commands to nodes or CHs and perform complex data 

processing and filtering. Manage network security and routing decisions. The base 

station is typically placed in a fixed location, such as a control centre, but in some 

applications (e.g., military surveillance), mobile base stations can be used to enhance 

network flexibility and coverage [11]. 

2.4 Unique Characteristics of WSN 

WSNs are widely used in applications such as environmental monitoring, military 

surveillance, industrial automation, and healthcare due to their ability to operate in 

diverse and often harsh environments. However, their growing adoption has also 

exposed them to a variety of security threats that undermine their performance and 

reliability. The inherent characteristics of WSNs such as limited computational 

resources, open wireless communication, and unattended deployment make them 

particularly vulnerable to attacks. These security weaknesses limit their use in 

sensitive or mission-critical domains, where data confidentiality, integrity, and 

availability are non-negotiable. Some of the common vulnerabilities include: 
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a) Self-Organizing and Distributed Operation- WSNs are typically self-

configuring, meaning nodes can form a network automatically without human 

intervention [17]. Nodes communicate in a decentralized manner, often 

following multi-hop routing strategies to extend network coverage. If a node 

fails, the network adapts by re-routing data through other nodes. 

b)  Energy Constraints -Sensor nodes are usually battery-powered, and energy 

conservation is a critical concern [18]. Nodes use energy-efficient protocols, 

such as LEACH (Low-Energy Adaptive Clustering Hierarchy), to reduce 

power consumption. Energy harvesting (e.g., solar power) is sometimes used 

to extend network lifetime. 

c) Scalability- WSNs can consist of hundreds to thousands of sensor nodes. 

Routing and data management mechanisms must scale efficiently as the 

network size increases [19]. 

d)  Dynamic Network Topology - The topology of a WSN can change frequently 

due to node failures, energy depletion, or mobility (in mobile WSNs) [20]. 

Protocols must be adaptive to maintain connectivity and ensure reliable data 

transmission. 

e) Redundancy and Data Aggregation- Many WSN applications deploy nodes in 

high density, leading to data redundancy. Data aggregation techniques help to 

reduce duplicate information, improving efficiency and reducing energy 

consumption [21]. 

f)  Application-Specific Design- Unlike general-purpose networks, WSNs are 

often tailored for specific applications, such as environmental monitoring, 

healthcare, military surveillance, or industrial automation [22]. The hardware 

and communication protocols are optimized for each use case. 

g)  Limited Computational and Storage Capabilities- Sensor nodes have low 

processing power and memory, limiting their ability to handle complex 

security algorithms and large data storage [23]. WSNs often rely on base 

stations or edge computing for heavy computations and decision-making. 

h)  Fault Tolerance and Reliability- Since sensor nodes are prone to failures (due 

to battery depletion, physical damage, or environmental conditions), the 

network must be fault-tolerant. Redundancy, error detection, and multi-hop 

routing help maintain network reliability [24]. 
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i)  Security Challenges- WSNs are vulnerable to attacks such as eavesdropping, 

node capture, Sybil attacks, and wormhole attacks [25]. Security mechanisms 

must be lightweight to match the nodes‘ limited processing power and energy. 

j)  Heterogeneous Architectures- WSNs can have heterogeneous nodes with 

different capabilities (e.g., sensing, computing, communication range) [26]. 

Some nodes act as cluster heads, while others only sense and transmit data. 

2.5 Comparison of WSN and Wired Networks 

Wired networks and WSNs are two distinct networking technologies with different 

purposes, each with unique advantages, limitations, and applications. Wired 

networks are widely known for their high speed, stability, and security, whereas 

WSNs provide flexibility, scalability, and remote monitoring capabilities. Although 

both facilitate data transmission, they differ significantly in terms of infrastructure, 

reliability, energy efficiency, mobility, scalability, and security. 

One fundamental difference between wired networks and WSNs is infrastructure and 

connectivity. Wired networks rely on physical cables, such as twisted-pair, coaxial, 

or fiber-optic cables, to connect devices and ensure stable data transmission. This 

setup allows for high-speed, interference-free communication, making wired 

networks ideal for environments that require consistent performance [126]. 

However, deploying a wired network requires significant investment in structured 

cabling, network devices like routers and switches, and proper cable management. 

On the other hand, WSNs operate without a fixed infrastructure, consisting of small, 

battery-powered sensor nodes that communicate wirelessly via radio frequency (RF) 

signals such as Zigbee, Bluetooth, or Wi-Fi. These networks are typically deployed 

in a decentralized manner, allowing sensor nodes to be positioned in remote or 

inaccessible areas where running physical cables is impractical [123]. 

Another major distinction between the two network types is mobility and flexibility. 

Wired networks offer limited mobility since all devices must remain physically 

connected, making them suitable for fixed environments such as offices, data 

centers, and industrial facilities. The physical constraints of wired networks mean 

that devices cannot be repositioned easily without restructuring the cabling 

infrastructure. Conversely, WSNs provide high mobility and flexibility, allowing 

sensor nodes to be deployed and repositioned as needed without modifying the 
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network infrastructure. This makes WSNs particularly useful in applications such as 

environmental monitoring, disaster response, and smart agriculture, where nodes 

must be placed in dynamic or difficult-to-reach areas [124]. 

When it comes to reliability and interference, wired networks have a clear 

advantage. Since they use dedicated physical channels, they experience minimal 

interference or signal degradation. Wired networks are also unaffected by 

environmental obstacles such as buildings, walls, or adverse weather conditions 

[125]. In contrast, WSNs are more susceptible to interference from wireless devices, 

physical obstructions, and environmental factors that weaken signals and reduce data 

transmission quality. Additionally, since WSNs rely on radio frequency 

communication, they face challenges such as signal attenuation, congestion in shared 

frequency bands, and potential disruptions due to electromagnetic interference (EMI) 

[122]. 

Energy efficiency is another key differentiator between wired networks and WSNs. 

Wired networks benefit from a constant power supply as they are connected to an 

electrical grid, allowing devices to operate continuously without energy constraints. 

This makes them ideal for high-bandwidth applications that require uninterrupted 

data transmission [127]. In contrast, WSNs rely on battery-powered sensor nodes, 

which have limited energy resources. To extend their lifespan, WSNs employ 

energy-efficient routing protocols, duty cycling techniques, and low-power 

communication mechanisms. Many WSN nodes enter sleep or low-power modes to 

conserve energy, but this can result in increased latency or reduced data transmission 

rates [128]. 

Security is another area where wired networks generally outperform WSNs. Wired 

networks transmits data through physical cables, making it difficult for unauthorized 

users to intercept or manipulate the communication. Additionally, wired networks 

can implement strong security measures such as encryption, firewalls, and access 

control mechanisms to prevent cyber threats [126]. In contrast, WSNs are more 

vulnerable to security risks due to their open and decentralized nature. Wireless 

communication exposes sensor nodes to threats such as eavesdropping, jamming, 

replay attacks, and unauthorized access. Moreover, the distributed nature of WSNs 

makes them susceptible to physical tampering, where attackers can compromise or 
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manipulate sensor nodes to disrupt the network. To mitigate these risks, WSNs 

implement encryption, authentication, intrusion detection, and trust-based security 

models to enhance data integrity and confidentiality [129]. 

In terms of scalability, WSNs have an advantage over wired networks. Expanding a 

wired network requires additional physical infrastructure such as cables, switches, 

and routers, which can be costly and time-consuming. The need for extensive 

planning and installation makes wired networks relatively rigid in terms of 

scalability [124]. Conversely, WSNs are inherently scalable, as additional sensor 

nodes can be deployed without requiring extra infrastructure. This makes WSNs 

ideal for large-scale applications such as smart cities, industrial IoT, and 

environmental monitoring, where thousands of nodes need to be deployed efficiently 

[123]. 

Cost considerations further differentiate these two network types. Wired networks 

often involve higher initial costs due to structured cabling, network hardware, and 

professional installation. However, their long-term maintenance costs tend to be 

lower since wired connections are stable, durable, and require minimal replacement 

[122]. In contrast, WSNs have lower initial deployment costs due to the elimination 

of cabling expenses. However, their long-term maintenance costs can be higher 

because of the need for battery replacements, node failures, and ongoing monitoring 

to ensure network efficiency [125]. 

In terms of application, wired networks are commonly used in environments that 

require high-speed, secure, and stable connections. These include corporate offices, 

data centers, banking institutions, and industrial automation systems. Wired 

networks are ideal for mission-critical applications such as video conferencing, cloud 

computing, and enterprise resource planning, where minimal latency and high data 

integrity are necessary [127]. On the other hand, WSNs are primarily designed for 

remote sensing, monitoring, and automation applications. They are widely used in 

smart agriculture, wildlife tracking, healthcare monitoring, disaster management, and 

military surveillance, where sensor nodes collect and transmit data from distributed 

locations [128]. 
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Despite their differences, wired networks and WSNs are increasingly being 

integrated to create hybrid networking solutions. Many modern communication 

systems combine the reliability of wired networks with the flexibility of WSNs. For 

instance, a smart factory may use wired Ethernet for core networking while 

deploying WSNs to monitor environmental conditions and equipment performance. 

Similarly, smart buildings use wired connections for high-speed internet while 

incorporating WSNs for energy management, security systems, and automation 

[129]. 

As can be seen from the above discussions, wired networks and WSNs serve 

different purposes, each with unique advantages and challenges. Wired networks 

provide superior speed, stability, and security, making them ideal for fixed 

environments requiring high-performance communication. Conversely, WSNs offer 

flexibility, scalability, and mobility, making them well-suited for remote and 

dynamic applications. As networking technology evolves, the convergence of wired 

and wireless solutions is expected to enable more efficient and adaptive 

communication systems for a wide range of industries. 

2.6 Attack Taxonomy in WSNs 

Wireless Sensor Networks can be classified based on the attack targets, the source of 

attacks, the attack objective, the attack mechanism, and the affected layer. 

2.6.1 Attack Target- based WSNs 

Understanding the dynamics of WSNs is pivotal, particularly in the context of 

targeted attacks such as wormhole attacks. These attacks exploit vulnerabilities 

innate to the architecture of WSNs, wherein an attacker creates a tunnel to drop 

packets between non-adjacent nodes, thereby disrupting the normal flow of data. The 

effectiveness of a targeted attack largely depends on strategic node positioning and 

knowledge about the network structure. Thus, understanding the layout and 

communication patterns of the WSN becomes essential. For example, the 

representation highlights how node classifications can be exploited by malicious 

entities to disrupt communication.  

Such insights allow researchers to devise appropriate routing strategies that can 

mitigate risk by anticipating and countering potential attacks aimed specifically at 
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critical nodes within the network.  Additionally, successful countermeasures against 

such targeted attacks hinge on the implementation of trust-based routing protocols 

that consider the trustworthiness of nodes. 

By emphasizing the importance of trust, network protocols can adaptively route data 

through trusted nodes, thereby reducing the impact of any single compromised node. 

The model outlined elucidates how the integration of trust metrics into the routing 

process can enhance network resilience, as it enables the dynamic selection of 

optimal paths that avoid compromised nodes.  

The adaptive approach is crucial when considering the varying motives behind 

attacks, where certain nodes may be targeted based on their role or position within 

the network. As such, research on adaptive trust-based multipath routing solutions 

has gained traction, with studies indicating these methods significantly reduce the 

effectiveness of wormhole attacks.  In the face of such attacks, it is also essential for 

WSNs to maintain efficient communication despite the presence of security threats. 

The deployment of multipath routing techniques can enhance robustness by 

providing alternative data paths, concurrently distributing traffic loads, and 

improving congestion control. By strategically managing communication based on 

attack targets, WSNs can sustain performance levels even when facing localized 

threats.  

2.6.2 Source of Attack- Based WSNs 

Threats of wormhole attacks pose a significant challenge in WSNs, particularly 

regarding the source of these attacks and their implications on routing protocols. 

These attacks exploit the characteristics of WSNs, where nodes can be compromised 

and manipulated by adversaries eager to disrupt communication. By establishing a 

tunnel between two distant nodes, malicious actors can intercept the data packets and 

mislead the network about the topology, potentially resulting in critical information 

loss. 

To effectively counter such attacks, a trust-based multipath routing technique 

becomes essential, as it enables nodes to assess the reliability of their peers based on 

historical interactions and energy profiles. The approach not only enhances 

communication integrity but also fosters a collaborative environment for nodes to 
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share information regarding identified threats, ultimately ameliorating the effects of 

wormhole attacks [28].  In addressing the specific vulnerabilities posed by wormhole 

attacks, it is imperative to acknowledge the multifaceted nature of the problem. 

Malicious nodes can masquerade as legitimate ones, complicating the detection 

process and challenging traditional security measures. Systems designed without 

regard to the dynamic foundations of IoT, such as those involving localization 

techniques, exhibit increased susceptibility to these attacks. Research indicates that 

the absence of robust security frameworks during the initial stages of IoT 

deployment can exacerbate these vulnerabilities [29]. Therefore, integrating a trust-

based mechanism allows for continuous monitoring and updates to security protocols 

in response to emerging threats, as it enhances the resilience of WSNs and combats 

the targeted exploitation of network weaknesses.  Furthermore, the design of an 

effective routing technique entails recognizing the trade-offs between energy 

consumption and security features. As demonstrated in recent studies, mechanisms 

that require extensive cryptographic operations can inadvertently drain node energy, 

consequently rendering them vulnerable to further attacks. This challenge is 

particularly evident in protocols that rely heavily on trust computations and complex 

route maintenance procedures. By leveraging energy-aware simulations that take 

into account real-world constraints, the proposed routing technique not only 

mitigates risks associated with wormhole attacks but also optimizes resource 

utilization across the network. The synergy between energy efficiency and security 

serves as a cornerstone for future research, particularly as mobile nodes increasingly 

seek reliable and secure communication pathways. 

2.6.3 Attack Objective- Based WSNs 

The prevention of wormhole attacks within WSNs necessitates an intricate 

understanding of the attackers‘ objectives. Attackers often aim to disrupt network 

communication by misleading packets through an established false tunnel, which can 

severely degrade the network's performance and reliability. Strategies to combat 

such threats must, therefore, incorporate a robust multipath routing protocol that 

identifies and manages potential vulnerabilities in real time. 

 A trust-based approach, aligned with congestion-aware mechanisms, can effectively 

alleviate the risks associated with wormhole scenarios, primarily through proactive 
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monitoring and response protocols. As indicated by recent studies, enhancing 

communication reliability is contingent upon the successful detection and removal of 

malicious nodes, which would contribute to a significant increase in the overall 

network performance and robustness against targeted attacks [30].  

To facilitate this dynamic routing environment, the integration of trust-based metrics 

becomes paramount. By evaluating the behavior of nodes in the network, one can 

substantially mitigate risks associated with malicious activities, primarily focusing 

on the patterns exhibited by nodes during data transmission. The deployment of a 

Belief based Trust Evaluation Scheme serves as a fundamental component of this 

architecture, enabling the identification of compromised nodes while fostering a 

comprehensive understanding of individual node integrity [31].  

In addition, the formulation of adaptive routing paths that consider the prevailing 

network conditions such as congestion levels and energy expenditure ensures that 

data packets reach their destination efficiently. The systematic implementation of 

these strategies not only prolongs network lifespan but also enhances the Packet 

Delivery Ratio (PDR), thereby reinforcing the WSN against potential threats while 

retaining operational efficiency [32].  Moreover, the development of algorithms 

focused on enhancing routing security and efficiency is essential in addressing the 

objectives of potential attackers.  

These algorithms must incorporate mechanisms for real-time monitoring of network 

conditions and adapt to changes in node behavior to prevent the exploitation of 

vulnerabilities. The integration of swarm intelligence techniques into routing 

protocols can yield immediate benefits, notably in terms of optimizing path selection 

and energy management while simultaneously ensuring data integrity throughout 

transmission [3]. Therefore, focusing on the attacker's objectives lays the 

groundwork for more resilient network structures, facilitating enhanced security 

protocols that ensure consistent service delivery and robust communication. Visual 

representations, such as, illustrate the intricate relationships between nodes and the 

impact of malicious activities, emphasizing the need for comprehensive security 

frameworks within WSNs. 
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2.6.4 Attack Mechanism –Based WSNs 

Complexities introduced by various attack mechanisms significantly endanger the 

functionality and reliability of WSNs. Of particular concern are wormhole attacks, 

wherein an adversary exploits the network topology to link distant nodes, creating 

the illusion that they are closer to facilitate malicious communication? Such tactics 

hinder the standard routing protocols and can lead to severe data loss or corruption.  

To combat these threats, trust-based routing protocols have emerged as effective 

solutions, leveraging the integrity and reputation of nodes to determine the most 

reliable communication pathways.  

By dynamically monitoring the performance and trust levels of nodes, these 

protocols can effectively identify and isolate malicious entities, thereby enhancing 

network security. Moreover, the integration of multipath congestion-aware 

techniques optimally balances network traffic while ensuring robustness against 

various attack strategies, ultimately improving communication reliability in WSNs, 

as illustrated in figures depicting various network structures and attack types. 

 In developing a sophisticated routing strategy, it is essential to consider the active 

nature of attacks like the Worm Hole Attack, where a compromised node deceptively 

claims to have the shortest path to the destination, effectively capturing and dropping 

packets. This targeting of communication pathways not only disrupts data 

transmission but can also lead to widespread network inefficiency.  

Consequently, trust-based routing approaches, which ascertain the current energy 

levels and dropped packet counts of nodes, form a crucial line of defense against 

such nuisances. By adopting these parameters, the protocol can select reliable nodes 

within a network, thus mitigating the impact of such damaging tactics. The visual 

representation of these nodes in connection with the proposed routing strategies 

further elucidates the layered defense mechanisms deployed against potential 

attacks, enhancing the overall understanding of network security measures within 

WSNs. The dynamic nature of networks necessitates the adoption of adaptable 

security architectures that not only respond to current threats but also anticipate and 

prepare for potential future assaults. 
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Research indicates that integrating advanced routing mechanisms with trust-based 

frameworks significantly enhances resistance to known attack vectors, reinforcing 

the need for continual enhancement of security protocols in WSNs. As researchers 

propose new methodologies, such as increased reliance on swarm intelligence for 

optimizing routing protocols, they highlight the necessity for systems that 

automatically adjust based on real-time assessments of node behavior and 

environmental conditions. The visual models characterizing the flow of trust-based 

data traffic against various attack scenarios serve as a substantial basis for 

understanding these advanced methodologies, demonstrating their efficacy in 

securing robust communication in challenging environments. 

2.6.5 Affected Layers – Based WSNs 

WSN routing protocol complexity necessitates a nuanced understanding of the layers 

affected by security vulnerabilities, particularly from wormhole attacks. These 

attacks exploit vulnerabilities at various layers, including the link and network 

layers, thereby compromising the integrity of data packets and the overall network 

performance. As such, a trust-based multipath routing technique that considers these 

affected layers becomes imperative. By evaluating each layer's contribution to the 

overall routing efficacy, researchers can better devise strategies to mitigate the 

impact of malicious nodes. The proposed model, as cited in [33], incorporates a 

comprehensive assessment of node behaviors across these layers, enabling nodes to 

relay trustworthiness metrics that enhance decision-making in routing.  

This layered approach not only improves the robustness of WSNs but also fortifies 

them against potential attack vectors that can disrupt communications and data 

integrity.  In addressing wormhole attacks, the affected layers must be considered in 

the context of network efficiency and security. The integration of trust metrics that 

assess node behaviors has been shown to significantly enhance routing decisions, as 

demonstrated in recent studies. Current methods, which often overlook the 

interdependence of these layers, can lead to vulnerabilities that compromise the 

routing process.  

By adopting a layer-centric analysis, as suggested in [34], the proposed routing 

model in this essay effectively identifies and isolates unreliable nodes. This 

proactive monitoring allows for the dynamic adjustment of communication paths 
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based on real-time data. The ability to adaptively route information through 

trustworthy nodes ensures that the integrity and availability of communication in 

WSNs are maintained, ultimately facilitating seamless data transmission even in the 

presence of adversarial nodes.   

Furthermore, understanding the affected layers in the context of congestion-aware 

routing highlights the need for a holistic approach in WSNs. Congestion can 

exacerbate the effects of attacks, which complicates the routing process and 

increases packet loss. Consequently, the proposed model embodies strategies that 

strategically balance load across nodes while monitoring trustworthiness, 

significantly diminishing the probability of successful attacks.  

Literature indicates that addressing congestion along with security through a layered 

framework yields superior performance metrics, as presented in. The incorporation 

of real-time analytics about node energy levels and packet drop counts, as illustrated 

in the findings, shows how adaptive routing can adjust to maintain network stability. 

By focusing on the layered effects of both congestion and trustworthiness, the model 

lays a comprehensive foundation for securing WSNs against multifaceted threats, 

enhancing resilience and operational efficiency. 

2.7 Application areas of WSNs 

WSNs have revolutionized various industries by enabling efficient, real-time data 

collection and monitoring in diverse environments. These networks consist of 

distributed sensor nodes that communicate wirelessly to gather and process 

information, making them highly adaptable to numerous applications. From 

healthcare and environmental monitoring to industrial automation and smart cities, 

WSNs play a crucial role in modern technological advancements. 

One of the most significant application areas of WSNs is environmental monitoring. 

These networks are extensively used for tracking climate conditions, air pollution 

levels, and natural disasters such as earthquakes and forest fires. For instance, sensor 

nodes deployed in remote forested areas help detect fire outbreaks by measuring 

temperature, humidity, and smoke levels, enabling early warnings and rapid response 

[1]. Similarly, WSNs are used in meteorology to monitor weather patterns and 



29 

 

improve forecasting accuracy. In marine environments, underwater sensor networks 

help track ocean currents, water pollution, and marine biodiversity [2]. 

Another critical area where WSNs have gained prominence is healthcare and 

medical monitoring. These networks facilitate real-time health tracking by 

integrating wearable sensors that monitor vital signs such as heart rate, blood 

pressure, and glucose levels [3]. In hospitals, WSNs assist in patient monitoring, 

enabling healthcare professionals to detect abnormalities and respond promptly to 

medical emergencies [4]. Remote patient monitoring, particularly for elderly and 

chronically ill individuals, is another key application where WSNs help reduce 

hospital visits while ensuring continuous medical supervision. Additionally, smart 

prosthetics and implantable medical devices use WSNs to transmit physiological 

data, enhancing personalized healthcare solutions [5]. 

Industrial automation is another domain where WSNs have proven to be highly 

effective. These networks are widely deployed in manufacturing plants and smart 

factories to monitor machinery, detect faults, and optimize energy consumption [6]. 

By integrating WSNs with the Industrial Internet of Things (IIoT), companies can 

track equipment performance in real-time, enabling predictive maintenance and 

reducing downtime. In oil and gas industries, sensor networks are used to detect gas 

leaks, monitor pipeline integrity, and ensure workplace safety [7]. The ability of 

WSNs to provide real-time insights into industrial operations significantly enhances 

efficiency and reduces operational costs. 

WSNs also play a pivotal role in smart agriculture, where they help improve farming 

practices through precision agriculture techniques. Farmers use sensor nodes to 

monitor soil moisture, temperature, and nutrient levels, enabling efficient irrigation 

and fertilization [8]. These networks help detect pest infestations and plant diseases 

early, reducing crop losses and improving yield. In livestock farming, WSNs are 

utilized to track animal health, monitor movement patterns, and optimize feeding 

schedules. By providing real-time agricultural data, these networks contribute to 

sustainable farming and increased productivity [9]. 

The development of smart cities has further expanded the applications of WSNs in 

urban infrastructure and management. Sensor networks are used in smart 
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transportation systems to monitor traffic flow, detect road conditions, and optimize 

traffic signals to reduce congestion [10]. Public safety is also enhanced through 

surveillance systems and smart street lighting, which automatically adjust brightness 

based on pedestrian movement. In waste management, WSN-enabled smart bins 

notify authorities when they need to be emptied, optimizing garbage collection 

routes and reducing environmental pollution. Additionally, air quality monitoring 

systems deployed in urban areas use WSNs to detect pollution levels, helping 

authorities enforce environmental regulations and improve public health [11]. 

Military and defense applications have also benefited from the integration of WSNs. 

These networks are used in battlefield surveillance, perimeter security, and intrusion 

detection [12]. By deploying sensor nodes in strategic locations, military forces can 

monitor enemy movements, detect unauthorized access, and gather intelligence in 

real time. Additionally, WSNs play a vital role in disaster relief operations, where 

they assist in search-and-rescue missions by detecting survivors in collapsed 

buildings or hazardous environments [13]. 

In the field of home automation and security, WSNs have transformed traditional 

living spaces into smart homes. These networks enable the automation of lighting, 

heating, and air conditioning systems based on occupancy and user preferences. 

Smart security systems use WSNs for surveillance, motion detection, and remote 

monitoring, providing homeowners with real-time alerts and enhanced security [14]. 

Home automation solutions integrated with wireless sensor networks enhance energy 

efficiency and improve the quality of life. 

Another emerging application of WSNs is in logistics and supply chain management. 

These networks help track goods in transit, monitor storage conditions, and prevent 

theft or damage. In the food and pharmaceutical industries, WSNs play a crucial role 

in cold chain management by ensuring that perishable items are stored and 

transported under optimal temperature conditions [15]. By providing real-time 

tracking and monitoring, WSNs enhance supply chain visibility and efficiency. 

Overall, Wireless Sensor Networks have transformed various industries by providing 

innovative solutions for monitoring, automation, and decision-making. Their ability 

to operate in diverse environments, coupled with real-time data transmission and low 
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energy consumption, makes them invaluable in fields such as healthcare, agriculture, 

industrial automation, smart cities, defense, and logistics. As technology advances, 

the scope of WSN applications is expected to expand further, enabling smarter, more 

connected systems across multiple domains. 

2.8 WSN Routing Protocols 

Routing protocol attacks are extensively researched. As a result, we just list the 

assaults rather than explain them, and we cite [33] for attack descriptions. The 

following are examples of attacks towards routing protocols [34]: 

With the advancement of wireless communications, low-cost sensor networks have 

become possible. The usage of sensor networks has been prevalent in many fields, 

including the military, the home, and the health sector. The primary capabilities of a 

typical sensor node are sensing, data processing, and communication, which allow it 

to survive and perform as intended. The biggest energy users are the transmission 

and signal processing processes. Various methods of routing have been a crucial area 

of research because of this. 

2.8.1 Data Centric Routing 

A data centric routing protocol is a network routing protocol that uses data instead of 

traditional routing tables to determine the best path for data packets. They are 

designed to improve the efficiency and scalability of network routing by using data 

to make routing decisions instead of relying on predefined routing tables. Data 

centric routing protocols are often used in networks that have a large number of 

nodes and a high volume of traffic. Data centric routing protocols can also be used in 

networks that have a complex topology because they can automatically find the best 

route through the network [42,43]. 

In a ―data-centric protocol for WSNs, the SPIN is based on negotiation. Each node 

names its data with the use of metadata, and a sensor node utilizes its metadata to 

negotiate. As a result, each node has the ability to negotiate whether to provide data 

or not, which helps to reduce duplicate data transmission across the network. Node 

A begins by sending its hop request to its surrounding node B before the sender 

delivers its data after the negotiation. Once the request is granted, node A transmits 

its information to node B, which then repeats the process. This locates nearby nodes 
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and transfers the data among them until it reaches the desired location. The SPIN 

protocol uses less energy since each node only makes one hop. WSNs are protected 

against flooding attacks by SPIN's hop request and confirmation packets. SPIN may 

be used with lossy or mobile nodes even though it is best for‖ lossless networks. 

2.8.2 Hierarchical Routing Protocol 

A hierarchical routing protocol is a network routing protocol in which routers are 

organized into hierarchies. In a hierarchy, some routers are designated as "core" 

routers, while others are designated as "edge" routers [42]. The core routers handle 

the bulk of the traffic and are responsible for routing traffic between the edge 

routers. The edge routers handle traffic destined for nodes within their own sub 

networks. 

There are several benefits to using a hierarchical routing protocol. First, it can help 

to reduce the amount of traffic that is forwarded between the edge routers [44]. This 

is because the core routers can route traffic to the edge routers based on their 

knowledge of the network topology. Second, a hierarchical routing protocol can help 

to distribute load across the network more evenly. This is because each edge router 

only handles traffic from nodes within its own0network.  

Low-energy ―adaptive clustering hierarchy (LEACH), threshold –sensitive energy 

efficient sensor network protocol (TEEN) and adaptive threshold- sensitive energy- 

efficient sensor network protocol (APTEEN),and secure hierarchical energy- 

efficient routing (SHEER) are examples of hierarchical protocol. TEEN gives a very 

good performance since it reduces the number of transmissions‖ [45]. 

2.8.3 Low- energy adaptive clustering hierarchy 

A kind of routing system designed specifically for wireless sensor networks is called 

a low-energy adaptive clustering hierarchy (LEACH). It is a hierarchical technique 

that employs a cluster-based method of routing, where nodes are grouped into 

clusters and each cluster is assigned a specified cluster head. The cluster head is in 

charge of gathering data from the nodes in its cluster and transmitting it to the base 

station [45]. A cluster-specific protocol for routing is used by nodes to interact both 

inside their own cluster and with nodes in other clusters. Large networks with tens of 

thousands of nodes may be supported by the lightweight, efficient LEACH protocol.  
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In LEACH, nodes are grouped into clusters, and each cluster has a nominated cluster 

head. This kind of routing is known as cluster-based routing [45]. Data collection 

from the cluster head's nodes and transmission to the base stations are its 

responsibilities [45]. A cluster-specific routing protocol is used by nodes to interact 

with one another and with nodes in other clusters both inside and outside of their 

own. Large networks with tens of thousands of nodes may be supported using 

LEACH, which is made to be lightweight and effective.  

Each network node joins a pre-established cluster upon setup. Data is transmitted to 

the cluster head for handling as it is gathered from the nodes in that cluster [45]. In 

order to decide which nodes should be included in the cluster, the cluster head 

subsequently makes use of this information. LEACH does this to dynamically adjust 

to the network's size and make-up.  

LEACH also uses a six-node election scheme to select a new cluster head [45]. This 

scheme ensures that there is always at least one node in each cluster active and able 

to process data. The election process is transparent to the nodes, so they never know 

which node is currently serving as the cluster head. Once a new cluster head has 

been elected, all the nodes in the cluster switch to using that node as their preferred 

source for data processing [45]. This ensures that all data is processed through the 

same node, which minimizes the chances of data corruption. LEACH is currently 

being developed by Google and participation in its development is open to anyone 

who wishes to participate. The project website provides detailed information on how 

to build and test a LEACH network, as well as instructions on how to submit bug 

reports and suggestions.  

SHEER was introduced by Patil et al. in [16]. When using WSN, it employs an 

adaptive probabilistic transmission technique to choose the best path. Additionally, 

SHEER uses hierarchical key establishment techniques (HIKES) for secrecy, 

authentication, and key distribution. 

To conserve energy in nodes while maintaining dependable communication, a 

threshold-sensitive energy-efficient sensor network approach can be implemented. 

This is done by using a threshold to determine when a node should enter a sleep 

state. Nodes that are not active above the threshold can enter a sleep state, which 
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reduces their power consumption [16]. This can be used to save energy in a sensor 

network while still providing reliable communication. To ensure that all nodes are 

active above the threshold, the network can be divided into sub-networks. Sub-

networks can be used to share resources, such as memory, between nodes [16]. This 

prevents the network from entering a sleep state if one node fails. Furthermore, when 

a node enters a sleep state, it can wake up automatically when needed. This 

minimizes the amount of time that the node is inactive and reduces its power 

consumption. [16] a simulation-based application of T-LEACH in wireless sensor 

networks. The proposed clustering hierarchy was threshold-sensitive and energy 

efficient. In terms of latency, energy use, and node stability, the thesis's findings 

outperformed the widely used ARPANET routing protocol. The simulation 

outcomes demonstrate that the suggested protocol is appropriate for massive wireless 

sensor networks. 

2.8.4 Multi Path Routing Protocol 

Multipath routing protocol establishes a multipath (main and secondary path) 

between the source node and the destination node for effective data delivery. If the 

main route is blocked, a backup route is taken. Fault tolerance is obtained in this way 

the expense of maintaining several routes between the source and the destination, 

however, results in a rise in routing costs [46].  

The fundamental benefit of multipath routing is that it may offer a higher level of 

redundancy and dependability, as well as greater performance in terms of throughput 

and latency. Additionally, multipath routing may be employed to distribute the load 

among several pathways [56]. The Distance Vector Protocol (DV), the Link-State 

Protocol (LSP), and the Integrated Services Digital Network (IS-IS) are just a few of 

the several multipath routing protocols that have been suggested. It is critical to 

select the best option for a particular circumstance because each has benefits and 

disadvantages of its own [46].  IS-IS is one of the most well-liked multipath routing 

systems. Given its ability to maintain a somewhat accurate path table, IS-IS is 

especially well-suited for networks with several nodes. Additionally, IS-IS can be 

configured to route traffic using either the unicast or multicast modes [46]. 
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2.8.5 Disjoint Path routing protocol 

Every source node identifies the shortest fragmented multipath to the sink node in a 

disjoint path routing protocol. It distributes the data burden equally across these 

erratic pathways. No sensor node is shared by any of the pathways in this multipath 

[47]. The protocol is dependable with more, nevertheless uses little energy. 

The Disjoint Path routing protocol is used in networks that are decentralized, and it 

is also used in networks that are mobile. It is also used in networks that have a high 

amount of traffic, as it can help to reduce the amount of traffic that is sent across the 

network [47]. There are different versions of the Disjoint Path routing protocol, and 

they all use different algorithms. The version that is most commonly used is the 

version 2 of the Disjoint Path routing protocol.  

This version was developed by Cisco Systems, and it is a proprietary protocol [47]. 

The version 2 of the Disjoint Path routing protocol is used in networks that are 

distributed, and it is also used in networks that are mobile. The version 2 of the 

Disjoint Path routing protocol is also used in network environments that have a high 

amount of traffic.  

2.8.6 Braided Path Routing Protocol 

The Braided Path Routing Protocol (BPRP) is a routing protocol for mobile ad hoc 

networks (WSNs). It is based on the idea of using a "braided path" through the 

network, where each node in the network has multiple paths to its destination. [48] 

This makes it possible for the network to go on even if one or more nodes collapse. 

Scalability and durability are features of BPRP. It is applicable to networks with a 

high number of nodes and has the capacity to manage many concurrent pathways 

between nodes. The only MANET routing protocol capable of scaling to this degree 

is BPRP at the moment [48].  

2.8.7 N to 1 multipath discovery protocol 

A way to identify multiple routes between two nodes in a network is through the N-

to-1 multipath discovery protocol. As an example, Lu et al. suggested the multipath-

based segment-by-segment routing (MSSR) method in [36]. It considers variables 

such as bandwidth, latency, and cost to determine the best path between two nodes. 
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To execute the protocol, each node sends a discovery message containing its ID, the 

IDs of its neighbors, and the cost of each link to each neighbor. A node can use the 

information in the discovery message to determine the optimal path between itself 

and its neighbors. 

The N-to-1 multipath discovery protocol is often used in networks with a lot of 

nodes, such as large-scale internetwork or mesh networks. It can also be used to 

improve network reliability by ensuring that packets travel on the most reliable path 

possible. N to 1 multipath0discovery protocol is one example of a distributed 

algorithm for node scheduling and routing. 

2.8.8 Location- Based Routing Protocol 

A routing protocol that determines the best path for data to travel based on the 

location of nodes in a network is called a location-based routing protocol. These 

protocols are commonly used in mobile ad hoc networks (WSNs) where nodes move 

frequently, causing the network topology to change often [49]. 

The Optimized0Link State0Routing Protocol0 (OLSR) is one of the most popular 

location-based routing protocols. It is a reactive protocol that uses link state 

information to compute the optimal route for data transmission. OLSR is utilized in 

various network applications, including mobile ad hoc networks, sensor networks, 

and the Internet of Things [49]. 

2.8.9 Quality of Service Routing Protocol 

Quality of Service (QoS)-aware routing is a traffic management strategy that 

considers network performance metrics such as bandwidth, latency, and jitter to 

ensure efficient data transmission [115] This approach is particularly crucial for 

applications with specific performance requirements, such as real-time streaming 

media, where maintaining service quality is essential [127). While QoS does not 

guarantee a flawless connection, it ensures that a predefined level of service is 

maintained when necessary. By implementing QoS at different network layers such 

as at the interface level, between applications and the network, or within the 

operating system traffic can be prioritized based on its requirements, improving 

overall network efficiency [13] 
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Heterogeneously clustered routing (HCR) enhances traffic distribution by leveraging 

the physical locations of network nodes. Instead of relying on a single node for 

routing, multiple nodes manage traffic, reducing congestion and enhancing network 

performance [15]. This method is particularly beneficial in wireless networks, where 

limited radio coverage and resource constraints can introduce transmission delays 

[135]. In mobile networks, where users share a finite spectrum, QoS mechanisms 

help allocate resources efficiently; ensuring different services receive appropriate 

bandwidth and priority [133]. 

QoS-based routing protocols aim to balance effective data delivery to the sink node 

while maintaining predefined QoS metrics [38]. One such protocol is the Sequential 

Routing Protocol, a distance vector routing method that uses the Bellman-Ford 

Algorithm to determine the shortest path between network nodes. Cisco Systems has 

developed a proprietary version of this protocol for their routers and switches, 

enhancing routing efficiency [13,134]. Another key protocol is the SPEED Protocol, 

designed to enhance device-to-device communication efficiency and speed, 

particularly for Ethernet and TCP/IP-based networks [135]. Recent research has 

incorporated a Multi-Dimensional Control (MDC) speed control algorithm into 

SPEED for strip-based WSNs to optimize energy consumption while maintaining 

complete sensor node coverage [38]. Simulation results indicate that the Optimized 

SPEED with Dynamic Control (OSDC) outperforms existing systems in terms of 

energy efficiency and can effectively handle the high data rates of next-generation 

WSNs [132]. By integrating these routing protocols with QoS and HCR approaches, 

network resources can be utilized more efficiently, ensuring improved performance 

and reliability. 

2.8.10 Mobility-Based Routing Protocol 

Mobility Based routing protocol is a lightweight0protocol that0ensures data0delivery 

from0source to0destination node. Scalable0Efficient Asynchronous0Dissemination 

(SEAD), Tree0Based Efficient Data0Dissemination (TEDD), Two 

Tier0Data0Dissemination (TTDD) are examples of Mobility0Based Routing 

Protocol, they deal with the0dynamism of the0topology of the0network [51]. 
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2.9 WSNs Routing Protocols for Curbing Wormhole Attacks 

Wormhole attacks pose a significant threat to WSNs by tunneling packets between 

distant locations, compromising network security [52]. Several routing protocols 

have been proposed to address this issue. [53] introduced a lightweight MAC 

Centralized Routing Protocol (MCRP) that minimizes energy consumption while 

detecting wormhole attacks. MCRP uses multiple paths between source and 

destination, reducing dependency on any single route that a wormhole attack may 

compromise. Cooperative routing mechanisms help validate route legitimacy, 

making it harder for attackers to establish fake links. MCRP increases fault tolerance 

and resilience to wormhole attacks. The protocol uses multipath routing to reduce the 

chance of all routes being affected by an attack. It is also efficient in dynamic 

network conditions. However, the protocol has its demerits of higher energy 

consumption due to maintaining multiple routes. Increased routing overhead from 

additional route discovery processes. MCRP does not inherently detect wormhole 

attacks; needs additional security mechanisms. The effects of wormhole attacks on 

various routing protocols were analyzed, including Ad hoc On-Demand Distance 

Vector (AODV), Dynamic Source Routing (DSR), Zone Routing Protocol (ZRP) 

and Anonymous On-Demand Routing (ANODR), considering parameters such as 

throughput, delay, and energy consumption [54].  

AODV does not have built-in security against wormholes, but enhancements like 

packet leash techniques (geographical or temporal) can help. To curb this Anwar et 

al. [55] developed a trust-aware distance vector routing protocol (T-AODV) that 

improves packet delivery ratio and end-to-end delay. Trust-based AODV variations 

have been proposed to detect malicious nodes based on their routing behavior. Its 

merits include; Reactive nature reduces exposure to routing-based attacks compared 

to proactive protocols, On-demand route discovery limits unnecessary 

communication, and can be combined with cryptographic techniques for improved 

security. Despite the much strength, T-AODV had its drawbacks such as being 

susceptible to worm hole and wormhole attacks if no additional security mechanisms 

are used high latency due to route discovery, which can be exploited by attackers. It 

lacks built-in authentication or verification mechanisms. 
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According to [56] ZRP mitigates wormhole attacks by dividing the network into 

zones; it then localizes routing and reduces the influence of an attacker on the entire 

network. Intrazonal communication is handled using proactive routing, while 

Interzone communication uses reactive routing, making it harder for attackers to 

manipulate all zones. Its strengths include; limiting the spread of wormhole attacks 

since compromised routes may only affect certain zones. Balances proactive and 

reactive approaches for efficient routing. Can be enhanced with anomaly detection to 

improve security. It has weaknesses like being still vulnerable to sophisticated 

wormhole attacks across multiple zones. Increased computational complexity for 

managing zone-based routing. Requires synchronization among nodes, which can be 

exploited by attackers. 

ANODR mitigates wormhole attacks by using cryptographic techniques to 

anonymize route requests and prevent malicious nodes from establishing fake 

tunnels. Nodes validate each other using encrypted acknowledgments, making it 

difficult for wormhole attackers to intercept packets. Its strengths are that strong 

privacy features prevent attackers from tracking or modifying routes, Secure route 

discovery makes it resilient to man-in-the-middle attacks, and reduces identity-based 

attacks that could aid wormhole attackers [57]. 

ANODR several demerits that included being computationally expensive due to 

encryption overhead, not being optimized for real-time communication in large-scale 

networks, and needing additional defenses against colluding nodes in a wormhole 

attack. 

Optimized Link State Routing Protocol (OLSR) mitigates wormhole attacks by 

enhancing trust-based multipoint relay (MPR) selection, ensuring only trusted nodes 

forward packets. Forwarded packets can be channeled to an Intrusion Detection 

System (IDS) to monitor network anomalies caused by wormholes. OLSR has some 

advantages such as; Proactive routing maintaining consistent knowledge of network 

topology, and allowing early detection of suspicious link behaviors. Efficient for 

large-scale networks due to reduced control overhead. It can incorporate timestamp-

based authentication to prevent tunneling attacks. Its disadvantages include security 

extensions; OLSR is highly vulnerable to wormhole attacks due to its reliance on 
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link-state advertisements. Periodic control message broadcasting increases exposure 

to attackers. OLSR is also computationally intensive in large networks [58]. 

Ad hoc On-Demand Multipath Distance Vector (AOMDV) Routing mitigates 

wormhole attacks by maintaining multiple loop-free paths; AOMDV ensures that 

even if a wormhole attack affects one path, alternative routes remain available. [9] 

Trust-based AOMDV variants detect and isolate wormhole-infected paths using 

node reputation systems. Its strengths include providing fault tolerance against 

routing attacks, including wormholes. Enhancing route discovery security by 

validating multiple independent paths. It is efficient for high-mobility scenarios, 

making it harder for attackers to maintain control. Its weaknesses are increased 

routing overhead due to maintaining multiple paths. Latency can increase with 

complex route validation processes. The protocol does not inherently detect 

wormhole attacks and requires additional detection mechanisms [9]. 

Despite these efforts, many countermeasures remain ineffective for large-scale WSN 

deployments due to inherent constraints. Researchers suggest that designing new 

routing protocols with built-in defenses against attacks like wormholes may be a 

more effective approach [52]. 

2.10 Security of WSNs 

WSNs have emerged as a critical technology in various domains, including 

environmental monitoring, healthcare, military applications, and industrial 

automation. These networks consist of spatially distributed sensor nodes that collect, 

process, and transmit data wirelessly. However, due to their inherent characteristics, 

such as resource constraints, decentralized architecture, and deployment in hostile 

environments, WSNs are highly vulnerable to security threats. Common attacks 

include eavesdropping, Sybil attacks, black hole attacks, and wormhole attacks, 

which can compromise data integrity, network availability, and confidentiality [132]. 

The open nature of wireless communication makes it susceptible to jamming and 

interception, while the lack of centralized control exacerbates the challenge of 

securing communication channels [133]. Traditional cryptographic mechanisms, 

while effective, may not be suitable for WSNs due to their high computational and 

energy demands [134]. Therefore, alternative approaches such as trust-based security 

models and lightweight cryptographic protocols have been proposed to enhance 
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resilience against malicious attacks while maintaining network efficiency [135]. 

Given the increasing adoption of WSNs in security-sensitive applications, ensuring 

robust security mechanisms is imperative for maintaining their reliability and 

performance. 

2.10.1 Security Vulnerabilities in WSNs 

In the realm of WSNs, vulnerabilities are myriad and multifaceted, significantly 

impacting network integrity and data transmission. A primary concern is the 

susceptibility to various forms of cyber threats, notably those that exploit the 

inherent characteristics of WSNs, such as their distributed architecture and reliance 

on wireless communication.  

Attack vectors, such as wormhole attacks, pose substantial risks since they can create 

deceptive paths that reroute data through hostile nodes, subsequently compromising 

essential routing protocols. Furthermore, the inadequacies in security protocols 

exacerbate these vulnerabilities, making networks particularly defenseless against 

intrusions and disruptions. The lack of comprehensive security frameworks leaves 

critical points of the network exposed, and attackers often exploit these weaknesses 

to manipulate data flow, leading to potential data breaches and significant 

operational failures within WSNs [35].   

Moreover, the dynamic nature of mobile nodes in WSNs adds another layer of 

complexity to the vulnerability landscape. Mobile nodes are designed to adapt and 

reconfigure as they traverse different network terrains, yet this mobility can 

inadvertently create additional entry points for potential attacks. The challenges 

posed by node mobility also complicate the task of maintaining consistent security 

measures, as nodes frequently change their positions and the established paths may 

become obsolete or unreliable. This situation is particularly pronounced in 

environments where nodes are susceptible to tampering or malicious interference. 

The ability of these mobile nodes to connect and communicate with varying degrees 

of security necessitates a sophisticated routing technique that can dynamically assess 

and respond to such vulnerabilities [1]. In this context, a trust-based multipath 

routing framework becomes a vital mechanism for maintaining robust 

communication channels.  Ultimately, to address these vulnerabilities effectively, 
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employing a trust-based multipath congestion-aware routing technique has gained 

attention as a promising solution. This approach not only mitigates the risks 

associated with wormhole attacks but also enhances the overall resilience of the 

network by providing alternative pathways for data transmission. 

By considering trust metrics and congestion levels, this technique prioritizes secure 

and efficient routing decisions, thereby curbing the influence of malicious actors 

whilst promoting network reliability. As WSNs evolve and face increasingly 

sophisticated threats, integrating these trust metrics can significantly bolster their 

security postures. Consequently, the proactive identification of potential 

vulnerabilities and the implementation of this routing strategy represents an essential 

step towards safeguarding the integrity and functionality of mobile nodes within 

WSNs [4]. 

2.10.2 Manipulating routing information 

This assault manipulates the routing information that is transmitted between two 

sensor nodes. It can be executed by falsifying or replicating the routing information, 

as described in the source [36]. The attackers who are capable of creating routed 

connections, controlling network traffic, and altering source paths can perform this 

activity [36]. This type of attack is passive and can be challenging to execute but 

even more difficult to detect. Nevertheless, a solution is available to tackle this 

problem by assigning a unique identity to the selected intermediate nodes and 

embedding it in the message. This makes it possible to identify any attempt to divert 

a data packet from one destination to another by comparing the path identity hash of 

all aliases or attached identities of all nodes involved in the multi-hop. 

2.10.3 Sybil Attacks 

Creating numerous identities to get an unfair advantage is a security attack technique 

known as a Sybil attack. A Sybil assault, as employed in a security situation, is a 

particular kind of hack in which an attacker makes use of several identities to gain 

access to protected network or system resources [37]. In a Sybil attack, the attacker 

generates several identities (Sybil) and makes use of them to get into networks or 

computer systems. The main goal of a Sybil attack is usually to exploit 

vulnerabilities in the system or network so that the attacker can gain access to 

sensitive information or resources [37]. A Sybil attack can be carried out in several 
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ways. One common approach is to create multiple accounts on a system or network 

and use them to access the system or network undetected [37]. Another approach is 

to create fake identities and use them to access systems or networks without being 

detected. 

2.10.4 Sinkhole attack 

A security exploit known as a sinkhole can be utilized to target networks of wireless 

sensors. This attack can be used to take down sensor nodes or to intercept and 

modify data that the nodes are transmitting. A rogue node is inserted into the 

network and utilizes its location to draw traffic from other nodes in a sinkhole attack 

[38]. The rogue node then discards or modifies the communication before sending it 

on to its target. A wireless sensor network's performance may be significantly 

impacted by this kind of assault, which is challenging to identify. 

Sinkhole attacks are particularly dangerous because they can disable nodes and 

disrupt the flow of data [38]. This type of attack can also be used to steal sensitive 

information or to launch illegitimate traffic updates. Consequently, sinkhole attacks 

should be avoided at all costs and should be policed aggressively by security 

administrators. 

They are also difficult to defend against because they are a type of cyber-attack that 

is not typically detected by traditional security systems [38]. In order to protect from 

a sinkhole attack, one should ensure that their servers are properly configured and 

protected against sinkhole attacks. In the meanwhile, sinkhole and Sybil attacks can 

be avoided by using point-to-point authentication between the source node and 

distinguishable intermediary nodes as well as end-to-end symmetric encryption 

between the source and destination nodes. 

2.10.5 Clone Attack 

Clone attacks are a form of attack where an attacker replicates nodes in a WSN and 

utilizes them to conduct an attack. Because the attacking nodes may mimic legal 

network nodes, it might be challenging to identify this kind of assault. Clone attacks 

can be used to execute several assaults, including replay attacks, denial-of-service 

attacks, and Sybil attacks. Clone attacks are also difficult to prevent because an 

attacker can create as many copies of a node as he or she wants. Therefore, WSN 
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administrators need to learn how to detect and prevent clone attacks from occurring 

in their networks. One way that WSN administrators can detect clone attacks is by 

using network detection tools. These tools help identify nodes in the network that are 

behaving abnormally or that may be network that are behaving suspiciously or are 

acting as sources of attack. Administrators can also use network scanning tools to 

scan for nodes that may be hosting malicious code or viruses. To prevent clone 

attacks from occurring in a network, administrators should implement policies and 

procedures that prohibit users from creating duplicate nodes. They should also 

ensure that all nodes in the network are registered and authorized using 

authentication mechanisms, such as certificates. Finally, administrators should 

monitor the network for signs of attack activity and take appropriate action when 

necessary. 

2.10.6 Wormhole Attack 

One of the most dangerous situations in WSN is the wormhole attack. In most cases, 

a secret route known as a tunnel is created by two or more malicious nodes. To 

interact quickly with other nodes through the networks, the attackers in this instance 

are directly connected. When it comes to sensor network routing, wormhole assaults 

are completely permissible. Because of this, the majority of routing protocols lack 

any safeguards [39]. To put it another way, wormhole attacks create network outages 

by dropping all of the packets. Additionally, it operates as a packet spy and 

compromises any network security by using the vast quantity of data it gathers. The 

Sybil attack and selective forward assault are used to create a wormhole attack [40]. 

As indicated in [41], many nodes are engaged in determining how to set up 

wormholes into the following sorts:  

• Packet encapsulation: This type of attack involves encapsulating the number of 

data packets and nodes between two malicious nodes.  

• Out-of-band channel: In this type of attack, a single malicious node with a high-

speed communication scope is involved.  

• Packet relay: In this type of attack, the malicious node relays all data packets 

between the sender and receiver nodes, creating duplicate nodes in the process.  

• Protocol distortion: In this type of attack, a single malicious node attempts to 

disrupt the routing protocol, which is used for communication. 
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2.11 Techniques for Curbing Wormhole Attacks in WSNs 

Wormhole attacks pose a significant threat to wireless sensor networks by disrupting 

routing mechanisms and increasing packet drop rates. Several techniques have been 

proposed to detect and mitigate these attacks in WSNs. 

LightWeight Counter Measure for the Wormhole Attack (LITEWORP) emerges as 

an innovative solution. This protocol addresses the inherent vulnerabilities 

associated with wireless communications, where the potential for attackers to create 

false paths through the network significantly undermines data integrity. By 

implementing a lightweight approach, LITEWORP emphasizes efficiency without 

sacrificing security, crucial for resource-constrained environments typical of WSNs. 

Its design allows for quick verification of routing paths, effectively mitigating the 

risk of packet dropping and message tampering, common strategies employed by 

malicious nodes. Moreover, the utility of LITEWORP is bolstered by insights gained 

from studies on other secured routing protocols, such as HSAM and AODV-WADR-

AES, which identify key weaknesses in traditional frameworks [35]. 

Delay Per Hop Indication (DELPHI) emerges as a particularly effective protocol 

with distinct operational features. DELPHI functions by leveraging both time and 

location-based constraints to ensure the authenticity of packet transmission in 

network environments. Its core strength lies in the introduction of a secure distance 

bounding mechanism that aids in verifying the legitimate nodes‘ proximity, thereby 

reducing the likelihood of malicious interference. By utilizing this distance-based 

verification, it can accurately differentiate between authentic transmissions and those 

potentially altered or generated by attackers. However, while DELPHI demonstrates 

commendable robustness against many forms of deception, it is not impervious to all 

threats. Potential vulnerabilities exist, particularly in environments characterized by 

dynamic node mobility, which may introduce complications in maintaining secure 

connections over time [59]. Thus, while DELPHI presents a promising approach, 

further research is needed to enhance its resilience against evolving tactics employed 

in wormhole attacks. 

In the realm of securing wireless networks, MOBIWORP (Mitigation of the 

Wormhole Attack in Mobile Multi-hop Wireless Networks) emerges as a robust 

technique designed specifically to mitigate the threats posed by wormhole attacks. 
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This protocol operates by utilizing a combination of location-based verification and 

collaborative detection to identify potential malicious nodes that may be partaking in 

such attacks. MOBIWORP enhances security through its two-phase mechanism, 

which involves monitoring the network for anomalous behavior and validating node 

claims about their geographical positioning. While its strength lies in its ability to 

detect and isolate compromised nodes effectively, MOBIWORP is not without 

limitations; for instance, it heavily relies on accurate location information, which 

may not always be available or trustworthy. Furthermore, its performance can be 

hindered in dense networks where the overhead for coordination becomes 

significant, making it less efficient compared to other protocols, such as DELPHI, 

under specific conditions [60, 61, 62, 63].  

Collaborative efforts among neighboring nodes have proven beneficial in identifying 

malicious behavior within wireless networks [64]. By sharing information and 

monitoring each other's actions, nodes can enhance the overall security of the 

network. However, such cooperative approaches often face limitations when dealing 

with sophisticated threats like out-of-band wormhole attacks, where attackers exploit 

external channels to create a deceptive link between distant nodes. 

To overcome these challenges, researchers have increasingly turned to intelligent 

detection mechanisms. One notable advancement involves the integration of 

machine learning techniques, particularly an enhanced version of the Watchdog 

monitoring system. This improved approach employs dynamic thresholding and 

clustering methods to adaptively distinguish between normal and malicious 

behaviors, significantly enhancing the detection accuracy of wormhole attacks while 

also improving overall network performance [65]. 

In addition to these strategies, a wide range of other detection and prevention 

techniques have been proposed in the literature, reflecting the persistent and serious 

nature of wormhole threats in mobile ad hoc networks [66]. These include trust-

based schemes, graph-theory-based models, and timing analysis methods, all aimed 

at mitigating the impact of such attacks. 

Despite the progress made, wormhole attacks continue to pose a significant 

challenge due to their stealthy nature and ability to disrupt routing protocols. As a 
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result, ongoing research remains focused on developing more robust, adaptive, and 

context-aware security solutions to safeguard wireless networks from these and other 

evolving threats [67]. 

2.12 WSN Simulation Techniques 

Network simulators are crucial as they play a role in modeling real-world network 

systems. The presumption is that a network can be designed, its features can be 

assorted and the corresponding performance results analyzed. The process of model 

alteration in a network environment is cheaper than the actual implementation. In a 

model, different network scenarios can be analyzed and output evaluated at a low 

cost [69, 70]. 

In the Networking domain, Wireless Sensor Networks have two main simulation 

techniques; discrete-event simulation, and continuous simulation. Discrete-event 

simulation (DES) stands out as a prevalent method, focusing on specific events that 

change the state of the system at distinct points in time. This simulation technique is 

adept at capturing the stochastic nature of node interactions and communication 

events, which are critical in WSNs. For instance, in studies using stochastic HYPE, 

network traffic is modeled as continuous flows while node contacts are treated as 

discrete events, showcasing the versatility of the technique in representing complex 

node interactions [71].  

In contrast, Continuous simulation allows for modeling systems where changes 

occur continuously over time, facilitating the analysis of phenomena such as power 

consumption and data transmission rates. Together, these simulation techniques 

provide the necessary frameworks to rigorously verify and predict the performance 

of protocols and operational strategies within WSNs [72]. 

2.13 WSN Network Simulators 

A network simulator is a program that can predict the performance of a computer 

network or a wireless communication network. Since communication networks have 

become too complex for traditional analytical methods to provide an accurate 

understanding of system behavior, network simulators are used. The selection of 

appropriate simulation tools is paramount for effective protocol evaluation and 

performance analysis. Popular platforms that are open source and can be 
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downloaded from the internet include; NS-2, NS-3, OMNeT++, and MATLAB. 

They have gained considerable traction among researchers due to their robust 

capabilities and flexibility. NS-2 is particularly renowned for its event-driven 

simulation, facilitating detailed networking studies. NS3 is authorized under the 

GNU GPLv2 permit and is accessible for examination and development. The 

significant distinction lies somewhere in the range of NS3 and NS2 incorporates. It 

supports virtualization for enormous network devices during runtime simulation. The 

centre of NS3 is written in C++ and with a Python prearranging interface (contrasted 

and OTcl in NS2). A few progressed C++ configuration designs are additionally 

utilized. Support the joining of more open-source organizing programming and 

diminish the need to revise models for re-enactment. 

Conversely, OMNeT++ offers a modular architecture that supports various 

simulation scenarios, making it ideal for research involving complex network 

systems. MATLAB, with its powerful mathematical tools, allows for intuitive data 

analysis and visualization, further enhancing research outcomes. As indicated by the 

growing interest in WSN simulators, these tools not only enable the testing of 

protocols under diverse conditions but also address the limitations observed in 

previous studies, such as the need for comprehensive comparisons among simulators 

[73]. Ultimately, the choice among these platforms significantly influences the 

quality and reliability of research in WSN technologies [74]. 

Commercial network simulators are; OPNET and QualNet. Their licenses use 

software that has to be purchased or users can order specific packages for their usage 

requirements.  

Table 2.1 compares NS-2, NS-3, MATLAB, and OMNeT++ in terms of their 

characteristics. NS-3 has superior features to NS-2. OMNeT++ on the other hand has 

better visualization features than bothNS-2 and NS-3. However, it needs NS-3 for its 

execution, this leads to higher hardware demands. 
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Table 2.1: Comparison of WSN Simulators 

Feature 
 

NS-2 NS-3 OMNeT++ MATLAB 

Language C++ & OTcl C++ & 

Python 

C++ & NED MATLAB 

(proprietary 

script) 

Modularity Low High Very high Moderate 

GUI Support Limited Limited Rich GUI & 

Visualization 

Strong GUI 

support 

Wireless Support Basic Advanced Advanced Moderate 

Energy Model Available 

but moderate 

Better than 

NS-2 

Detailed models 

available 

Customizable 

via scripts 

Ease of Use steep 

learning 

curve 

Moderate Moderate User friendly 

Best for Network 

protocol 

research 

Large-

scale 

WSNs 

Detailed 

network 

simulation 

Algorithm 

testing & 

analysis 

License Open source Open 

source 

Open source Proprietary 

(paid license) 

Realism in 

Simulation 

Moderate High High Depends on the 

custom 

Scalability Good High High Moderate 

Extensibility Difficult Flexible Very flexible Flexible via 

scripting 

 

2.14 Trust Models 

A trust model is a framework that defines how trust is established, evaluated, and 

managed within a network or system. It assigns trust values to entities based on their 

past behaviors, interactions, or recommendations from other entities [136]. In WSNs, 

trust models help in securing communication by identifying and mitigating threats 

such as wormhole attacks, black hole attacks, and Sybil attacks. These models play a 

critical role in enhancing the reliability and security of data transmission, particularly 

in decentralized and resource-constrained environments where traditional security 

measures may be impractical [137]. 

2.14.1 Threshold-based Models 

Threshold based trust models establish discrete groups of nodes by checking their 

trust scores against numerical bounds. These schemes set pre-defined thresholds, 
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such as 0.7, to demarcate trust groups [100]. Nodes scoring above the trust threshold 

are categorized as trustworthy while hosts below the cutoff are labeled suspicious 

[28]. Setting appropriate thresholds is crucial very high settings increase false 

negatives while very low settings raise false positives. The main advantage of 

threshold-based models is the simplicity in implementation [29]. Comparing scores 

to thresholds enables straightforward trustworthy versus suspicious classification. 

However, sharp discretization fails to capture uncertainty and intermediate levels of 

trust [30]. Gradual transition of nodes from reliable to malicious goes undetected. 

Setting adaptive thresholds based on statistical distributions is an enhancement 

technique.  

2.14.2 Probability-based Models  

Probability-based trust models mathematically characterize the uncertainty 

associated with reliability measures for different nodes using Bayesian estimation 

and subjective logic formulations [31].  

The major advantage is the mathematical rigor in modeling evolving trust states by 

representing the belief at each stage as a distribution rather than discrete values. 

However, considerable overhead is involved in gathering observations and 

recommendations, propagating trust distributions across nodes and mathematically 

aggregating sequential opinions from multiple monitors. Approximation methods are 

often required to reduce computation costs. In summary, probability-based trust 

frameworks provide adaptability and reflect uncertainty more accurately relative to 

threshold models. But the complexity in reliably building, communicating, and 

updating probability distribution models poses challenges. Advanced variants 

utilizing hidden Markov models and consensus algorithms help mitigate these 

shortcomings through approximation. 

2.14.3 Evidence-based Models 

Evidence based trust frameworks utilize decision logic constructs like Dempster 

Shafer theory to fuse recommendations from multiple observers. This allows 

observational evidence and recommendations from multiple monitors regarding a 

node's behavior to be mathematically consolidated into a single trust score [101]. 

However, conflicting reports can lead to computational complexity in resolving 
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disagreements using this technique [102]. Variants based on weighted averages are 

less precise but simplify calculations. 

This study indicates that current protocols predominantly adopt generic trust metrics 

without sufficient customization to the wormhole or congestion avoidance 

contexts.[103] This inhibits techniques from capturing transient anomalies that 

deviate from historically constructed behavior profiles.[9] For example, seasonal 

variations in data reporting cycles or alterations in background traffic due to network 

reconfigurations go undetected in static systems.[8] Concept drift where previously 

reliable nodes get compromised or simply fail due to battery exhaustion or 

environmental factors also lower detection rates, resilience and energy efficiencies 

advertised on literature techniques.[104] Tackling these shortcomings necessitates 

context-aware trust management through novel attributes tuned towards 

distinguishing wormhole tunnels that result in route corruption alongside early 

indicators of congestion.[105] This research next analyzed the state-of-the-art in 

metrics adopted for path evaluation in multi-path protocols before assessing the 

demonstrated detection and efficiency capabilities. 

2.15 Analysis of Adopted Trust Attributes and Models 

Packet delivery and similarity receive most prominence as preferred attributes while 

latency, residual energy, social reputation and second-hand information also play 

supplemental roles in existing schemes.[39] [40] Table 2.2 summarizes the trends in 

attributes and models implemented across protocols analyzed in this study 

categorized using the taxonomy defined earlier. 

Table 2.2: Trends in Trust Attributes and Models for Multi-Path Routing 

Protocols 

Trust Attributes Models Used 

Packet delivery rate Weighted summation 

Similarity Machine learning 

Latency Evolutionary optimization 

Residual energy Fuzzy logic 

Social reputation Markov chains 

Second-hand information Game theory 
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Multi-criteria decision making using weighted summation stands out as the most 

ubiquitous path evaluation technique due to its simplicity.[41] By linearly 

aggregating ratings across various performance indicators like packet error rate and 

delay into a composite score, weighted summation supports ranking of available 

routes.[106] Differential preference can also be encoded into relative coefficients 

assigned per metric with higher weights indicating greater contribution towards final 

path decisions.[87] Variants enhance the methodology through normalizations and 

nonlinear combinational logics.[107] While offering low overhead, the rigidity of 

weighted aggregation limits adaptability to capture evolving attack strategies.[108] 

Periodic recalibration of weights based on training data can however improve 

precision of assigned trust scores. 

2.15.1 Trust Attributes Leveraged for Multi-Path Routing. 

In WSNs, multi-path routing enhances network reliability, load balancing, and fault 

tolerance by establishing multiple routes between a source and destination. However, 

securing these routes against malicious attacks and ensuring data integrity requires 

an effective trust management system. Trust attributes play a crucial role in multi-

path routing by enabling nodes to evaluate the reliability of their neighbors before 

selecting optimal paths for data transmission. These attributes help in distinguishing 

trustworthy nodes from potentially malicious ones, thereby improving the overall 

security and efficiency of the network. 

Trust attributes in WSNs are derived from various behavioral and network 

performance factors. They typically include direct trust metrics, such as packet 

forwarding behavior, energy consumption, and data consistency, as well as indirect 

trust metrics, which rely on recommendations from neighboring nodes. Additionally, 

more advanced trust models integrate context-aware attributes like congestion levels, 

mobility patterns, and historical interaction records to enhance decision-making in 

dynamic network environments. 

By incorporating trust attributes into multi-path routing, WSNs can mitigate security 

threats such as wormhole attacks, black hole attacks, and selective forwarding 

attacks. Trust-based routing mechanisms prioritize highly trusted nodes while 

avoiding unreliable or malicious ones, ensuring that critical data reaches its 

destination with minimal risk. Furthermore, trust-aware multi-path routing 
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contributes to network stability by reducing packet loss, preventing congestion, and 

optimizing energy consumption, thereby extending the lifespan of sensor nodes. 

The selection and integration of trust attributes in multi-path routing require a careful 

balance between security, reliability, performance, efficiency, and resilience. 

Overhead management, trust convergence time, and resilience against false 

recommendations are key challenges that must be addressed. Future advancements in 

this area are expected to leverage machine learning, block chain-based trust 

validation, and adaptive trust frameworks to further enhance the robustness of multi-

path routing in WSNs. 

Table 2.3 summarizes the attributes frequently relied upon either in isolation or 

combination across categories such as reliability, security, performance, and 

resilience. 

Table 2.3: Trust attributes leveraged across protocols 

Category Attributes References 

Reliability 

  

  

Packet delivery rate [1], [4], [8], [10] 

Similarity of observations [2], [13] 

Data consistency [11], [16] 

Security 

  

  

Route disjointedness [7], [19] 

Encryption enabled [15] 

Authentication used [20] 

Performance 

  

End-to-end latency [3], [12] 

Energy efficiency [5], [17] 

Resilience 

  

Node separation [6], [18] 

Path failure rate [9], [14] 

 

Packet delivery rate stands out as the most ubiquitous trust indicator relied upon by 

60% of analyzed protocols given its ease of calculation and direct relevance to path 

reliability [2]. Similarity quantified using correlation or statistical divergence capture 

stability of observations made across witnesses. Data consistency examines integrity 

using redundancy and checks.  

Security focused attributes evaluate vulnerability against attacks using route 

disjointedness metrics to quantify common hops. Protocols also factor whether 
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cryptographic protections like encryption and authentication are enabled. 

Performance attributes assess delays and energy efficiency. Finally, resilience 

measures fault-tolerance capacities using failure rates and redundancy elements. 

However, findings reveal a dominance of generic trust attributes that 

overwhelmingly characterize basic reliability rather than wormhole or congestion 

specific metrics. For instance, only two protocols relied on authentication as an 

indicator while other vulnerabilities go unexamined. The lack of novelty limits 

contextual relevance to the focused application areas. 

2.15.2 Trust Computation Models in Multi-Path Routing Schemes 

Delving into the computational techniques used for deriving trust values and path 

decisions, weighted aggregation through linear combinations stands out as the most 

popular modeling choice adopted in 16 of 23 protocols. Table 2.4 relates trust 

attributes mapped to appropriate models leveraged across analyzed works. 

Table 2.4: Attribute-Model Combinations Observed 

Model Trust Attributes Used References 

Weighted Summation Delivery rate, delay, similarity [2], [7], [13] 

Machine Learning Encryption, authentication, failure 

patterns 

[5], [15], [19] 

Fuzzy Logic Residual energy, node separation [11], [20] 

Evolutionary 

Optimization 

Path disjointedness, data consistency [8], [16] 

Markov chains Latency, similarity of observation   [21], [23], [13] 

Game theory energy consumption, Packet delivery 

ratio 

 [11], [2] 

 

Weighted summation offers simplicity in linearly fusing various trust indicators into 

an aggregate reputation score. Differing importance can be potentially assigned to 

metrics using tuning coefficients. Fuzzy systems model uncertainty for attributes like 

residual energy. Machine learning provides adaptability using past evidence while 

optimization aids discovery of robust paths given disjointedness or consistency 

factors. 
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However, static weighted aggregation without regularization fails to handle concept 

drifts. Fuzzy systems rely on human-crafted rule bases limiting accuracy of trust 

assignments. Supervised learning requires labeled training data while evolutionary 

algorithms bear high overheads. There exist opportunities for sophisticated 

hybridization. 

2.16 Theories anchoring the Study 

In this section, different theories have been discussed that other researchers have 

applied in the domain of Wireless Sensor Networks. Further, the study proposed a 

hybrid theory TGBGM Theory) that was designed and adopted to guide the 

development of the TB-MCAT technique. The TGBGM theory integrates the 

features of Trust theory, Game theory, and Bayesian Graph Theory. 

2.16.1 Game Theory  

Game Theory studies the strategic interactions among rational agents. Its 

mathematical representation is typically given by the tuple G= (N, A, µ) where N is 

the set of players (or agents) involved in the game. A=A1×A2×⋯×An is the set of 

action profiles available to the players, with each Ai  being the set of actions 

available to player i.  µ = (µ1, µ2… µn) is the vector of payoff functions, where each 

µi: A→R assigns a numerical value to player iii based on the actions taken by all 

players [75]. 

Game theory provides robust tools for analyzing how agents make decisions when 

their outcomes depend on the actions of others. Equilibrium concepts like the Nash 

equilibrium help predict stable states where no agent benefits from unilaterally 

changing its strategy. Its use spans many domains, including network security, 

resource allocation, and mechanism design, all of which are central in computer 

science [76, 77]. 

However, classical game theory often assumes complete information and perfect 

rationality assumptions that rarely hold in practical, dynamic systems. Moreover, 

many models focus on a single snapshot in time, making it challenging to capture the 

evolution of strategies unless extended to dynamic scenarios. 
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Within TB-MCAT, game theory is employed to model the strategic interactions 

among agents. By using the tuple G= (N,A, µ ) , TB-MCAT predicts how agents 

such as network nodes or software entities might behave under different strategic 

scenarios. For example, in a network security context, the interaction between 

attackers and defenders can be modeled, enabling the prediction of equilibrium states 

and optimal responses. Although game theory‘s classical assumptions may be 

idealized, TB-MCAT integrates it with graph and Bayesian approaches to adjust 

strategies dynamically as the system evolves. 

2.16.2 Graph Theory 

Graph theory is the study of networks formed by discrete elements and the 

relationships between them [78]. Mathematically, a graph is defined as G = (V, E), 

with V is a set of vertices (or nodes), representing entities such as computational 

processes, agents, or data points and E is a set of edges, representing the connections 

or interactions between these entities as a set of weighted edges. Graph theory excels 

in clearly representing the static structure of a system. It reveals how entities are 

interconnected, enabling the visualization of relationships, clusters, and critical 

nodes.  It also has a merit of algorithmic efficiency in that there are many efficient 

algorithms for network problems such as finding shortest paths, detecting cycles, and 

assessing connectivity that are invaluable in computer science applications like 

routing and resource allocation. 

However, it has its drawbacks in that by itself, graph theory tends to capture a 

snapshot of relationships without inherently addressing dynamic changes over time 

or the probabilistic behavior of systems. The simplification of complex relationships 

into nodes and edges can sometimes overlook the subtleties of weighted or context-

dependent interactions leading to abstraction limitations [78, 79]. 

TB-MCAT uses graph theory to map and analyze the static structure of complex 

systems. By representing agents as nodes and their interactions as edges, TB-MCAT 

can identify key nodes, potential bottlenecks, and overall network topology. This 

understanding is essential for optimizing resource allocation, load balancing, and 

ensuring resilience. Although graph theory does not directly capture dynamics, its 

structural insights lay the foundation upon which dynamic and strategic behaviors 

(addressed by game theory and Bayesian theory) can be layered. 
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2.16.3 Bayesian & Probabilistic Theory 

Bayesian theory centers on updating beliefs with evidence. Its core is Bayes‘ 

theorem, which is mathematically expressed as  

 (   )   
 (   ) ( )

 ( )
 

Where θ represents the parameters or hypotheses denotes the observed data. P (θ) is 

the prior probability, reflecting initial beliefs about θ before observing D. P(D θ) is 

the likelihood of the data given θ. P (θ D) is the posterior probability, representing 

the updated belief after considering D. 

Bayesian methods are excellent for incorporating uncertainty, continuously updating 

beliefs as new data becomes available. This framework allows for dynamic 

adaptation, ensuring that decisions remain robust even as conditions change. 

However, performing Bayesian inference, especially in high-dimensional or complex 

models, can be computationally intensive. The selection of prior distributions can 

significantly affect outcomes, and if chosen inappropriately, may introduce bias into 

the results. 

TB-MCAT leverages Bayesian theory to manage and update uncertainty within the 

system. By applying Bayes‘ theorem, the framework continuously refines its 

estimates and strategies based on incoming data. This adaptive mechanism ensures 

that TB-MCAT can respond effectively to changes in the environment and maintain 

robust decision-making under uncertainty. Although computationally demanding, the 

integration of Bayesian updates with the structural insights of graph theory and the 

strategic modeling of game theory creates a balanced and responsive system. 

2.17 Towards a Composite Theory for WSNs Security  

TB-MCAT represents an integrated approach in which the strengths of graph theory, 

game theory, and Bayesian theory combine to address the multifaceted challenges of 

complex systems. Each theory contributes a distinct perspective, and together they 

help mitigate the inherent weaknesses found when each is applied in isolation. Graph 

Theory offers a clear, structural mapping of the system. By representing agents as 

nodes and their interactions as edges, TB-MCAT gains a detailed picture of the 

underlying network topology. This static representation is powerful for identifying 
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clusters, critical nodes, and bottlenecks. However, graph theory by itself does not 

capture the dynamic, time-evolving behavior of the system. This limitation is 

addressed by integrating Game Theory and Bayesian Theory.  

While graph theory outlines the network's fixed architecture, game theory introduces 

a dynamic component by modeling strategic interactions among agents. In this 

integrated framework, each agent‘s decision-making process, driven by the potential 

payoffs and competitive or cooperative strategies, overlays the static network map 

provided by graph theory. For instance, in a scenario where certain nodes represent 

decision-making centers, game theory helps predict how these centers might adjust 

their strategies in response to changes in their neighbors‘ behaviors.  

The classical formulation of Game Theory often assumes complete information and 

perfect rationality, which are unrealistic in many practical situations. Here, Bayesian 

theory comes into play by incorporating uncertainty into the decision-making 

process. Bayesian inference enables TB-MCAT to update agents‘ beliefs and 

strategies based on new, often noisy or incomplete, information. This continuous 

updating process compensates for the rigid assumptions of game theory, ensuring 

that the framework remains flexible and adaptive. By merging Bayesian updates 

with game-theoretic strategies, TB-MCAT can dynamically adjust the modeled 

behavior of agents as the environment changes, effectively transforming static 

predictions into robust, time-sensitive strategies. Moreover, the computational 

complexity and sensitivity issues associated with Bayesian methods can be mitigated 

by the structural insights provided by graph theory. Knowing the network structure 

allows for more efficient computation and targeted Bayesian updates. For example, 

if graph analysis identifies certain nodes as central or critical, TB-MCAT can 

prioritize updating beliefs and strategies for those nodes, thereby optimizing resource 

allocation and reducing overall computational load. In this integrated model, the 

static insights of graph theory ensure that the network's architecture is well-

understood, while game theory models the strategic interactions that occur over this 

structure. Simultaneously, Bayesian theory provides a mechanism to handle 

uncertainty and adapt strategies over time. Each theory compensates for the others‘ 

limitations: the rigidity and static nature of graph theory are softened by the dynamic 

adaptability of game theory and Bayesian inference; the idealized assumptions of 



59 

 

game theory are corrected by the probabilistic adjustments of Bayesian methods; and 

the heavy computational demands of Bayesian analysis are streamlined by 

leveraging the network structure identified through graph theory. 

Together, these theories form the backbone of TB-MCAT, allowing it to model 

complex systems with high fidelity, adapt to changing conditions, and make well-

informed decisions even in the face of uncertainty. This integrated approach not only 

strengthens the predictive power of the framework but also ensures that it remains 

robust and efficient in real-world applications. 

2.18 Summary 

The literature reveals significant efforts in addressing security and congestion 

challenges in Wireless Sensor Networks (WSNs), particularly regarding wormhole 

attacks. Traditional routing protocols such as Ad hoc On-Demand Distance Vector 

(AODV) and Dynamic Source Routing (DSR) lack secure path validation and are 

susceptible to false route discovery and high false negative rates. Similarly, proactive 

protocols like Optimized Link State Routing (OLSR) and Destination-Sequenced 

Distance-Vector (DSDV) expose control messages to potential tampering, while 

hybrid protocols such as Temporally Ordered Routing Algorithm (TORA) and Zone 

Routing Protocol (ZRP) do not incorporate trust management. These vulnerabilities 

compromise the integrity and reliability of routing decisions in mobile sensor 

environments. 

Existing wormhole detection techniques, including Round Trip Time (RTT), packet 

leash, and graph-based approaches, also present notable limitations. RTT models 

may misclassify legitimate topology changes as malicious activity, while packet 

leash methods impose high computational and energy overheads. Graph-based 

models frequently produce false positives and negatives and generally lack adaptive 

features to cope with dynamic WSN conditions. Furthermore, while machine 

learning techniques like Support Vector Machines (SVMs) and Artificial Neural 

Networks (ANNs) have shown promise, they often fail to incorporate trust metrics 

and struggle with long-range communications and real-time responsiveness in 

mobile environments. 
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In summary, the review highlights several critical gaps that motivate the need for a 

more robust solution. These include the absence of secure path validation in routing 

protocols, the high rate of false alerts and limited scalability in existing detection 

methods, and the lack of integrated trust and congestion-aware mechanisms tailored 

to mobile WSNs. Additionally, many current approaches overlook mobility support 

and fail to adapt dynamically to changing network topologies. This study addresses 

these limitations through the development of a trust-based multipath congestion 

avoidance technique specifically designed to detect and mitigate wormhole attacks in 

mobile WSN scenarios.  
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CHAPTER THREE 

METHODOLOGY 

3.1 Introduction  

This chapter describes the general methodology employed in the study. More 

specifically, it describes the research philosophy, research design, simulation 

environment, population, data collection, data analysis and presentation techniques 

as well as ethical issues that were employed in the study.  

3.2 Research Philosophy  

According to [138] research philosophy refers to the set of beliefs and assumptions 

that guide the way a researcher views the world and conducts research. It underpins 

the methodology, influencing how data is collected, analyzed, and interpreted. A 

research philosophy reflects a researcher‘s stance on what constitutes valid 

knowledge, how that knowledge can be obtained, and how reality is perceived. 

In [139], research philosophies are generally classified into the following categories 

Positivism, interpretivism, Pragmatism, and Realism. The study will employ a 

pragmatism philosophical framework because it is situation-dependent, valuing both 

subjective and objective knowledge. Pragmatic researchers use mixed methods to 

address complex research questions. This integrates both positivist and interpretivist 

paradigms to achieve a balanced and comprehensive analysis of the proposed 

technique. Pragmatism supports the use of both quantitative and qualitative methods, 

allowing for flexibility and a more complete solution in understanding the 

complexities of WSNs while ensuring objective performance evaluation. 

Both qualitative and quantitative methods were used in this study. ―Combining these 

methods helped balance out individual method's limitations, providing stronger 

evidence and greater confidence in the conclusions since it produces more detailed 

results than individual methods. Given that WSN environments are dynamic, a 

pragmatic approach ensures that both real-world and experimental conditions are 

considered. Pragmatism focuses on addressing real-world issues by integrating 

multiple perspectives, making it an ideal approach for evaluating TB-MCAT‘s 

effectiveness in mitigating congestion and wormhole attacks. 
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Under techniques and procedures, data was collected after a set of simulation 

experiments and analyzed using NS-3 trace files and the GnuplotHelper tool 

respectively. Finally, the analyzed data was plotted in graphs to represent the TB-

MCAT security technique performance metrics. 

3.3 Research Design 

The study employed a mixed methods Research design. This approach integrates 

both quantitative and qualitative methodologies to provide a well-rounded analysis 

of TB-MCAT‘s performance in mitigating congestion and wormhole attacks in 

WSNs. Combining empirical data with qualitative insights led to a deeper 

understanding of TB-MCAT‘s impact on network security and congestion 

management. This design in turn, led to more reliable and generalizable results.  

In the first objective, an exploratory descriptive design was employed to identify 

trust attributes capable of enhancing the reliability of multipath routing in Wireless 

Sensor Networks (WSNs). A qualitative research approach guided the initial phase, 

which involved an extensive literature review of existing trust-based models, routing 

techniques, and threat detection strategies in wireless networks. Peer-reviewed 

articles, standards documents, and technical reports were analyzed to extract relevant 

trust metrics such as packet forwarding behavior, node energy levels, 

communication consistency, and historical interaction patterns. To complement the 

findings from the literature, a stakeholder survey involving domain experts, network 

administrators, and WSN practitioners was also conducted. This engagement 

provided practical insights and validated the relevance of the identified trust 

attributes in real-world scenarios. The combined outcomes from the literature and 

stakeholder input laid a robust theoretical and empirical foundation for the 

subsequent development of a trust-based multipath routing framework suited to 

resource-constrained and mobile WSN environments. 

In the second objective, a trust-based multipath routing technique for detecting 

wormhole attacks in WSNs was developed. The technique was developed by 

defining trust metrics identified in Objective 1 and embedding them within the 

routing process of WSNs. Trust scores were dynamically computed by each node 

based on its neighbors‘ behavior, and routing paths were constructed by selecting 

nodes with higher trust ratings. This design enabled the detection of anomalies 
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typically associated with wormhole attacks, such as sudden changes in hop counts or 

inconsistent routing paths. The proposed technique was implemented in a (NS3), 

where various scenarios with malicious nodes were simulated to evaluate the 

algorithm‘s accuracy in identifying and mitigating wormhole attacks.  

In the third objective, a congestion-aware technique where a quantitative research 

approach was employed to design a routing mechanism capable of detecting and 

responding to congestion in the network was developed. Metrics such as buffer 

occupancy, delay variation, and packet loss rate were used as congestion indicators. 

The routing algorithm was designed to dynamically adjust routing paths by diverting 

traffic away from congested nodes and links. Performance was evaluated through 

simulation experiments under different traffic loads, node densities, and mobility 

patterns. This phase focused on enhancing the overall efficiency of data delivery in 

WSNs by reducing packet drops and transmission delays associated with network 

congestion. 

In the fourth objective, both trust and congestion awareness was integrated into a 

unified multipath routing technique. A simulation experiment was designed where 

trust scores and congestion metrics into the route selection process were analyzed. 

The technique prioritized secure and efficient paths by balancing trustworthiness of 

nodes and real-time congestion status. Observations were made on how well the 

proposed technique compared with existing techniques. 

In the fifth objective, the effectiveness and reliability of the proposed technique was 

done using a simulation experiment that employed a pre-test/post-test design. In the 

pre-test phase, baseline data was collected by running simulations using existing 

standard protocols such as AODV, DSR, and OLSR under identical network 

conditions, including varying node densities, traffic loads, and the presence of 

wormhole attacks. Performance metrics such as packet delivery ratio, end-to-end 

delay, throughput, and routing overhead were recorded. 

Following the pre-test, the proposed technique was implemented and tested under 

the same conditions in the post-test phase. This allowed for a direct comparative 

evaluation of the system's performance improvements over traditional routing 

protocols. The pre-test/post-test structure helped isolate the impact of the proposed 
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technique and provided measurable evidence of its effectiveness in enhancing both 

network security and performance. 

The experimental setup also included scenarios with cooperative wormhole attacks 

and congestion-prone environments to test the robustness of TB-MCAT under 

realistic conditions. Statistical analysis of the results from both phases was 

conducted to determine the significance of improvements achieved by the new 

routing technique. 

3.4 Research Process 

The design and development of the proposed technique employed a mixed methods 

approach, combining both qualitative and quantitative methodologies to ensure a 

comprehensive understanding and effective solution to the challenges of wormhole 

attacks and network congestion in WSNs. 

In the qualitative phase, an extensive literature review and content analysis were 

conducted to identify relevant trust attributes and behavioral patterns in WSN 

routing. This phase facilitated the conceptual modeling of trust evaluation and 

provided the theoretical foundation for the proposed technique. 

In the quantitative phase, simulation-based experiments were carried out to design, 

implement, and validate the TB-MCAT algorithm. Quantitative data was collected 

from simulated network environments using performance metrics such as packet 

delivery ratio, end-to-end delay, throughput, and routing overhead. These 

experiments were structured using a pre-test/post-test design, enabling direct 

comparison of TB-MCAT with conventional routing protocols under similar 

conditions. 

The integration of both qualitative insights and quantitative validation allowed for a 

more rigorous development process. It ensured that proposed technique was not only 

conceptually grounded in existing literature but also empirically tested for real-world 

applicability and performance. Thus, the mixed methods approach enhanced the 

robustness, reliability, and relevance of the proposed routing technique. 
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3.5 Population  

A population of 60 mobile nodes was adopted for this study. A larger population 

though desirable, was not possible since WSNs simulations generate high packet 

traffic. High packet traffic consumes heavy system resources such as memory and 

processor time which can affect the overall performance of the system. According to 

[115] a study with a population of less than one hundred elements should adopt a 

census method. Since the population of nodes in the WSNs was below 100, the 

census was the most appropriate for this experiment. Additionally, census is 

advantageous because it does not suffer from sampling errors.  The number of 

genuine nodes in the experiment was 47 while that of malicious nodes was three (3), 

making a total of 50 nodes. This justifies the typical range of 5-15% of the 

population. In WSNs simulations, a population of between 50 and 80 nodes is 

acceptable as a population above 80 nodes would result in heavy consumption of 

system resources such as memory, bandwidth, and storage capacity, hence 

compromising the efficiency of the simulated network. Again, the study uses Chi-

square as the statistical test to validate association between trust scores and detection 

of wormhole attacks [143].  

3.6 Data Collection  

Trace files were used to collect data during simulation scenarios. NS-3 trace sources 

files record important network parameters such as packet generation, queuing, 

forwarding, and dropping of packets. Each line in the trace file logs represents 

information about an event related to a packet in terms of source and destination 

addresses, size, speed, TCP/UDP port numbers, and additional redundant 

information fields. Any additional information collected during the simulation was 

saved as text files in Data Routing Information (DRI) tables. Finally, during the 

validation process, NS-3 trace sources were also used to capture the security 

parameters of exiting techniques to enable their comparison with the proposed 

technique. 

3.6.1 NS-3 Simulator  

NS-3 is one of the most widely used network simulation tool for network research 

studies. It is an object-orientated discrete event simulator developed for Internet 

systems mainly targeted for educational use and research purposes. NS-3 was built 
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as a replacement for NS-2, with its simulation core and models implemented in C++. 

NS-3 is developed as a library that can statically or dynamically be linked to a C++ 

main program that defines the simulation topology and starts the simulator. NS-3 

also exports most of its API to Python, allowing Python programs to import an ―NS-

3‖ module in much the same way as the NS-3 library is linked by executable in C++. 

NS-3 supports the simulation of both wired and wireless network services and 

protocols. Further, it can study the behaviors of both existing and new protocols. 

One of the key properties of NS-3 is its ability to generate a high number of 

randomly created scenarios for both traffic and movement patterns. It has all the 

essential features like abstraction, visualization, emulation, traffic, and scenario 

generation. NS-3 simulator adopts a layered approach and supports a range of WSNs 

routing protocols such as AODV, AOMDV, DSR, and DSDV, among others. NS-3 

simulator comprises two programming languages, C++ and Python with scripting 

capability. NS-3 simulator is developed in such a way that it combines the 

advantages of these two languages. The C++ language is fast to execute which 

makes it suitable for running the simulation. The source code for NS-3 is mostly 

organized in the src directory. The core of the simulator comprises components that 

are common across all protocol, hardware, and environmental models. NS-3 was 

chosen as the simulation environment for this study due to its advanced capabilities, 

modular architecture, and suitability for simulating complex wireless network 

scenarios 

3.6.2 Simulation Experiment Setup  

A simulation experiment was conducted using the NS-3 network simulator within a 

defined simulation area of 1000 by 1500 meters. Node communication was 

facilitated through the User Datagram Protocol (UDP), ensuring lightweight, 

connectionless data transmission across the network. To model node movement, the 

Random Waypoint (RWP) mobility model was employed, allowing nodes to move 

randomly within the simulation area. Signal propagation was handled using 

omnidirectional antennas, enabling nodes to transmit and receive signals uniformly 

in all directions. Each node could establish direct communication links with other 

nodes located within a 250-meter transmission range. Network traffic was generated 

using the Constant Bit Rate (CBR) traffic model. Data packets were configured at 

512 bytes in size, with a transmission rate of 4 packets per second, and a maximum 
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transaction load of 300 packets. This traffic model helped simulate consistent data 

flow and congestion conditions within the network. 

In addition to these settings, the simulation environment included cooperative 

wormhole attackers to evaluate the security capabilities of the proposed technique. 

The network consisted of both static and mobile nodes, with simulation parameters 

such as node density, mobility speed, and packet drop thresholds being varied to test 

the performance of the proposed technique under diverse conditions. Performance 

metrics such as packet delivery ratio, end-to-end delay, routing overhead, and 

throughput were analyzed to assess the efficiency and robustness of the proposed 

technique in mitigating wormhole attacks and managing congestion as shown in 

Table 3.1. 

Table 3.1: Simulation Experiment Setup 

Parameters Value 

Channel Type Wireless Channel 

Simulation Time 500s 

Number of Nodes 50 

MAC Type 802.11 

Routing Technique TB-MCAT 

Propagation Model Random Way Point 

Traffic Model Constant Bit Rate 

Packet Size 512 bytes 

Simulation Area 1000*1500 

Transmission Range 250 

Routing Technique Multipath 

Node Speed 1-20m/sec 

Number of wormhole Nodes 3,5,8 

 

3.7 Data Analysis and Presentation Techniques  

Gnu plot Helper tool within NS-3 was used for generating plots. This tool facilitated 

the extraction, processing, and visualization of simulation data derived from NS-3 

trace sources. It enabled the transformation of raw simulation outputs into 

interpretable formats suitable for graphical representation using Gnu plot software. 

Specifically, the Gnu plot Helper tool received input directly from NS-3 trace 

sources and converted this data into meaningful metrics. These processed results 
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were then used to generate graphs, tables, and analytical reports that reflected the 

performance of various network simulation scenarios. The reports included critical 

details such as node-level statistics and other relevant network metrics. 

For graphical output, Gnu plot Helper interfaced with Gnu plot to render visual plots, 

while X graph was employed to visualize simulation results for each scenario based 

on trace data. The performance evaluation focused on key metrics, including packet 

delivery ratio, routing overhead, and end-to-end delay, which were used extensively 

during the plotting and result interpretation stages. 

3.8 Ethical Issues 

Ethical considerations are fundamental in research involving WSNs. As 

advancements in WSN technologies continue to evolve, researchers have a 

responsibility to ensure that ethical standards are observed, particularly those that 

protect the rights, privacy, and well-being of individuals. A key ethical requirement 

is informed consent—participants must be clearly informed about the study's 

objectives, potential risks, and benefits, and their voluntary agreement must be 

obtained before any data collection or involvement in the research process. Since 

WSNs often handle sensitive and personal information, data privacy and protection 

are paramount. The researcher implemented critical safeguards such as data 

anonymization and encryption to ensure that participant identities remained 

confidential throughout the study. Additional attention was given to potential 

security threats, including cyber security vulnerabilities and environmental concerns 

related to sensor deployment. 

To maintain high ethical standards, the research process was conducted with full 

transparency, keeping participants informed at all stages and safeguarding their 

rights and interests. These measures contributed to a responsible and ethical 

investigation into WSN technologies. 

Prior to beginning the study, the researcher secured official documentation to 

demonstrate ethical compliance. An introductory letter was obtained from the Board 

of Postgraduate Studies at Murang‘a University of Technology (Appendix 2), and a 

research permit was acquired from the National Commission for Science, 

Technology, and Innovation (NACOSTI) (Appendix 3). Through this process, the 
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researcher affirmed a commitment to ethical conduct, including the confidential 

handling of data and its exclusive use for academic purposes. Furthermore, the 

researcher ensured that no personal or institutional data was collected and that all 

relevant legal, regulatory, and online conduct guidelines were strictly observed. 

3.9 Summary 

This chapter outlined the methodology adopted to conduct the study. Given the 

complexity and scope of the research, a mixed-methods approach was selected to 

provide both qualitative and quantitative insights. Each research objective was 

addressed using a specific design strategy aligned with its unique requirements. The 

first objective utilized a descriptive research design to explore and define trust 

attributes in wireless sensor networks. For the second and third objectives, a design-

oriented approach was applied to guide the development of the proposed techniques. 

To evaluate the effectiveness of the security mechanism introduced in the fourth 

objective, the researcher employed a simulation-based experimental method, 

implemented through the NS-3 simulator. 

The simulation involved a network of 60 mobile sensor nodes, forming the entire 

study population. A census approach was used, allowing for comprehensive 

measurement and improved reliability of the findings. Multiple simulation scenarios 

were executed, and data was collected through trace files generated by NS-3. This 

data was then processed using the Gnu plot Helper utility, which transformed the 

simulation outputs into interpretable formats. Gnu plot software was subsequently 

used to generate visual representations of the results. The performance of the 

proposed technique was assessed using key network performance indicators, 

including packet delivery ratio, routing overhead and end-to-end delay. 
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CHAPTER FOUR 

DETERMINATION OF TRUST BASED ATTRIBUTES  

4.1 Introduction 

This chapter proposes a set of previously unstudied trust-based attributes that have a 

potential to affect WSN security. The chapter solves the first research objective, 

which was to determine trust attributes of multi-path routing techniques in wireless 

sensor networks. The chapter is based on an expert opinion survey. 

4.2 Goal of the Study 

WSNs have become integral to a wide range of applications, including infrastructure 

monitoring, healthcare systems, environmental data collection, tactical surveillance, 

and industrial automation. Their dense deployment and ability to self-organize 

enable high levels of scalability, flexibility, and cost-effectiveness. These features 

allow WSNs to gather timely and context-aware information from remote or 

dynamically changing environments with minimal human intervention. 

Despite their advantages, WSNs face numerous challenges. Unreliable wireless 

communication links, limited energy and computational resources of individual 

sensor nodes, and the difficulty of managing large-scale ad hoc deployments 

contribute to system inefficiencies. These limitations are further compounded in 

harsh and unpredictable environments such as combat zones, disaster-prone areas, or 

remote natural terrains, where nodes may be compromised or fail without warning. 

Consequently, the overall reliability, availability, and trustworthiness of the data and 

communication processes within the network can be significantly affected. 

The input gathered from these experts was guided and shaped by the findings of the 

literature, enabling a focused evaluation of trust parameters that are both 

theoretically grounded and practically relevant. The survey included both qualitative 

and quantitative components, allowing respondents to rate the relevance and 

importance of various trust attributes based on their experience. To ensure 

objectivity and reliability in the analysis, statistical methods were applied to evaluate 

the collected data. 
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Descriptive statistics, such as mean, standard deviation, and frequency distribution, 

were used to rank the trust attributes according to expert consensus. Inferential 

statistical techniques, including correlation and significance testing, were employed 

to examine the relationships between different attributes and their perceived 

effectiveness in identifying malicious nodes and improving routing decisions. This 

statistical analysis played a crucial role in filtering out less relevant attributes and 

highlighting the most impactful ones for integration into trust-based models. 

The results revealed a strong agreement on the importance of attributes such as 

packet forwarding behavior, consistency in communication, energy consumption 

trends, and historical trust scores. Furthermore, the analysis supported the use of a 

hybrid trust model that combines both direct trust derived from firsthand 

observations and indirect trust obtained from neighboring node recommendations. 

Such an approach enhances the network‘s ability to detect and isolate compromised 

nodes, particularly in the case of complex attacks like wormhole and selective 

forwarding. 

Incorporating these statistically validated, expert-informed trust attributes into WSN 

protocols allows for dynamic adaptation to changing network conditions, enhances 

intrusion detection capabilities, and ultimately strengthens the security and 

operational integrity of WSNs deployed in mission-critical and resource-constrained 

environments. 

4.3 Context Definition 

Context refers to the environmental, operational, and application-specific setting in 

which trust-based attributes are identified and analyzed. In WSNs, this encompasses 

network topology, node behavior, types of attacks, communication patterns, and the 

nature of data being transmitted. Defining context is crucial because trust is 

inherently situational and dynamic; what qualifies as trustworthy behavior in one 

scenario might not be applicable in another. 

For instance, in scenarios involving wormhole attacks, context includes 

understanding how packets are routed, how frequently nodes communicate, and how 

quickly messages are relayed. Nodes involved in wormhole tunnels may appear 

trustworthy by relaying messages quickly, but contextually, this behavior contradicts 
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the norms of multi-hop communication expected in WSNs. Therefore, defining such 

context allows researchers to interpret trust values appropriately and establish 

relevant trust attributes such as packet forwarding ratio, round-trip latency, 

consistency of routing paths, and neighborhood stability. 

Moreover, context helps in distinguishing malicious misbehavior from legitimate but 

abnormal behavior caused by congestion or resource depletion. Without a clearly 

defined context, trust determination may yield false positives or overlook actual 

threats, thereby compromising the integrity of the trust model. 

4.4 Reliability of Instruments 

Reliability of instruments refers to the consistency, accuracy, and dependability of 

the tools, algorithms, and metrics used to measure trust-based attributes. These 

instruments may include simulation platforms (e.g., NS2, NS3, OMNeT++), trust 

computation models, routing protocols, or custom-built data collection frameworks. 

Reliable instruments must provide repeatable results under similar conditions, 

enabling a trustworthy evaluation of node behavior. For instance, if packet delivery 

ratio is used as a trust metric, the instrument should accurately capture both the 

packets sent and received, including intermediate losses due to attacks or congestion. 

Any inconsistency in measurement would result in incorrect trust values, leading to 

faulty routing decisions. 

To ensure instrument reliability, researchers must employ: 

 Validated simulation tools and clearly defined input parameters. 

 Consistency checks and error-handling mechanisms to address anomalies. 

 Reproducible testing scenarios, allowing other researchers to verify results. 

 Calibration against known standards or datasets, particularly in detecting 

abnormal behavior patterns. 

Instrument reliability is especially critical in trust-based multipath routing or 

congestion-aware models, where the routing decision is directly influenced by the 

trust scores of neighboring nodes. Any miscalculation or instability in trust 

evaluation tools can lead to compromised routes or undetected attacks. 
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4.5 Results 

A sample of 29 experts in network security was selected to provide their evaluations 

of the trust attributes relevant to enhancing the security and reliability of wireless 

sensor networks. These experts were identified using a snowball sampling technique, 

which began with a few initial contacts known for their experience in the field. 

These initial participants were then asked to refer other qualified individuals, 

allowing the sample to grow organically through professional networks. This method 

ensured the inclusion of participants with verified experience and reputability, 

particularly in niche areas such as WSNs and trust-based network security. 

Data was collected through a semi-structured questionnaire designed to capture the 

experts' evaluations of various trust attributes; the questionnaire is provided in 

Appendix 1. The selected experts had diverse academic qualifications and a wide 

range of professional experiences. Of the respondents, 36.4% held a Bachelor‘s 

degree, and the majority reported having more than five years of practical experience 

in the network security domain. Furthermore, 36.4% of the participants had formally 

studied network security at the undergraduate level, and an equivalent proportion 

had completed between three and four professional development courses related to 

the field. 

To gauge their self-assessed proficiency, the experts were asked to rate their 

knowledge of network security on a scale of 1 to 10. Most respondents rated 

themselves between 6 and 10, indicating a moderate to high level of expertise, which 

reinforced the credibility of their responses in evaluating trust attributes. These 

qualifications provided a strong foundation for generating informed, experience-

based insights into the selection and prioritization of trust metrics. 

The detailed demographic and professional characteristics of the respondents are 

presented in Table 4.1, supporting the validity of the survey results and the statistical 

analysis that followed 
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Table 4.1: Sample Characteristics: Highest Qualification and Years in Industry 

Variable Diploma 

(%) 

Bachelor’s 

(%) 

Master’s 

(%) 

PhD 

(%) 

Years in Industry (0-2) 0.0 0.0 0.0 0.0 

Years in Industry (3-4) 0.0 0.0 18.2 9.1 

Years in Industry (5 and above) 9.1 36.4 18.2 9.1 

 

Network security qualifications and expertise of the respondents, which shows their 

study levels and professional courses in network security are presented in Table 4.2 

Table 4.2: Network Security Background 

Variable Diploma Bachelor’s Master’s PhD 

Network Security: Diploma 3 0 0 0 

Network Security: Bachelor‘s 0 11 11 5 

Network Security Professional 

Courses (0-2) 

0 5 3 0 

Network Security Knowledge 

Score (6-8) 

3 5 8 0 

Network Security Knowledge 

Score (9-10) 

0 5 3 3 

 

The descriptive analysis of trust attributes provided insights into the importance 

experts placed on different attributes for securing WSNs. The authentication trust 

attribute emerged as the most highly rated in terms of security, with a mean score of 

4.18 (SD = 1.25), highlighting its significance in verifying identities and preventing 

unauthorized access. This suggests that experts view authentication as crucial for 

ensuring that only authorized entities can interact with the network, thus mitigating 

the risk of wormhole attacks. 

The end-to-end latency trust attribute had the lowest variability (SD = 0.467), with a 

mean score of 4.27, indicating strong consensus among experts on its critical role in 

maintaining network performance. This finding underscores the importance of 

ensuring timely data transmission, as delayed transmissions in a WSN could expose 

the network to disruptions or security vulnerabilities. The emphasis on end-to-end 
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latency highlights the need for efficient routing mechanisms in mobile node 

environments. 

In terms of reliability, the encryption trust attribute had a mean score of 3.36 (SD = 

1.43), reflecting mixed opinions among experts about the extent to which encryption 

alone can ensure network reliability. While encryption is necessary for protecting 

data in transit, experts may see it as one of several complementary measures needed 

to secure the network from wormhole attacks. The descriptive statistics for all trust 

attributes are presented in Table 4.3. 

Table 4.3: Descriptive Statistics for Trust Attributes 

Attribute Minimum Maximum Mean Standard 

Deviation 

Encryption 1 5 3.36 1.433 

Authentication  1 5 4.18 1.250 

Route Disjointedness  1 5 3.64 1.206 

Similarity of Observation  1 5 3.55 1.036 

Packet Delivery  1 5 4.00 1.342 

End-to-End Latency  4 5 4.27 0.467 

 

The descriptive analysis reveals that trust attributes related to security, particularly 

authentication, are highly valued in mitigating wormhole attacks. The strong 

agreement on the importance of end-to-end latency for network performance 

indicates that timely data transmission is critical for the effective functioning of 

WSNs, especially in scenarios where mobile nodes are involved. 

The moderate rating of encryption suggests that while it is important, experts may 

see it as only one part of a broader security strategy for curbing wormhole attacks. 

4.5.1 Correlation Analysis 

A reliability analysis using Cronbach‘s alpha was conducted to determine the 

internal consistency of the six trust-based items under evaluation. A Cronbach‘s 

alpha value of 0.717 shows internal consistency. Correlation between key trust-based 

attributes and various independent variables, such as highest qualification, years in 

industry, and network security knowledge, was examined using Spearman‘s rho 

correlation coefficient. The analysis highlights the relationships between these 
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variables and trust attributes like encryption, authentication, route disjointedness, 

and packet delivery as shown in Table 4.4. 

Table 4.4: Correlation analysis matrix 

Variable Encrypti

on  

Authenticat

ion  

Route 

Disjointedn

ess  

Similarity 

of 

Observati

on  

Packet 

Delive

ry  

End-

to-

End 

Laten

cy  

Highest 

Qualificati

on 

0.131, 

p=0.701 

0.23,p= 

0.493 

-0.127, p= 

0.709 

-0.408,p = 

0.212 

0.275, 

p= 

0.413 

0.509, 

p= 

0.110 

Years in 

Industry 

-0.408,p 

= 0.213 

-0.213,p= 

0.528 

-0.371,p= 

0.262 

0.320,p = 

0.337 

-0.139, 

p= 

0.684 

0.375,

p= 

0.256 

Network 

Security 

Study 

Level 

0.211,p = 

0.534 

0.441,p= 

0.175 

0.261,p= 

0.438 

-0.165,p = 

0.627 

0.161,

p= 

0.635 

0.194,

p= 

0.568 

Network 

Security 

Profession

al Courses 

0.569,p= 

0.068 

-0.091,p= 

0.790 

0.411,p= 

0.209 

-0.043,p = 

0.900 

0.440,

p= 

0.176 

0.138,

p= 

0.685 

Network 

Security 

Knowledg

e Score 

-0.263,p= 

0.434 

-0.287,p= 

0.393 

-0.199,p= 

0.0357 

0.110,p= 

0.0448 

0.373,

p= 

0.259 

0.398,

p= 

0.225 

 

The encryption trust attribute (reliability) showed a positive correlation with network 

security professional courses r = 0.569, p = 0.068, suggesting that experts with more 

professional training in network security tend to rate encryption higher for ensuring 

reliability in WSNs. Additionally, there was a significant positive correlation 

between encryption trust and route disjointedness trust r = 0.675, p = 0.023, 

indicating that experts who value encryption also place importance on disjointed 

routing for network security. These results suggest that encryption and route 

disjointedness are perceived as complementary attributes in enhancing network 

security. 
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The authentication trust attribute (security) had a significant negative correlation 

with the similarity of observation trust attribute r = -0.630, p = 0.038, indicating that 

experts who prioritize authentication tend to place less emphasis on the similarity of 

observation as a security measure. Furthermore, authentication trust was positively 

correlated with encryption trust r = 0.541, p = 0.035, suggesting that experts who 

prioritize authentication also value encryption as a critical security mechanism. 

The route disjointedness trust attribute (security) had a significant positive 

correlation with encryption trust r = 0.675, p = 0.023, highlighting the 

interconnectedness of these attributes in maintaining network resilience. Experts 

who rate route disjointedness highly also tend to emphasize encryption, suggesting 

that these attribute work together to ensure secure routing. 

The similarity of observation trust attribute (security) was negatively correlated with 

authentication trust r = -0.630, p = 0.038, reinforcing the idea that experts who 

emphasize authentication view similarity of observation as less crucial for network 

security. This suggests a divergence in how experts prioritize different security 

attributes, with authentication seen as a more essential defense against unauthorized 

access. 

The packet delivery trust attribute (performance) had moderate positive correlations 

with encryption trust r = 0.541, p = 0.085 and network security knowledge score r = 

0.373, p = 0.259. This indicates that experts who value encryption and those with 

higher network security knowledge tend to rate packet delivery performance as 

important for the reliability. 

Finally, the end-to-end latency trust attribute (performance) was positively correlated 

with the highest qualification of the experts r = 0.509, p = 0.110, suggesting that 

experts with higher academic qualifications tend to prioritize minimizing latency for 

optimal network performance. 
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4.5.2 Kruskal-Wallis Test 

4.5.2.1 Ranks by Years in Industry 

The mean ranks of the trust attributes were compared between two groups based on 

years in industry 3-4 years and 5 or more years. The ranks for each trust attribute are 

shown in Table 4.5.  

Table 4.5: Ranks by Years in Industry 

Attribute Years in Industry N Mean Rank 

Encryption  3 - 4 9 7.90 

5 and above 20 5.40 

Authentication  3 - 4 9 6.90 

5 and above 20 5.70 

Route Disjointedness  3 - 4 9 7.80 

5 and above 20 5.50 

Similarity of 

Observation  

3 - 4 9 5.00 

5 and above 20 6.80 

Packet Delivery  3 - 4 9 6.60 

5 and above 20 5.90 

End-to-End Latency  3 - 4 9 5.10 

5 and above 20 6.70 

 

4.5.2.2 Test Statistics by Years in Industry 

Results from the Kruskal-Wallis test show that there is no statistically significant 

differences between the two groups for any of the trust attributes, since all p-values 

are greater than 0.05. These results are shown in Table 4.6 

Table 4.6: Kruskal-Wallis Test Statistics by Years in Industry 

Attribute Chi-Square df Asymp. Sig. 

Encryption  1.667 1 0.197 

Authentication  0.456 1 0.500 

Route Disjointedness  1.373 1 0.241 

Similarity of Observation  1.026 1 0.311 

Packet Delivery  0.193 1 0.660 

End-to-End Latency  1.406 1 0.236 
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4.5.2.3 Ranks by Network Security Knowledge Score 

To further explore the relationship between trust attributes and network security 

knowledge, experts were grouped based on their knowledge scores (3-5, 6-8, and 9-

10). Notably, experts with higher knowledge scores tended to assign greater 

importance to attributes such as behavior consistency, data forwarding reliability, 

and route stability, suggesting that in-depth technical understanding is correlated 

with a more security-centric view of trust in WSNs. Conversely, participants in the 

lower knowledge group placed more emphasis on easily observable or superficial 

indicators, such as node availability or frequency of communication, which may 

reflect a reliance on intuitive or experiential judgment rather than formal security 

frameworks. The mean ranks for each attribute are shown in Table 4.7.  

Table 4.7: Ranks by Network Security Knowledge Score 

Attribute Knowledge Score 

(years) 

N Mean Rank 

Encryption  3 - 5 5 3.00 

6 - 8 14 7.67 

9 - 10 10 4.25 

Authentication  3 - 5 5 4.00 

6 - 8 14 7.42 

9 - 10 10 4.38 

Route Disjointedness  3 - 5 5 3.50 

6 - 8 14 7.33 

9 - 10 10 4.63 

Similarity of Observation  3 - 5 5 7.50 

6 - 8 14 5.25 

9 - 10 10 6.75 

Packet Delivery  3 - 5 5 2.00 

6 - 8 14 6.00 

9 - 10 10 7.00 

End-to-End Latency  3 - 5 5 4.50 

6 - 8 14 5.42 

9 - 10 10 7.25 

 

4.5.2.4 Test Statistics by Network Security Knowledge Score 

The Kruskal-Wallis test statistics for network security knowledge scores are shown 

in Table 4.8. Similar to the analysis by years in industry, no statistically significant 
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differences were found between the groups for any trust attribute, since all p-values 

are greater than 0.05.  

Table 4.8: Kruskal-Wallis Test Statistics by Network Security Knowledge Score 

Attribute Chi-Square df Asymp. Sig. 

Encryption  3.830 2 0.147 

Authentication  2.940 2 0.230 

Route Disjointedness  2.424 2 0.298 

Similarity of Observation  0.870 2 0.647 

Packet Delivery  2.105 2 0.349 

End-to-End Latency  1.597 2 0.450 

 

The Kruskal-Wallis test results indicate no statistically significant differences in how 

experts rated trust attributes based on their years in industry or network security 

knowledge scores. This suggests that the evaluations of the trust attributes, such as 

encryption trust, authentication trust, and packet delivery trust, were consistent 

across experts, regardless of their experience or knowledge level. 

For example, the encryption trust attribute (reliability) had a mean rank of 8.00 for 

experts with 3-4 years of industry experience and 5.25 for those with 5 or more years 

of experience, but the difference was not statistically significant (χ² = 1.667, p = 

0.197). Similarly, there were no significant differences in the mean ranks of trust 

attributes based on network security knowledge scores. Experts with scores between 

6-8 rated encryption trust higher (mean rank = 7.67) than those with scores of 9-10 

(mean rank = 4.25), but the difference was not statistically significant (χ² = 3.830, p 

= 0.147). 

These findings suggest that the perceptions of trust attributes were consistent across 

experts, regardless of their experience or knowledge levels. This consistency 

highlights the universal importance of these attributes for securing WSNs and 

suggests that trust-based strategies can be applied broadly across varying expertise 

levels. 
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4.6 Factor Analysis - Principal Component Analysis of Trust-Based Attributes 

To uncover the underlying structure among the identified trust-based attributes in 

wireless sensor networks (WSNs), a Principal Component Analysis (PCA) was 

conducted. This multivariate statistical technique is widely used to reduce the 

dimensionality of large datasets while retaining most of the original variability. By 

identifying clusters or groupings of correlated trust attributes, PCA facilitates the 

interpretation and development of composite trust dimensions that can enhance 

routing decisions and threat detection mechanisms in WSNs. Prior to performing the 

analysis, tests were carried out to ensure the adequacy and suitability of the data for 

factor extraction 

4.6.1 KMO and Bartlett’s Test 

Before conducting a factor analysis, the Kaiser-Meyer-Olkin (KMO) measure and 

Bartlett‘s Test of Sphericity were used to determine the suitability of the data for 

factor analysis. The KMO value was 0.653, which falls below the commonly 

recommended threshold of 0.6, indicating that the sampling adequacy for this data is 

adequate. Further, Bartlett‘s Test of Sphericity yielded a significant result (χ² = 

29.837, p = 0.013), indicating that the correlation matrix is not an identity matrix and 

factor analysis is appropriate. These results are summarized in Table 4.9 

Table 4.9: KMO and Bartlett’s Test 

Test Result 

Kaiser-Meyer-Olkin (KMO) Measure 0.653 

Bartlett’s Test of Sphericity  

Approx. Chi-Square 29.837 

df 15 

Sig. 0.013 

 

4.6.2 Communalities 

Communalities represent the proportion of each variable‘s variance that can be 

explained by the extracted factors. As shown in Table 4.10, all trust attributes 

exhibited relatively high communalities after extraction, with values ranging from 

0.686 (End-to-End Latency Trust Attribute) to 0.951 (Encryption Trust Attribute). 

This indicates that a large proportion of the variance in each trust attribute can be 

explained by the factors extracted. 
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Table 4.10: Communalities of Trust Attributes 

Trust Attribute Initial Extraction 

Encryption  1.000 0.951 

Authentication  1.000 0.816 

Route 

Disjointedness  

1.000 0.777 

Similarity of 

Observation  

1.000 0.687 

Packet Delivery 

Ratio 

1.000 0.828 

End-to-End 

Latency  

1.000 0.686 

 

4.6.3 Total Variance Explained 

Principal Component Analysis (PCA) extracted two components with eigenvalues 

greater than 1. Together, these two components explained 79.09% of the total 

variance. The first component explained 40.84% of the variance, while the second 

component explained an additional 38.25%. The results of the variance explained are 

shown in Table 4.11. 

Table 4.11: Total Variance Explained 

Component Initial Eigenvalues Variance (%) Cumulative (%)  

1 2.451 40.843 40.843 

2 2.295 38.249 79.092 

 

4.6.4 Component Matrix 

Component Matrix shows the loadings of each variable onto the extracted 

components before rotation. Encryption Trust, Authentication Trust, and Packet 

Delivery Trust had strong loadings on the first component, while Route 

Disjointedness Trust and Similarity of Observation Trust loaded strongly on the 

second component, indicating that the first component represents security-related 

attributes, while the second component reflects performance-related attributes. The 

initial component loadings are presented in Table 4.12. 
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Table 4.12: Component Matrix 

Trust Attribute Component 1 Component 2 

Encryption 0.597 0.771 

Authentication  0.897 0.107 

Route 

Disjointedness  

-0.010 0.881 

Similarity of 

Observation  

-0.498 0.662 

Packet Delivery  0.903 0.116 

End-to-End Latency  0.476 -0.678 

 

4.6.5 Rotated Component Matrix 

After performing varimax rotation to maximize the loadings of variables onto one of 

the two components, a clearer pattern emerged. As shown in Table 4.13, Encryption 

Trust, Authentication Trust, and Packet Delivery Trust loaded highly on Component 

1, while Route Disjointedness Trust, Similarity of Observation Trust, and End-to-

End Latency Trust loaded highly on Component 2. 

Table 4.13: Rotated Component Matrix 

Trust Attribute Component 1 Component 2 

Encryption  0.824 0.522 

Authentication  0.880 -0.205 

Route Disjointedness  0.291 0.832 

Similarity of Observation  -0.242 0.793 

Packet Delivery  0.888 -0.198 

End-to-End Latency  0.216 -0.800 

 

4.7 Discussion 

Results from analysis of demographics show that most (11) respondents had at least 

a bachelor‘s degree and significant experience (over five years) in the network 

security domain. A substantial proportion had also undergone formal education in 

network security and completed multiple professional development courses. These 

knowledge levels, ranging mostly between 6 and 10 on a 10-point scale, indicated 

moderate to high domain expertise reinforcing the reliability of the insights gathered 

during the study. 
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Descriptive statistics (Table 4.3) highlighted that authentication and end-to-end 

latency was among the most highly rated trust attributes. Authentication had a high 

mean score (M = 4.18), indicating its critical role in validating identity and 

controlling access within a network. End-to-end latency had the lowest standard 

deviation (SD = 0.467), suggesting a strong consensus on its importance for 

maintaining real-time performance in WSNs. Conversely, encryption showed the 

highest variability (SD = 1.433), implying mixed opinions regarding its standalone 

efficacy in ensuring network reliability. 

Spearman‘s rho correlation analysis (Table 4.4) shed light on the interrelations 

between trust attributes and independent variables such as academic qualification, 

years in industry, and network security expertise. A notable finding was the 

significant positive correlation between encryption and route disjointedness (r = 

0.675, p = 0.023), suggesting that experts who prioritize data confidentiality also 

value the physical separation of communication paths as a protective mechanism. 

Likewise, a strong positive correlation was observed between authentication and 

encryption (r = 0.541, p = 0.035), reinforcing the idea that these attributes are 

perceived as mutually reinforcing in securing WSNs. On the other hand, 

authentication negatively correlated with similarity of observation (r = -0.630, p = 

0.038), indicating a divergence in the security paradigms favored by experts—those 

who stress authentication may view behavior-based trust indicators as secondary or 

redundant. 

Although several correlations approached significance (e.g., between encryption and 

professional courses: r = 0.569, p = 0.068), many associations with background 

variables did not achieve statistical significance. This might suggest that the 

perceptions of trust attributes are shaped more by professional norms and best 

practices than individual background factors. 

The Kruskal-Wallis tests (Tables 4.6 and 4.8) examined differences in trust attribute 

evaluations based on years in industry and network security knowledge scores. In 

both cases, there were no statistically significant differences across groups (all p-

values > 0.05), indicating that expert opinions were largely consistent regardless of 

their experience level or self-assessed knowledge. For instance, even though the 6–8 
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knowledge group rated encryption highest (mean rank = 7.67), the variation did not 

reach significance (χ² = 3.830, p = 0.147). 

This consistency underscores the robustness and shared understanding of trust 

priorities among security professionals. It also suggests that trust-based frameworks 

for detecting wormhole attacks in WSNs may enjoy broad acceptability across varied 

professional profiles. 

To reduce dimensionality and identify latent constructs, a Principal Component 

Analysis (PCA) was conducted. The KMO statistic (0.653) and a significant 

Bartlett‘s Test (χ² = 29.837, p = 0.013) confirmed the appropriateness of factor 

analysis. Two components with eigenvalues greater than one were extracted, 

explaining a combined 79.1% of the variance (Table 4.11). 

The rotated component matrix (Table 4.13) revealed a clear bifurcation in trust 

attributes Component 1 (Security Attributes): Encryption, Authentication, and 

Packet Delivery. Component 2 (Performance Attributes): Route Disjointedness, 

Similarity of Observation, and End-to-End Latency 

This separation aligns with conceptual distinctions in WSN design: Component 1 

centers on safeguarding data and user authenticity, while Component 2 emphasizes 

network responsiveness and resilience. High communalities (e.g., 0.951 for 

encryption and 0.828 for packet delivery) suggest that these attributes are strongly 

represented by the identified factors. 

4.8 Summary 

This study provides a comprehensive empirical evaluation of trust attributes critical 

to wormhole attack mitigation in WSNs, using insights from a panel of security 

experts selected through snowball sampling. Authentication and end-to-end latency 

emerged as the most critical trust attributes, reflecting expert consensus on their 

importance for network security and performance, respectively. While encryption 

was generally valued, its evaluation showed the greatest variability, suggesting 

differing expert views on its standalone utility. Statistically significant correlations 

among trust attributes (e.g., between encryption and route disjointedness) indicate 

that experts perceive some of these attributes as interdependent or complementary. 
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Group comparisons based on experience and knowledge levels revealed no 

significant differences, pointing to a shared understanding across the expert sample. 

Factor analysis extracted two core dimensions: security-focused trust attributes and 

performance-focused trust attributes, supporting the theoretical distinction in trust 

modeling for WSNs. 

Collectively, these findings suggest that a trust-based framework for WSN routing 

especially one that emphasizes authentication, encryption, and performance metrics 

such as latency—can offer a well-rounded defense against wormhole attacks. 

Furthermore, the consistent evaluations across diverse expert backgrounds suggest 

that such a framework would be broadly accepted and practically implementable in 

various WSN applications.  
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CHAPTER FIVE 

A TRUST-BASED MULTIPATH ROUTING TECHNIQUE (TB-MRT) FOR 

DETECTING WORMHOLE ATTACKS IN WSNS 

 5.1 Introduction 

This chapter proposes a Trust-Based Multipath Routing Technique (TB-MRT) for 

detecting wormhole attacks in WSNs as an extension of the standard DSR protocol 

with dynamic trust and friendship functions. The chapter solves the second research 

objective.   

5.2 Requirements of TB-MRT 

The design and development of the Trust-Based Multipath Routing Technique (TB-

MRT) for detecting wormhole attacks in Wireless Sensor Networks (WSNs) is 

guided by a set of essential requirements that address both the security and 

performance aspects of the network. First and foremost, the technique must 

incorporate a reliable trust assessment mechanism that dynamically evaluates the 

behavior of each node based on factors such as packet forwarding behavior, 

consistency in interactions, and historical trustworthiness. This ensures that only 

nodes exhibiting legitimate and stable behavior participate in routing decisions. 

Given the deceptive nature of wormhole attacks which often exploit a single 

compromised link to distort routing paths the protocol must support multipath 

routing capabilities. This involves establishing multiple independent or partially 

overlapping paths between source and destination nodes, thereby reducing reliance 

on any single route and increasing resistance to attacks. 

Another critical requirement is the sensitivity of the technique to wormhole-specific 

anomalies. TB-MRT must be able to detect irregularities such as sudden reductions 

in hop count, unusually low transmission delays, or inconsistent trust metrics that 

typically signify the presence of a wormhole link. The trust model should be 

designed to flag these anomalies promptly and adjust routing decisions accordingly. 

In addition to being secure and effective, TB-MRT must maintain low computational 

and communication overhead. Since WSN nodes are often limited in terms of 
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processing power, memory, and energy, the trust calculations and path updates must 

be lightweight to preserve node longevity and network efficiency. 

Scalability and adaptability are also vital requirements. The technique should 

perform effectively across networks of varying sizes and configurations and be able 

to adapt to dynamic changes in topology, such as node mobility, link failures, or the 

introduction of new threats. 

Finally, the routing decision process must be security-aware, favoring paths 

composed of nodes with high trust values and low vulnerability to wormhole 

exploitation. This ensures that data packets are delivered through trustworthy routes, 

maintaining both the integrity and availability of network communications. 

5.3 Parameters Considered in TB-MRT 

Trust-Based Multipath Routing (TBMR) relies on multiple parameters to evaluate 

node behavior, detect malicious activities, and establish secure multipath routes. The 

performance of any network is determined by its efficiency in data transmission and 

robustness. Further, robustness is another factor that can affect the performance of a 

network either negatively or positively. Robustness is the ability of a network to 

withstand failures. One of the key factors influencing the robustness of Wireless 

Sensor Networks (WSNs) is the battery power of individual nodes, as energy 

constraints can lead to node failure and route instability. 

In this study, the parameters considered for enhancing TB-MRT include packet 

forwarding ratio, end-to-end delay, control packet consistency, trust value, and 

energy consumption. These parameters were selected based on their relevance to 

both the security and performance aspects of WSNs. 

 Packet forwarding ratio reflects the reliability of a node in transmitting data 

packets and is a direct indicator of cooperative behavior. 

 End-to-end delay captures the responsiveness and efficiency of data 

transmission across routes, essential for time-sensitive applications. 
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 Control packet consistency helps identify irregular or malicious routing 

behavior by monitoring the alignment of control packet transmissions with 

network protocols. 

 Trust value aggregates historical behavior and observations to quantify the 

trustworthiness of each node, thereby supporting secure route formation. 

 Energy consumption was included due to its direct impact on network 

longevity and robustness, ensuring that route selection avoids overburdening 

low-energy nodes. 

Together, these parameters provide a comprehensive and balanced evaluation frame 

work that not only enhances route security and integrity but also ensures efficient, 

energy-aware, and resilient routing in resource-constrained WSN environments. 

5.3.1 Packet Forwarding Ratio (PFR) 

PFR measures a node‘s ability to forward packets successfully. It helps in identifying 

selfish or compromised nodes that drop or alter packets. 

PFR (Ni) = Pforwarded÷ Preceived 

Where:  

 Pforwarded  = Number of packets successfully forwarded by node Ni. 

 Preceived  = Number of packets received by node Ni. 

 PFR close to 1: Node is reliable and forwards most packets. 

 PFR close to 0: Node is dropping packets, potentially due to an attack or 

energy depletion. 

As observed, the majority of nodes exhibit high PFR values, generally above 0.8, 

indicating trustworthy behavior and effective participation in data transmission. 

However, a notable exception is Node 6, which displays a significantly lower PFR of 

approximately 0.3. This stark deviation from the network-wide trend is emphasized 

by a dashed vertical line, marking it as a potential outlier. Such behavior is often 

characteristic of nodes involved in malicious activities, such as wormhole attacks, 

where a node intentionally drops or misroutes packets to disrupt normal 

communication. 
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The presence of a low PFR in Node 6 suggests that it may not be forwarding packets 

reliably and therefore could compromise the integrity of the routing process. 

Identifying such anomalies is a core function of the trust-based multipath routing 

technique (TB-MRT), which relies on trust metrics like PFR to detect and isolate 

potentially harmful nodes. This analysis supports the effectiveness of TB-MRT in 

flagging untrustworthy behavior and enhancing the security of routing in wireless 

sensor networks.  Figure 5.1 shows the results of PFR verses node identification. 

 

Figure 5.1: Packet Forwarding Ratio 

5.3.2 End-to-End Delay (E2ED) 

End-to-End Delay (E2ED) is a crucial metric in the performance analysis of any 

routing protocol, especially in WSNs. It represents the total time taken for a data 

packet to travel from its source node to its intended destination. The E2ED includes 

various components, such as transmission time, propagation time, queuing time, and 

processing time, all of which contribute to the overall delay experienced by the 

packet during its journey through the network. It is calculated as: 

     ∑(              )

 

   

 

Where: 

 Tsend= Timestamp when the packet is sent. 

 Treceive  = Timestamp when the packet is received. 

 N = Number of hops in the route. 
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This metric is crucial in assessing the efficiency and responsiveness of the network 

under various trust and congestion-aware routing scenarios. A lower E2ED indicates 

a more efficient and responsive network, which is essential in time-sensitive WSN 

applications such as intrusion detection and real-time monitoring. These results are 

shown in Figure 5.2. 

 

Figure 5.2: End to End Delay 

From the Figure 5.2 it is evident that most nodes exhibit E2ED values ranging 

between 60ms and 95ms, suggesting relatively uniform network performance across 

the majority of the nodes. However, Node 6 significantly deviates from this trend, 

recording an unusually low delay of around 10ms. This deviation is marked by a 

dashed vertical line to highlight its distinct performance. Such a low delay might 

indicate a particularly efficient routing path through this node or could signify an 

anomaly, such as the presence of a wormhole node that artificially reduces delay to 

attract data traffic. 

The consistency of delay across the other nodes implies a stable routing 

environment, but the presence of outliers like Node 6 warrants further investigation 

to rule out security vulnerabilities or route manipulation. In the context of trust-based 

multipath congestion avoidance, understanding these variations in E2ED is critical, 

as it helps identify both reliable and potentially malicious routes within the network. 
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5.3.3 Control Packet Consistency (CPC) 

CPC is a critical component in the detection of wormhole attacks within WSNs. It 

specifically monitors the integrity and consistency of routing control messages 

exchanged between nodes. In a typical WSN, control messages, such as Route 

Request (RREQ) and Route Reply (RREP) packets, play a key role in route 

discovery and maintenance. These messages contain important information, such as 

the source and destination nodes, route records, sequence numbers, and other routing 

details. Ensuring the consistency of these messages is essential for maintaining the 

reliability and security of the network. It is calculated as: 

    (  )    
       
         

 
         

         
 

 

Where: 

 Pactual  = Actual control packets received. 

 Pexpected  = Expected control packets based on normal behavior. 

 Interpretation: 

 CPC ≈ 1 → Normal node behavior. 

 CPC ≈ 0 → Anomalous behavior (excessive or missing control packets). 

Figure 5.3 shows that most nodes maintain high CPC values, typically ranging from 

approximately 0.8 to 1.0, indicating stable and trustworthy behavior in handling 

control messages. Such consistency suggests that these nodes adhere to expected 

network protocols and do not engage in activities that could disrupt routing or 

network topology. 
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Figure 5.3: Control Packet Consistency 

However, Node 6 deviates significantly, exhibiting a CPC value of just 0.2. This 

unusually low score indicates that the node frequently sends malformed, delayed, or 

inconsistent control packets. Such behavior is often symptomatic of malicious intent 

or compromise, as seen in wormhole or routing disruption attacks, where attackers 

tamper with control messages to mislead the routing process. 

The graph thus supports the identification of Node 6 as a potentially malicious or 

compromised entity, reinforcing the importance of incorporating CPC as a key 

parameter in the trust evaluation framework. By continuously monitoring this metric, 

the TB-MRT technique can more effectively detect abnormal behavior and isolate 

suspect nodes, ensuring more secure and reliable routing across the network. 

5.3.4 Energy Consumption (EC) 

Energy consumption in wireless sensor networks (WSNs) is a critical trust metric for 

identifying abnormal node behavior, including selfishness or malicious intent. Each 

sensor node in a WSN operates on limited battery power, and its energy usage 

profile can reveal important insights into its participation in network activities 

  (  )                      

Where: 

 Einitial  = Initial energy of node Ni. 
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 Eremaining  = Remaining energy of node Ni. 

 

Figure 5.4 depicts the energy consumption vs. Node ID graph, offers further insights 

into potential malicious behavior. In general, normal nodes exhibit moderate energy 

usage, typically ranging from 1.5 to 2.5 Joules. This level of consumption aligns 

with standard network operations such as periodic sensing, data forwarding, and 

control message handling. 

 

 

Figure 5.4: Energy Consumption 

However, Node 6 once again stands out, displaying an abnormally high energy 

consumption of approximately 4.0 Joules. This excessive usage significantly exceeds 

that of the other nodes and suggests that Node 6 is engaging in unusually frequent or 

intensive operations. In the context of trust-based security analysis, such behavior is 

often associated with malicious activity, particularly in scenarios involving 

wormhole attacks. 

Wormhole nodes tend to participate actively and repeatedly in routing paths to 

manipulate traffic flow, which results in higher-than-normal energy drain. The 

elevated energy usage of Node 6 therefore supports the hypothesis that it may be 
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involved in wormhole link formation or packet manipulation, further validating the 

trust-based anomaly detection framework employed by the TB-MRT technique. 

By integrating energy consumption as a supporting trust metric alongside others like 

packet forwarding ratio and control packet consistency, the system can more 

accurately detect compromised nodes and preserve the overall health and security of 

the wireless sensor network. 

5.3.5 Trust Value (T) 

In a Trust-Based Multipath Routing Technique (TB-MRT) for detecting wormhole 

attacks in Wireless Sensor Networks (WSNs), the trust value of a node plays a 

central role in identifying malicious or compromised nodes and ensuring reliable 

data transmission. The trust value is a composite metric, derived from multiple 

parameters that evaluate a node's behavior and performance over time. It is 

calculated as: 

 (  )          (      )         (    ) 

Where: 

w1, w2, w3, w4= Weight factors (sum to 1) to balance the influence of each metric. 

Threshold-Based Classification: 

 T (Ni)  >Tth  → Trusted node.  

 T (Ni) ≤ Tth  → Potential malicious node.  

 

Most nodes have high trust values, confirming their reliability in the network. Node 

6 has a significantly low trust value, meaning it is flagged as untrustworthy and 

should be isolated from routing. This is shown in Figure 5.5. 
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Figure 5.5: Trust Values 

5.4 Architecture of the Proposed Trust Based Multipath Routing Technique  

In WSNs, secure and reliable data transmission is critical, especially in the presence 

of routing threats such as wormhole attacks. Traditional routing protocols often fail 

to detect such malicious behavior, leading to disrupted communication and degraded 

network performance. 

The proposed Trust-Based Multipath Routing Technique introduces a dynamic and 

intelligent trust evaluation mechanism into the routing process. It extends the 

Dynamic Source Routing (DSR) protocol by integrating trust computation, 

friendship functions, and multipath route selection. The architecture leverages direct 

and indirect observations to calculate trust scores for neighboring nodes based on 

key attributes like packet delivery ratio, latency, similarity of observations, and 

energy consumption. 

By maintaining multiple trusted paths and continuously updating trust levels using 

either Markov chain models or game-theoretic reasoning, the technique enhances 

routing robustness. Malicious or selfish nodes are isolated, while data is forwarded 

along high-trust, congestion-aware routes, improving the network's resilience and 

reliability. 

The Trust-Based Multipath Routing (TBMR) outlines the step-by-step operation of a 

routing technique designed to detect and mitigate wormhole attacks in WSNs. The 
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flowchart ensures that only trusted and secure paths are used for data transmission 

while eliminating routes compromised by wormhole attacks. The design uses five 

phases which include; Initialization Phase, Trust Evaluation Phase, Secure Route 

Discovery Phase, Data Transmission Phase, and Trust Update Phase. 

In the Initialization Phase, the routing process begins with sensor nodes initializing 

their communication parameters. The Neighbor Discovery has each node identifies 

its neighboring nodes and exchanges preliminary information, forming an initial 

network topology. 

Trust Evaluation Phase each node calculates a trust value for its neighbors based on 

observed behavior, including packet forwarding reliability, response time, and past 

interactions. If Trust is greater than Threshold, the node is considered trustworthy 

and proceeds to route discovery. If otherwise the node is classified as untrusted and 

excluded from routing. Instead, it follows a separate "Reject Node" path leading to 

termination. 

Secure Route Discovery Phase involves identifying multiple routing paths to 

enhance security and resilience against attacks. The algorithm evaluates each path 

for anomalies, such as unusually low latency or tunneling behavior that may indicate 

a wormhole attack. If a wormhole attack is detected, the compromised route is 

discarded, and the process terminates via the "Reject Route" path.  If no wormhole is 

detected, the routing process continues to the next phase. 

In the data transmission phase, among the available trusted paths, the best route is 

chosen based on factors like trustworthiness, congestion level, and energy efficiency. 

Later, secure data packets are transmitted across the selected route, ensuring 

reliability and confidentiality. 

Lastly, trust update phase, each data transmission, nodes update their trust values 

based on recent interactions. This dynamic trust update helps maintain an adaptive 

security mechanism. The process completes successfully as shown in the Figure 5.6. 
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Figure 5.6: Design of the Proposed Trust Based Multipath Routing Technique 
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5.5 Simulation Environment 

To assess the effectiveness of the TB-MRT technique, a simulation study was 

conducted using the NS-3 simulator in a Linux environment. NS-3 is an open-

source, discrete-event network simulator widely utilized for academic and research 

purposes. It provides a comprehensive collection of network modules and 

components, which can be visualized through a Graphical User Interface (GUI). The 

simulation environment was configured within a rectangular area of 1500 meters by 

1000 meters. A total of 60 legitimate nodes were deployed. In addition, three 

different simulation setups included the presence of 3, 5, and 8 worm hole nodes, 

respectively. These malicious nodes executed attacks using a basic black hole attack 

model. 

Communication among nodes was established using the User Datagram Protocol 

(UDP), while the Dynamic Source Routing (DSR) protocol was adopted for route 

discovery and maintenance within the WSN. Node mobility was governed by the 

Random Waypoint (RWP) model, ensuring dynamic movement throughout the 

simulation area. To facilitate wireless communication, all nodes were equipped with 

omnidirectional antennas, enabling 360-degree signal transmission and reception. 

Network traffic was managed using a Constant Bit Rate (CBR) model, with each 

packet sized at 512 bytes and transmitted at a rate of four packets per second. Each 

simulation scenario was executed for duration of 400 seconds. Furthermore, the 

transmission range of each node was set to a radius of 250 meters. 

Throughout the simulation process, several performance indicators were utilized, 

including packet delivery ratio, detection accuracy, residual energy, and end-to-end 

latency. The raw data collected from the NS-3 simulator was processed and analyzed 

using Wireshark, after which it was saved in text format with a ―.dat‖ file extension. 

These text files were subsequently used in Gnuplot to generate visual graphs 

representing the results. The graphical outputs were then compared against those 

obtained from AODV and DSR protocols, which served as reference benchmarks. 

Figure 5.7 illustrates the TB-MRT simulation setup, where the outer rectangle 

represents the simulation boundary, and the red markers indicate the positioning of 

nodes within the area. 
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Figure 5.7: TB-MRT simulation environment 

5.5.1 The TB-MRT Algorithm 

The purpose of this algorithm is to describe step by step process through which the 

TB-MRT technique source node, identifies, and eliminates the malicious nodes in 

the network. TB-MRT algorithm is the primary algorithm and it maintains trust 

tables in its architecture. Deploy N sensor nodes randomly in the WSN. Each node 

exchanges HELLO messages with neighbors to establish connectivity. Each node 

maintains a Trust Table T (n) initialized to default trust values. For each node n, 

compute trust value T(n) based on; Packet forwarding behavior F(n), Response time 

R(n), Energy level E(n),and Past interaction history H(n). If T (n)<Tth, mark n as 

untrusted and exclude from routing. The trust table values classifies nodes based on 

the RREP packets they send to other intermediate nodes that had sent Initiate Route 

Request packets (RREQ) from S to D. Intermediate nodes forward RREQ only if 

they are trusted (T (n) ≥Tth). Destination node D receives multiple RREQs from 

different paths and sends Route Reply (RREP) via the same paths. All available 

paths P stored. For each path in Pi  ∈ P, compute delay D (Pi). A comparison is then 

carried out D (Pi) with average delay of paths as follows; 

 (  )  
 (  )      

    
 

If W (Pi)> Wth , Pi classified as a potential wormhole path and discard it. Select the 

top k highest-trusted paths Psecure from P. The least congested path for data 



101 

 

transmission is chosen and transmitted data securely through Psecure. Trust values T 

(n) are updated based on successful packet forwarding and performance. If D 

receives the data successfully, acknowledgement receipt is given. If transmission 

fails, reinitiate route discovery and this marks the end. Figure 5.8 shows the TB-

MRT algorithm. 

Start [Algorithm] 

   Source Node (N) broadcasts RREQs with its address as the sensor nodes 

   If (RREPs from other nodes) {  

    Trigger Reverse Tracing Program  

List all nodes that sent RREPs as Malicious nodes in the Malicious/wormhole 

list 

  Send an Alarm Packet with the wormhole list to all other nodes  

  Set wormhole_Node _Modes to Sleep_Mode 

  Set Life-bit to Zero Goto Start Transmission_Process // Start symbol in the 

flowchart  

 Send RREQ Check RREP from destination}  

else  

{  

Do { 

 If (Nodes Battery power>Threshold) 

 {  

Accept node for transmission Start Transmission Process // Indicated by Start 

symbol in the flowchart  

else If (PDR>Threshold_PDR){ 

 Compelete_Data_transmission by routing all data packets 

 Acknowledge Successful end of data transmission  

Refresh System  

End transmission process} // End Data transmission process  

else {  

Send FRREQ // Further_Route Request for establishing another route  

If (RREP from Destination node) {  

Start Data Transmission Process 
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 Call Packets_Classifier_Algorithm () 

} 

 else {  

If (Node Exceed Discover_Hop_Limit) { 

 End Data_Transmission_Process // Indicated by End symbol in the flowchart  

}  

Else 

   {Send_FRREQ // Send Further_Route Request 

  } 

} 

} while (No RREPs Received from other Nodes)  

}  

End [Algorithm] 

 

Figure 5.8: TB-MRT Algorithm 

5.5.2 Energy-Aware Algorithm 

The energy-aware routing algorithm receives all the nodes that sent genuine packets. 

Energy levels of these nodes are tested for them to be allowed to participate in the 

packet transmission process. Nodes with energy levels above the threshold are 

allowed to participate in the data transmission process while the rest are rejected. 

The accepted nodes are considered safe and allowed to participate in forming 

temporary trusted routes in nodes‘ cache. One of these routes is chosen to transmit 

all the data packets to the destination node. If at the end of the transmission process 

the system meets the Packet Delivery Ratio (PDR) threshold, the transmission 

process ends successfully. Otherwise, packets delivered are discarded and the 

transmission process started afresh. The energy-aware algorithm keeps on refreshing 

the nodes‘ cache to maintain the validity of the stored routes. Figure 5.9 shows 

energy aware algorithm for TB-MRT. 
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Energy_Aware_Algorithm () 

{ 

Accept all Genuine_Nodes as inputs 

If (Gennuine_Node_Battery_Power>Nodes_Threshold_Battery_Power) 

{ 

Accept thisNode && its RREP Packet 

List thisNode as Safe_Node 

Enlist all Safe_Node in Trusted _Nodes _Register 

Form Tempolary_Trusted_ Routes using Trusted_Nodes_Register 

Register Tempolary_Trusted_ Routes in Nodes_Caches 

Refresh the Nodes_Caches // To maintain valid temporary routes 

} 

else { 

Reject nodes 

} 

} 

 

Figure 5.9: Energy Aware Algorithm 

5.6 Results  

In this section, simulation results of the TB-MRT technique were analyzed and 

compared with AODV and DSR used as the benchmark techniques. The 

performance metrics used were packet delivery ratio, end-to-end delays, detection 

accuracy and residual energy. 

5.6.1 Comparison between AODV, DSR and TB-MRT 

The proposed technique was compared with existing techniques in terms of trust 

study compares TB-MRT with other security techniques that use the trust values 

concept. As can be seen in Table 5.1, AODV exhibits a high sensitivity to malicious 

node behavior, which enables it to detect suspicious activity relatively quickly. 

However, this heightened sensitivity also makes it prone to false positives, where 

legitimate nodes may be incorrectly flagged as untrustworthy, potentially disrupting 

normal routing operations. In addition, DSR provides a moderate level of sensitivity 
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to trust deviations. It maintains a balance between responsiveness and stability, but 

in dynamic or hostile environments, it may require supplemental trust mechanisms to 

improve detection accuracy and reduce ambiguity in trust evaluation. 

In contrast, the proposed technique is more stable and resilient to trust decay. It 

incorporates robust trust metrics and multipath routing strategies that enhance its 

ability to accurately detect and isolate wormhole attacks. This makes it better suited 

for secure routing in adversarial WSN conditions. The techniques are compared in 

terms of trust range, and trust threshold address used as shown in the Table 5.1. 

Table 5.1: Comparison between AODV, DSR, and TB-MRT 

Protocol Trust Range (0 to 1) Trust Threshold 

AODV 0.2-0.9 0.5 

DSR 0.3-0.85 0.55 

TB-MRT 0.4-1.0 0.6 

 

5.6.2 Packet Delivery Ratio 

Packet Delivery Ratio defines a fraction of the total number of packets received by 

the destination node to the total number of packets transmitted by the source node. 

    ∑(
    

    
)

 

   

 

 ‗pktd‘ denotes the total number of packets received by the destination node while 

‗pkts‘ denotes the total number of packets sent by the source node. The packet 

delivery ratio versus traffic load of AODV, DSR, and TB-MRT was plotted and 

compared. From the analysis, as indicated in Figure 5.10, TB-MRT had the highest 

PDR of 90%, while AODV and DSR had 85% and 83% respectively. This implied 

that the TB-MRT technique was superior to AODV and DSR used as the benchmark 

schemes. The higher PDR in TB-MRT was attributed to the fact that the technique 

was able to filter all the malicious nodes through the packets classifier algorithm. 

Additionally, the TB-MRT technique through the energy-aware algorithm only 

engaged those nodes with enough battery power to sustain the transmission process. 
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Therefore, only a few packets were lost during the transmission process as shown in 

Figure 5.10. 

 

Figure 5.10: Shows PDR vs Time 

5.6.3 End –to- end Latency 

End to end Latency is the average time taken to transmit a data packet from the 

source to the destination. 

    ∑(
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 ‗ltncy‘ denotes the total transmission latency of packets from source to destination 

whereas ‗dpktd‘ denotes the total number of data packets received by the destination 

node. Finally, EEL is the average end-to-end latency of the entire transmission 

process. From the simulation analysis as indicated in Figure 5.10, on average as the 

population of nodes increased in the WSNs, the end-to-end latency proportionately 

decreased in the three techniques. However, the TB-MRT had the lowest end-to-end 

delay of below 40 milliseconds compared to AODV and DSR which had an average 

of below 50 and 57 milliseconds respectively. This implies that the process of 
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identifying malevolent nodes and selection of genuine nodes to participate in the 

routing process was faster in TB-MRT than in AODV and DSR Therefore, the TB-

MRT was more efficient in terms of end-to-end latency management as it had the 

highest turn-around time. Figure 5.11 shows End to End latency vs the number of 

nodes. 

 

Figure 5.11: Shows End to end Latency vs No. of nodes 

5.6.4 Residual Energy 

This defines the remaining battery power of a sensor node at a given time after 

performing communication and processing tasks. It is a crucial metric for evaluating 

the energy efficiency and network lifetime of a routing protocol. 

  ( )                     ( ) 

 

RE denotes total residual energy that is not being used but can be released to do 

work. Einitial is the Initial energy of the node while Econsumed is energy consumed due 

to transmission, reception, and processing until time t. 

 From the simulation analysis the residual energy decreased in the three techniques. 

However, the TB-MRT had the highest residual energy of 95j compared to AODV 
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and DSR which had an average of 90j and 88j respectively. This means that the 

proposed technique releases a higher residual energy to be used to do other work as 

compared to the bench making techniques as indicated in Figure 5.12. 

 

Figure 5.12 Residual Energy vs Time 

5.6.5 Detection Accuracy 

Detection accuracy refers to the ability of an intrusion detection system or trust-

based routing technique to correctly identify and isolate malicious nodes while 

minimizing false positives. It is expressed as a percentage and is critical for ensuring 

network security. 

   
  

     
     

 

DA denotes Detection Accuracy, while TP (True Positives) is the number of 

correctly identified malicious nodes and FN (False Negatives) is the number of 

malicious nodes incorrectly classified as normal. The proposed technique TB-MRT 

gives the highest detection accuracy of 99.8% while DSR and AODV give 98.1% 

and 97% respectively as shown in the Figure 5.13. 



108 

 

 

Figure 5.13: Detection Accuracy vs Malicious node intensity 

5.7 Discussion 

Comparative evaluation of AODV, DSR, and TB-MRT protocols within WSNs 

provides insightful observations regarding their performance and resilience under 

varying network conditions. The results reveal that TB-MRT consistently 

outperforms the traditional AODV and DSR protocols across multiple performance 

metrics, reinforcing its suitability for dynamic and security-sensitive WSN 

environments. 

One of the key strengths of TB-MRT lies in its ability to maintain a higher Packet 

Delivery Ratio (PDR), even as the network scales or experiences increased traffic 

loads. This demonstrates the protocol‘s robustness and reliability, particularly in 

scenarios where communication consistency is critical. In contrast, AODV and DSR 

tend to suffer from reduced PDR under similar conditions, largely due to their 

vulnerability to congestion and lack of integrated security mechanisms. 

Latency performance further highlights the advantages of TB-MRT. By employing a 

trust-based multipath routing strategy, TB-MRT effectively avoids unreliable or 

congested paths, thereby reducing end-to-end delays. This proactive route selection 

mechanism contrasts with AODV and DSR, which rely on reactive routing and can 
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incur significant delays due to route rediscovery and retransmissions, particularly in 

the presence of compromised nodes or network disruptions. 

Energy efficiency is another area where TB-MRT demonstrates superiority. Given 

the limited power resources typical of WSN nodes, minimizing energy consumption 

is crucial. TB-MRT achieves this through optimized route management and reduced 

retransmission rates, which collectively contribute to prolonged network lifetime. 

Conversely, both AODV and DSR show higher energy consumption, primarily due 

to their frequent control packet exchanges and route maintenance overhead. 

When examining security-related performance, particularly detection accuracy in the 

presence of malicious nodes, TB-MRT proves to be significantly more effective. Its 

trust-based framework enables more accurate identification and isolation of threats, 

reducing the incidence of both false positives and false negatives. In comparison, 

AODV and DSR lack built-in security features, making them less capable of 

handling such threats, especially as the intensity of attacks increases. 

While TB-MRT enhances the security and reliability of routing in Wireless Sensor 

Networks by incorporating trust evaluation, it also introduces several trade-offs that 

must be carefully managed. One of the primary trade-offs is between increased 

security and computational overhead. The continuous monitoring and evaluation of 

neighbor nodes based on factors such as packet forwarding behavior, trust 

thresholds, and indirect feedback demand additional processing power and memory 

resources. This can strain the limited computational capabilities of sensor nodes, 

especially in dense or high-traffic networks. Similarly, the process of maintaining 

multiple disjoint trusted paths for data transmission, though effective in improving 

fault tolerance and resilience against attacks like wormholes and black holes, can 

lead to increased routing complexity and energy consumption. Frequent trust updates 

and route recalculations can also contribute to latency, potentially affecting the 

timeliness of data delivery. Therefore, while TB-MRT strengthens security and 

robustness, it must strike a balance between trust computation, energy efficiency, 

and real-time performance to remain practical in resource-constrained WSN 

environments. 
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Overall, the findings affirm that TB-MRT offers a comprehensive improvement in 

terms of reliability, efficiency, and security. While AODV demonstrates moderate 

performance, its lack of trust mechanisms limits its effectiveness in hostile 

environments. DSR, though efficient in smaller networks, struggles with scalability 

and maintaining accurate routing under attack. Thus, TB-MRT emerges as a more 

viable solution for modern WSN applications, especially those requiring secure and 

energy-aware communication protocols. 

5.8 Summary 

 Evaluation of AODV, DSR, and TB-MRT in WSNs highlights the strengths and 

weaknesses of each protocol across key performance metrics. TB-MRT consistently 

outperforms both AODV and DSR by maintaining higher packet delivery ratios, 

lower latency, better energy efficiency, and improved detection accuracy against 

malicious nodes. The Packet Delivery Ratio (PDR) shows that TB-MRT ensures 

more reliable communication, especially as traffic load and network size increase, 

while AODV and DSR experience performance degradation due to congestion and 

security vulnerabilities. In terms of latency, TB-MRT exhibits lower delays, 

benefiting from its trust-based multipath selection that avoids congested or 

compromised routes, whereas AODV and DSR suffer from higher transmission 

delays. 

Energy efficiency is another critical factor, with TB-MRT demonstrating lower 

energy depletion over time, extending the network‘s lifespan. AODV and DSR, in 

contrast, show higher energy consumption due to frequent route discoveries and 

retransmissions. Additionally, detection accuracy declines as malicious node 

intensity increases, but TB-MRT remains significantly more effective at isolating 

attacks compared to AODV and DSR, which struggle with false positives and false 

negatives. Overall, TB-MRT emerges as the most efficient protocol, excelling in 

both performance and security, making it a better choice for energy-constrained and 

attack-prone WSN environments. AODV performs moderately well but lacks 

security mechanisms, while DSR faces challenges in handling scalability and 

security threats. 
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CHAPTER SIX 

A CONGESTION AWARE ROUTING TECHNIQUE (CART) FOR WSNS 

6.1 Introduction 

Wireless Sensor Networks (WSNs) often suffer from performance issues due to 

congestion caused by limited node resources and high data traffic. While earlier 

chapters focused on trust and security in routing, they did not fully address the 

impact of congestion on network efficiency. This chapter introduces a Congestion 

Aware Routing Technique (CART), which aims to improve data transmission by 

detecting and avoiding congested nodes. By considering factors like buffer 

occupancy and traffic load, CART selects alternative paths to reduce packet loss, 

minimize delay, and balance energy usage. This supports the overall goal of 

enhancing routing reliability and network performance in WSN. 

6.2 Requirements for CART 

For the Congestion-Aware Routing Technique (CART) to function effectively in a 

WSN, several essential requirements must be satisfied. The first and most critical 

requirement is the capability for real-time monitoring of the network‘s operational 

parameters. These parameters include node buffer occupancy, link traffic load, 

residual energy levels, and the priority level of packets. Monitoring these metrics 

allows the system to make informed decisions, particularly when detecting 

congestion or determining the most efficient routing paths. 

Another fundamental requirement is a structured network initialization phase, during 

which nodes identify their neighbors, establish communication links, and build their 

initial routing tables. This step ensures that each node has a baseline understanding 

of its surrounding topology, which is vital for dynamic route adjustments later in the 

communication process. 

CART also demands energy efficiency and low computational overhead, given that 

WSN nodes often operate on limited battery power and have constrained processing 

capabilities. The algorithms and mechanisms used in CART must therefore be 

lightweight yet effective, ensuring that monitoring and route adaptation do not drain 

system resources or degrade node performance. Furthermore, the protocol must 
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support scalability and adaptability, enabling it to perform efficiently as the network 

grows or as the environmental conditions change. 

The architecture of CART is composed of several interconnected components; each 

designed to fulfill a specific role while interacting cohesively with others to enable 

adaptive and congestion-aware routing. At the foundation is the monitoring 

component, which continuously gathers data on buffer status, energy availability, 

link load, and packet priority from each node. This component serves as the input 

provider for all decision-making processes in the system. 

Building on this data, the congestion detection module evaluates current traffic 

conditions against preset thresholds. When it identifies signs of congestion such as 

sustained buffer overflows or high channel contention it triggers the route adaptation 

process. At this point, the route selection engine becomes active. This engine uses a 

hybrid metric that blends the monitored parameters to assess route suitability. It 

considers not only the shortest or fastest path but also factors like energy 

conservation and congestion levels to select the most optimal route. 

The decision-making unit operates as the core controller, interpreting outputs from 

both the monitoring and routing components. It decides whether to reroute traffic, 

adjust the sending rate, or activate load-balancing strategies. These decisions are 

then communicated across the network through the communication module, which 

manages the exchange of control messages, route updates, and congestion alerts 

between nodes. This continuous flow of information ensures that all nodes remain 

synchronized and responsive to changes in network status. 

The interaction among these components is cyclical and adaptive. Monitoring 

informs congestion detection, which in turn activates routing adjustments, and 

decisions are propagated through communication. This modular yet integrated 

design allows CART to react promptly to congestion, optimize resource utilization, 

and maintain reliable data delivery in dynamic WSN environments. 

6.3 Design Considerations 

Designing an effective congestion-aware routing technique for WSNs requires a 

careful evaluation of key network parameters that influence performance. In 
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Congestion Aware Routing Technique (CART), congestion control mechanisms are 

implemented by considering factors that impact data flow, resource availability, and 

energy efficiency. An in-depth description of each factor and its significance in 

CART's routing framework. CART is developed by considering four crucial factors 

that play a vital role in congestion mitigation and efficient routing is presented in the 

subsequent sections. 

6.3.1 Node Buffer Occupancy 

Node buffer occupancy refers to the amount of queued data in a sensor node‘s 

buffer. High buffer occupancy indicates congestion, leading to packet drops and 

increased end-to-end delay. In CART, each node continuously monitors its buffer 

level. If occupancy surpasses a predefined threshold, congestion is detected, and the 

node signals upstream nodes to reduce their transmission rates or select alternative 

paths. 

To further improve congestion control, CART incorporates an adaptive buffer 

management strategy where packets are classified based on priority levels. High-

priority packets, such as emergency notifications, are given precedence in the queue, 

while lower-priority packets may be dropped or delayed under high congestion 

conditions. Additionally, nodes dynamically adjust buffer thresholds based on real-

time network conditions to optimize resource allocation. 

Another key feature of CART‘s buffer occupancy strategy is early congestion 

notification (ECN). When a node's buffer reaches a critical level, it sends an ECN 

signal to its upstream nodes, prompting them to reroute traffic or reduce their data 

transmission rates. This proactive mechanism helps prevent excessive queuing 

delays and packet drops, improving overall network efficiency. 

Moreover, CART leverages buffer-aware load balancing, distributing traffic across 

multiple paths to prevent buffer overflow at any single node. This ensures that no 

node is overwhelmed with excessive traffic, reducing congestion hotspots and 

promoting even network utilization. Node buffer occupancy refers to the amount of 

queued data in a sensor node‘s buffer. High buffer occupancy indicates congestion, 

leading to packet drops and increased end-to-end delay. In CART, each node 

continuously monitors its buffer level. If occupancy surpasses a predefined 
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threshold, congestion is detected, and the node signals upstream nodes to reduce 

their transmission rates or select alternative paths. By incorporating buffer 

occupancy into routing decisions, CART ensures effective congestion control and 

reduces packet loss. 

6.3.2 Link Traffic Load 

The traffic load on a communication link represents the number of packets 

transmitted through that link within a specific time period. Overloaded links 

contribute to congestion, resulting in high latency and increased energy consumption 

due to excessive retransmissions. CART evaluates the traffic load on each link 

dynamically and selects routes that minimize congestion. By distributing data traffic 

across multiple low-load links, CART prevents bottlenecks and ensures balanced 

network utilization, leading to improved reliability and efficiency. 

To enhance performance, CART employs adaptive link load monitoring, where each 

node continuously evaluates the traffic load on its outgoing links. If the load exceeds 

a predefined threshold, the node dynamically redistributes packets to alternative 

paths with lower congestion levels. This proactive mechanism prevents network 

saturation and maintains smooth data transmission. 

CART also incorporates link-quality-aware routing, which considers not only traffic 

load but also factors such as packet loss rate, interference, and signal strength. This 

ensures that packets are forwarded through the most efficient paths, minimizing 

retransmissions and reducing energy consumption. 

Another key aspect of CART‘s link traffic load management is congestion-aware 

multipath routing. Unlike traditional single-path routing, CART utilizes multiple 

paths to distribute packets across the network, thereby reducing the burden on any 

single link. This technique significantly improves data delivery rates, prevents link 

failures due to excessive traffic, and enhances overall network resilience. The traffic 

load on a communication link represents the number of packets transmitted through 

that link within a specific time period. Overloaded links contribute to congestion, 

resulting in high latency and increased energy consumption due to excessive 

retransmissions. CART evaluates the traffic load on each link dynamically and 

selects routes that minimize congestion. By distributing data traffic across multiple 
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low-load links, CART prevents bottlenecks and ensures balanced network 

utilization, leading to improved reliability and efficiency. 

6.3.3 Residual Energy Levels 

Energy efficiency is critical in WSNs, as sensor nodes operate on limited battery 

power. CART integrates residual energy levels into its routing mechanism, 

prioritizing paths with nodes that have sufficient energy reserves. This approach 

prevents premature energy depletion in certain nodes and prolongs the network 

lifetime. By balancing energy consumption across all nodes, CART enhances the 

sustainability of the network while maintaining congestion control. 

6.3.4 Packet Priority 

Different types of data packets have varying levels of urgency. Critical data, such as 

emergency notifications or real-time sensor readings, require lower delay and higher 

delivery assurance compared to routine monitoring data. CART incorporates packet 

priority into its routing decisions, ensuring that high-priority packets are given 

precedence in forwarding decisions. This mechanism reduces latency for critical data 

while maintaining general traffic efficiency. 

6.4 Architecture of CART 

The development of CART follows a structured approach as illustrated in the 

flowchart. The process begins with network initialization, where nodes establish 

their communication links and routing tables. Next, node buffer occupancy, link 

traffic load, residual energy levels, and packet priority are continuously monitored to 

assess network conditions. If congestion is detected, an optimal route is selected 

using a hybrid metric that incorporates multiple network parameters. The selected 

route ensures energy efficiency and prevents data loss. Finally, packets are 

forwarded using the most suitable path, and the process continues dynamically as the 

network evolves as shown in Figure 6.1. 
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Figure 6.1: Flowchart of CART Development  
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6.5 Simulation Environment 

To evaluate and compare the performance of CART, CODA, and CAAR, a 

simulation environment is set up to replicate real-world WSN conditions. The 

simulation is conducted using a network simulator NS-3, configured with realistic 

sensor deployment scenarios, mobility models, and traffic patterns. The simulation 

environment consists of 50 sensor nodes randomly deployed over a 1000m × 1000m 

area, representing a large-scale WSN scenario. Nodes communicate using an IEEE 

802.15.4 MAC layer protocol, which is commonly used for low-power sensor 

networks. The network operates under constant bit rate (CBR) traffic, with packets 

generated at varying rates to simulate different levels of congestion. 

Each protocol (CART, CODA, and CAAR) is evaluated under varying traffic loads, 

ranging from low to high congestion scenarios. The simulation was repeated 10 

times using different random seeds to capture their behavior resulting to 90 

simulation runs. The simulation duration is set to 500–1000 seconds, ensuring 

sufficient time for congestion formation and resolution. Figure 6.2 shows the 

simulated environment of the proposed CART technique. 

 

Figure 6.2: Shows the simulated environment of the proposed CART technique 
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6.6 CART Algorithm 

Congestion-Aware Routing Technique (CART) dynamically selects optimal paths 

for packet transmission by considering congestion levels and energy availability in 

WSNs. The algorithm ensures that data packets are forwarded through congestion-

free and energy-efficient routes while maintaining high throughput and low latency. 

The detailed procedure of the CART Algorithm is shown in Figure 6.3. 

Deploy nodes V randomly over a 2D area. 

Establish neighbor connections based on wireless communication range. 

Initialize congestion monitoring parameters: 

Set initial queue threshold Qthreshold . 

Set minimum energy threshold Ethreshold. 

Set bandwidth threshold Bthreshold . 

Each node n periodically monitors its local congestion parameters: 

Compute congestion level Cn at node n as: 

   
  

    
    

  

    
    

  

    
  

Where w1, w2 are weighting factors for delay and bandwidth impact. 

Cn∈[0,1], with higher values indicating congestion. 

Each node broadcasts its congestion level Cn and energy En to its 

neighbors. 

The source node S initiates route discovery using an enhanced AODV or 

Dijkstra-based algorithm: 

Compute route cost R(P) for each path P using:  

 ( )  ∑(     (   
  
    

))

 ∈ 

 

λ is a weighting factor for energy efficiency. 
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Discard paths where: 

Any node n has Cn>Cthreshold  (high congestion). 

Any node n has En<Ethreshold  (low energy). 

Select the path Poptwith the lowest R (P) value. 

If congestion is detected on the selected path Popt perform load balancing: 

If Cn> Cthreshold, reroute packets via an alternate path with lower 

congestion. 

Distribute packets across multiple low-congestion paths. 

If a node‘s energy falls below Ethreshold, dynamically reassign traffic to 

more energy-efficient nodes. 

Forward packets through the selected path Popt. 

Periodically monitor congestion levels: 

If congestion reoccurs, trigger re-routing. 

If no congestion is detected, maintain the current route. 

End routing process when all packets are delivered to D. 

Figure 6.3: CART Algorithm 

6.7 Results 

When comparing CART (Congestion-Aware Routing Technique), CODA 

(Congestion Detection and Avoidance), and CAAR (Congestion-Aware Adaptive 

Routing) in WSNs, various performance metrics help evaluate their efficiency in 

congestion control, energy consumption, and routing performance. 

6.7.1 End-to-End Latency 

This defines the average time taken for packets to travel from the source to the 

destination. A Lower latency ensures faster communication while a higher latency 

indicates network congestion or inefficient routing. It is calculated as 

End –to- end latency  
 (                       )
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The proposed technique provides the lowest latency (~100 ms), indicating its ability 

to forward packets along optimal, congestion-free paths without unnecessary delays. 

CAAR, with a latency of ~120 ms, introduces slight delays due to its dynamic 

routing mechanism. While it reroutes traffic efficiently, the frequent adjustments in 

paths can lead to temporary delays. CODA exhibits the highest latency (~180 ms), as 

it uses a backpressure mechanism that intentionally slows down transmission to 

control congestion. This significantly increases the delay in data packet arrival, 

making CODA unsuitable for latency-sensitive applications. This is shown in Figure 

6.4. 

 

 

Figure 6.4: End to end delay vs time 

6.7.2 Packet Delivery Ratio (PDR) 

PDR is the percentage of packets successfully received at the destination compared 

to the number of packets sent by the source. It is calculated as: 

PDR 
                      

                  
     

A higher PDR indicates effective congestion handling and reliable packet delivery. 

While lower PDR suggests increased packet loss due to congestion. CART achieves 
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the highest PDR (~95%), meaning that almost all packets sent by the source reach 

the destination successfully. This is due to CART‘s proactive congestion detection 

and efficient path selection. CAAR follows with a PDR of ~92%, indicating that it 

still delivers a high percentage of packets but experiences some loss due to the 

occasional need for route adjustments. CODA has the lowest PDR (~85%), as its 

congestion control mechanism leads to packet drops and transmission slowdowns, 

resulting in a higher number of lost packets as shown in Figure 6.5. 

 

Figure 6.5: PDR vs time 

6.7.3 Network Throughput 

Network throughput refers to how efficiently data is transmitted across the network, 

specifically measuring the rate at which successful data packets reach their intended 

destination. It reflects the overall performance of the network in terms of data 

delivery over time, usually expressed in bits per second (bps) or packets per second 

(pps). It is calculated as follows: 

                   
                                  

                     
 

A higher throughput indicates better congestion control, while a lower throughput 

suggests congestion, delays and high packet loss. From the graph below CART 

achieves highest throughput (~250 kbps) as it effectively balances network load by 



122 

 

directing traffic through the least congested paths. By maintaining an even 

distribution of data packets across multiple paths, CART ensures that more packets 

are successfully transmitted without excessive delays. CAAR maintains dynamic 

routing a moderate throughput (~220 kbps), as it reroutes traffic away from 

congestion but incurs some performance loss due to the overhead of frequent path 

adjustments. CODA slows traffic of (~180 kbps), respectively as its congestion 

control mechanism reduces the transmission rate of packets, which, in turn, limits the 

amount of data successfully delivered per unit time. Figure 6.6 shows the results of 

Throughput verses time 

 

 

Figure 6.6: Throughput vs time 

6.7.4 Path Optimality 

Path optimality represents how effectively a chosen route performs in terms of both 

network resource usage and traffic handling capability. In Wireless Sensor Networks 

(WSNs), it is not enough for a path to simply be the shortest in terms of hop count; it 

must also be capable of sustaining consistent and reliable data flow without 

becoming congested. It is calculated as: 
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Higher values indicate better routing efficiency while lower values suggest 

suboptimal paths with more hops. CART exhibits the highest path optimality (~0.9), 

indicating that it selects the most efficient routes with minimal detours. Its 

congestion-aware strategy ensures that data packets are always forwarded along 

paths that are both congestion-free and energy-efficient.  CAAR follows with a path 

optimality of ~0.85, meaning it does well in adjusting paths dynamically but may 

take slightly longer routes when rerouting due to congestion. CODA, with a path 

optimality of ~0.75, struggles the most, as its approach does not prioritize optimal 

path selection. Instead of rerouting, CODA mitigates congestion by slowing down 

packet transmission, which can lead to inefficient routing and increased path lengths. 

Figure 6.7 shows the results of Path Optimality verses time. 

 

Figure 6.7: Path Optimality vs time 

6.9 Discussion 

The results presented in the previous section provide valuable insights into the 

effectiveness of the Congestion Aware Routing Technique (CART) within Wireless 

Sensor Networks (WSNs). These findings highlight not only how CART performs 

under various network conditions but also reveal its broader implications for 

reliability, efficiency, and sustainability in sensor-based communication systems. 
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One of the most notable outcomes is the significant improvement in network 

throughput when using CART. This suggests that by actively monitoring congestion 

and selecting less burdened paths, the protocol is able to maintain a higher rate of 

successful data delivery even as network load increases. This is especially important 

in scenarios where data timeliness is critical, such as in environmental monitoring or 

emergency response systems. 

In addition, the results related to packet delivery ratio (PDR) indicate that CART 

effectively reduces data loss by avoiding congested and unstable routes. This 

improvement implies enhanced communication reliability, ensuring that important 

sensor data reaches the sink node without being dropped or delayed due to buffer 

overflows or retransmissions. 

Furthermore, the analysis of path optimality reveals that CART achieves a balance 

between selecting shorter paths and avoiding congested nodes. Rather than rigidly 

favoring the minimum hop count, the protocol intelligently considers real-time 

network conditions, leading to slightly longer but more stable and energy-efficient 

routes. This adaptability contributes to load balancing across the network and 

prevents early depletion of energy in frequently used nodes. 

The observed improvement in energy consumption and network lifetime supports the 

conclusion that CART promotes a more even distribution of traffic, which helps to 

extend the operational period of the entire network. This is particularly beneficial in 

WSN deployments where node replacement is impractical, and long-term operation 

is expected. 

The results demonstrate that CART not only addresses immediate issues like 

congestion and packet loss but also contributes to the long-term health and 

scalability of the network. Its congestion-aware, adaptive approach enhances the 

overall quality of service (QoS) while ensuring sustainable operation under varying 

traffic loads. These implications suggest that CART is well-suited for deployment in 

real-world WSN applications that demand both reliability and efficiency. 
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6.10 Summary 

Based on the comprehensive analysis of Path Optimality, Network Throughput, End-

to-End Latency, and Packet Delivery Ratio, CART consistently outperforms both 

CAAR and CODA. It achieves the highest efficiency in routing by selecting optimal, 

congestion-free paths, ensuring maximum throughput, minimal latency, and reliable 

packet delivery. CAAR provides a balanced approach, dynamically rerouting packets 

to avoid congestion. However, it incurs some latency due to frequent path 

adjustments. While CODA is effective in congestion control, sacrifices performance 

in all areas, slowing down packet transmission and reducing throughput, making it 

the least suitable for real-time WSN applications. 
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CHAPTER SEVEN 

DEVELOPMENT AND VALIDATION OF A COMPOSITE ROUTING 

TECHNIQUE FOR WSNS USING TRUST-BASED AND CONGESTION-

AWARE INFORMATION 

7.1 Introduction 

This chapter proposes a Trust-Based Multipath Congestion Aware Technique (TB-

MCAT) which integrates node trustworthiness and energy efficiency to enhance 

secure and reliable routing in WSNs. The chapter addresses research objectives 4 

and 5, which were to develop the technique using trust-based and congestion-aware 

information and then validate it using a simulation experiment. 

7.2 Requirements of the Trust-Based Multipath Congestion Aware Technique 

(TB-MCAT) 

Trust-Based Multipath Congestion Avoidance Technique (TB-MCAT) is a hybrid 

routing protocol that incorporates both trust-based node selection and congestion-

aware routing to enhance network reliability, security, and efficiency in WSNs. The 

development of TB-MCAT requires a structured approach that ensures both secure 

communication and efficient data transmission, addressing challenges such as 

congestion, malicious attacks, and energy depletion. 

TB-MCAT employs a robust trust computation mechanism that is central to its 

intelligent routing decision-making process in wireless sensor networks (WSNs). 

Each sensor node in the network continuously observes and evaluates the behavior 

of its neighboring nodes to determine their trustworthiness. This evaluation process 

involves two complementary approaches: direct observations, where a node monitors 

the success or failure of data packets forwarded by its immediate neighbors, and 

indirect observations, where a node incorporates feedback or recommendations 

received from other already trusted nodes within the network. These two modes of 

observation enhance the reliability of trust assessments and provide a more holistic 

view of each node‘s behavior. 

The trust scores for each node are not static; rather, they are dynamically updated 

based on the ongoing behavior of the nodes over time. Nodes that consistently 

perform their duties such as correctly forwarding packets without delay, alteration, 
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or loss are rewarded with higher trust values. Conversely, nodes that display 

malicious behavior, such as dropping packets, altering payloads, injecting false data, 

or collaborating with adversaries in attacks like wormhole or Sybil attacks, see their 

trust ratings degraded over time. Once a node's trust score falls below a predefined 

threshold, it is effectively excluded from participation in routing activities. This 

proactive isolation mechanism ensures that data is routed only through reliable and 

secure nodes, thereby significantly enhancing the overall integrity, availability, and 

trustworthiness of the network. 

To guide the development and implementation of TB-MCAT, its system 

requirements can be categorized into functional, security-related, and performance-

oriented (non-functional) requirements. 

From a functional standpoint, TB-MCAT is designed to support several critical 

features. These include intelligent trust-based route selection, automatic route 

recovery in the event of node or path failure, and the continuous monitoring of 

network congestion levels to adapt routing paths accordingly. The system is also 

capable of computing trust scores in real-time using a composite of trust parameters 

and behavioral indicators. Additionally, it constructs and maintains multiple disjoint 

routing paths, which not only improve reliability and fault tolerance but also help 

balance traffic load and reduce packet delivery delays. 

In terms of security requirements, TB-MCAT incorporates comprehensive 

mechanisms to safeguard the network against internal and external threats. Trust 

evaluation is performed using a combination of direct monitoring and indirect 

recommendations to ensure that decisions are informed and resilient to deception. 

Malicious or compromised nodes are detected early and excluded from routing 

operations, thereby preventing their participation in critical data transmission. The 

system is engineered to resist a variety of routing-layer attacks common in WSNs, 

including wormhole attacks, where adversaries create a shortcut in the network to 

disrupt routing; Sybil attacks, where a single node presents multiple identities to 

manipulate trust or routing; and selective forwarding attacks, where a node drops or 

selectively forwards data packets to sabotage network integrity. In addition to these 

mechanisms, end-to-end encryption is employed to maintain data confidentiality and 

integrity during transmission. 



128 

 

The performance or non-functional requirements of TB-MCAT are equally 

important and have been carefully considered in its design. The protocol aims to 

achieve low latency in data delivery, ensuring that time-sensitive information is 

transmitted without undue delay. It is also optimized for energy efficiency, which is 

crucial in WSNs where nodes are typically battery-powered and deployed in 

environments where frequent recharging or replacement is impractical. TB-MCAT 

minimizes unnecessary transmissions and computations to conserve energy, thereby 

prolonging the operational lifetime of the network. Furthermore, the system is 

designed to be scalable, capable of performing effectively even as the number of 

nodes increases significantly or the network becomes more densely populated. The 

algorithm maintains low processing and memory overhead, making it suitable for 

deployment on the lightweight hardware platforms typically used in WSNs. 

Congestion management in TB-MCAT is proactively handled through real-time 

monitoring of network conditions. Each node assesses buffer occupancy, available 

bandwidth, and transmission delay to determine congestion levels. Nodes with high 

queue lengths and excessive packet loss are identified as congested and avoided in 

routing decisions. The protocol classifies congestion into different levels low, 

moderate, and high congestion enabling adaptive traffic adjustments. When 

congestion is detected, traffic is automatically rerouted through less congested, high-

trust nodes, preventing packet drops and excessive delays. 

TB-MCAT's multipath routing strategy ensures reliability by establishing multiple 

routes between the source and destination. Path selection is based on a composite 

metric that integrates trust scores, congestion levels, residual energy, and path 

length. Unlike traditional shortest-path routing, TB-MCAT prioritizes stable, 

congestion-free paths while considering network security. The system dynamically 

adjusts routes when congestion increases or when a node‘s energy drops below a 

critical threshold, thereby balancing network load and extending network lifetime. 

Security is a major component of TB-MCAT, as it must safeguard data transmission 

from malicious nodes. Wormhole attacks are detected by analyzing abnormal 

variations in round-trip times (RTT), while Sybil attack detection is enforced 

through identity verification techniques using trust relationships. Selective 

forwarding attacks, where malicious nodes intentionally drop packets, are mitigated 
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by continuously monitoring packet forwarding ratios and isolating misbehaving 

nodes from routing paths. By integrating trust evaluation with congestion 

management, TB-MCAT achieves both secure and efficient data transmission. 

To ensure energy efficiency, TB-MCAT implements an energy-aware routing 

mechanism where each node periodically reports its residual energy. The protocol 

avoids selecting nodes with low battery levels, thus preventing premature node 

failures and extending overall network lifetime. Additionally, load balancing 

mechanisms distribute data across multiple paths, preventing excessive energy 

depletion in specific nodes. 

The deployment of TB-MCAT must be adaptable to various WSN environments, 

including static and mobile networks. The protocol is designed to operate effectively 

in high-density and low-density networks, ensuring scalability and adaptability. The 

communication protocols supported include IEEE 802.15.4, ZigBee, and 

LoRaWAN, making TB-MCAT versatile for different applications such as smart 

cities, healthcare monitoring, and industrial automation. 

A robust simulation and testing framework is essential for TB-MCAT's validation. 

The routing algorithm should be evaluated using network simulators like NS-3, 

OMNeT++, or MATLAB, with controlled scenarios that simulate congestion, 

security attacks, and varying traffic loads. The protocol should be tested under both 

constant bit rate (CBR) and event-driven traffic models to measure its performance 

in real-time data transmission. 

TB-MCAT‘s architecture must support seamless integration with IoT platforms, 

allowing it to be implemented in edge computing environments where trust-based 

decisions can be processed locally to reduce communication overhead. Furthermore, 

a real-time monitoring system should be implemented, providing visual dashboards 

for administrators to track network health, trust scores, and congestion levels. 

  



130 

 

7.3 Architecture of TB-MCAT Technique 

Ensuring secure, congestion-free, and energy-efficient data transmission in Wireless 

Sensor Networks (WSNs) requires a routing approach that can adapt to both internal 

threats and dynamic network conditions. To address this need, the Trust-Based 

Multipath Congestion Avoidance Technique (TB-MCAT) has been developed as a 

comprehensive, multi-layered routing framework to ensure secure, congestion-free, 

and energy-efficient data transmission in WSNs. Each layer of TB-MCAT has a 

distinct function, but they all work collaboratively to maintain the integrity, 

efficiency, and longevity of the network. The five layers Trust Evaluation, Traffic 

Awareness, Path Selection, Intrusion Prevention, and Resource Optimization are 

interdependent, forming a comprehensive solution for addressing key challenges in 

WSNs, such as node misbehavior, congestion bottlenecks, malicious attacks, and 

resource depletion. 

At the heart of TB-MCAT is the Trust Evaluation Layer, which determines the 

reliability of nodes before including them in routing decisions. In WSNs, where 

nodes communicate without centralized supervision, trust becomes a crucial metric 

for ensuring secure transmissions. This layer continuously observes how well each 

node forwards received packets. It assigns trust values based on successful 

transmission rates, historical behavior, and recommendations from neighboring 

nodes. Nodes that frequently drop packets, delay forwarding, or act unpredictably 

are assigned lower trust scores, making them ineligible for future routing paths. This 

approach ensures that only well-behaved and cooperative nodes participate in 

communication, reducing the likelihood of malicious activity or selfish behavior 

disrupting the network. 

The Traffic Awareness Layer works in parallel with trust evaluation to maintain 

smooth data flow across the network. This layer is responsible for detecting and 

mitigating traffic congestion, which can occur due to excessive data loads, 

interference, or node processing limitations. Each node continuously measures queue 

length, processing time, and packet delivery rates to assess how efficiently it handles 

traffic. If a node experiences persistent queuing delays or packet drops, it signals the 

system to redirect traffic to alternative paths, preventing the formation of 

bottlenecks. Additionally, this layer ensures that the network dynamically adapts to 
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fluctuating data loads by reallocating routes based on real-time conditions. This 

proactive congestion control mechanism reduces packet loss, minimizes latency, and 

optimizes bandwidth utilization. 

The Path Selection Layer serves as the decision-making engine of TB-MCAT, 

leveraging insights from the Trust Evaluation and Traffic Awareness Layers to 

establish the most efficient and secure routing paths. Unlike conventional shortest-

path routing, which prioritizes distance alone, this layer considers a combination of 

trustworthiness, congestion level, energy availability, and hop count to determine the 

best route. The system ensures that packets are forwarded through nodes that are 

both trustworthy and free of congestion, while also balancing network resources to 

extend the lifespan of battery-powered nodes. Furthermore, multiple alternative 

routes are maintained in case a primary path degrades in quality. If a selected path 

becomes unreliable due to traffic surges, trust decay, or node failure, the system 

seamlessly switches to a backup path without disrupting communication. 

Security is further reinforced by the Intrusion Prevention Layer, which acts as a 

network defense mechanism against malicious attacks and suspicious behavior. 

Wireless networks are susceptible to various threats, such as wormhole attacks, Sybil 

attacks, and selective forwarding attacks, which can compromise data integrity and 

disrupt communication. This layer continuously monitors traffic patterns to detect 

anomalies that may indicate the presence of attackers. It identifies nodes exhibiting 

irregular forwarding behavior, sudden trust fluctuations, or unauthorized identity 

changes and promptly isolates them from the network. Additionally, this layer 

implements cryptographic techniques or lightweight authentication protocols to 

prevent identity spoofing and unauthorized data manipulation. By integrating real-

time threat detection with proactive attack mitigation, TB-MCAT ensures that the 

network remains resilient against adversarial disruptions. 

The final component, the Resource Optimization Layer, focuses on maximizing 

energy efficiency and network longevity. In WSNs, nodes often operate on limited 

battery power, and excessive energy consumption can lead to early node failures, 

reducing network coverage. This layer monitors the power levels of each node and 

intelligently distributes traffic loads to prevent certain nodes from becoming 

overworked while others remain idle. It dynamically adjusts routing decisions based 
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on residual energy levels, ensuring that no single node depletes its resources faster 

than necessary. Additionally, transmission power adjustments and duty-cycling 

mechanisms are incorporated to further conserve energy without compromising data 

flow. By implementing energy-aware routing and load balancing, this layer 

significantly prolongs the operational lifespan of the network. 

Together, these five layers create a robust and adaptive routing framework that 

integrates security, congestion control, multipath routing, intrusion detection, and 

energy efficiency. TB-MCAT is designed to handle dynamic network conditions, 

making it suitable for critical applications such as disaster response, industrial 

automation, smart agriculture, and remote healthcare monitoring. By ensuring trust-

based decision-making, real-time traffic management, attack resilience, and energy 

conservation, TB-MCAT enhances network performance, security, and 

sustainability, positioning it as an optimal solution for modern wireless sensor 

networks as shown in Figure 7.1. 
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Figure 7.1: Architecture of TB-MCAT Technique 

7.4 TB-MCAT Design 

The class diagram shows the structure of the TB-MCAT technique using single 

inheritance, where key functional components are derived from foundational base 

classes. This object-oriented design enhances modularity, supports code reusability, 

and simplifies the overall implementation of the TB-MCAT framework. This is 

shown in Figure 7.2 
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Figure 7.2: Concept of Inheritance of TB-MCAT Technique 

7.4.1 TB-MCAT Class Diagram 

The base classes provide generic functionalities, while derived classes extend them 

with specific implementations tailored to TB-MCAT‘s needs. RoutingAlgorithm 

defines generic routing, while TB-MCATAlgorithm enhances it with trust evaluation 

and congestion control. The Intrusion Detection System (IDS) inherits from 

SecurityMechanism, ensuring that routing decisions consider security threats. The 

evaluateTrust() method in TB-MCATAlgorithm ensures that only trustworthy nodes 

participate in routing. The Traffic Awareness Layer (part of TB-MCATAlgorithm) 

continuously detects traffic congestion and dynamically redirects packets to 

alternative routes. The ResourceOptimizationLayer ensures that energy consumption 

is evenly distributed to prevent premature node failures. Multipath Routing Engine 

ensures backup routes are always available, so even if one path fails, an alternative 

path is used. This improves network reliability and adaptability to dynamic changes. 

Figure 7.3 shows TB-MCAT Class Diagram 

 

Figure 7.3: TB-MCAT Class diagram 
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7.4.2 Component Interaction 

Trust-Based Multipath Congestion Avoidance Technique (TB-MCAT) Flowchart 

visually represents the structured approach used to ensure secure, congestion-free, 

and energy-efficient data transmission in WSNs. TB-MCAT is designed to address 

key challenges in WSNs, such as node misbehavior, network congestion, malicious 

attacks, and resource depletion, by integrating multiple decision-making layers. 

The flowchart outlines the step-by-step process TB-MCAT follows, beginning with 

sensor node deployment and network initialization, followed by continuous 

monitoring of trustworthiness and congestion levels. Based on the observed network 

conditions, routing decisions are dynamically adjusted to ensure that data 

transmission occurs through trusted, congestion-free, and energy-efficient paths. The 

flowchart also incorporates security mechanisms, such as intrusion prevention, to 

detect and isolate malicious nodes attempting to compromise the network. 

Additionally, resource optimization techniques are applied to ensure that energy 

consumption is balanced across the network, preventing early depletion of sensor 

nodes. By following the flowchart, one can understand how TB-MCAT dynamically 

adapts to changing network conditions, ensuring fault tolerance, secure multipath 

routing, and prolonged network lifespan. This visual representation serves as a 

blueprint for the logical flow of decision-making in TB-MCAT, making it easier to 

analyze its effectiveness in real-world WSN applications as shown in Figure 7.4. 
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Figure 7.4: Flowchart of TB-MCAT Technique 
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7.4.3 Operationalization of the TB-MCAT Technique 

Trust-Based Multipath Congestion Avoidance Technique (TB-MCAT) is a 

structured routing approach designed to ensure secure, congestion-free, and energy-

efficient data transmission in WSNs. The system operates through a series of well-

defined phases, each addressing a critical aspect of network communication. These 

phases work in a collaborative manner, integrating trust evaluation, congestion 

awareness, intrusion detection, and energy management to optimize performance. 

Below is a detailed explanation of each phase in TB-MCAT. 

Phase 1: Initialization & Network Deployment 

At the beginning of the TB-MCAT process, the network undergoes an initialization 

phase, where sensor nodes are deployed in the given environment. These nodes are 

responsible for sensing and relaying data to a central base station. Since WSNs are 

often deployed in unpredictable environments, such as disaster zones or agricultural 

fields, TB-MCAT ensures an adaptive network configuration, allowing nodes to 

automatically establish communication links with their neighboring nodes. During 

this phase, each node is assigned a unique identifier (ID), and its initial energy level 

is recorded. 

The network self-organizes by using neighbor discovery protocols, where nodes 

broadcast their presence and detect nearby nodes that can assist in data forwarding. 

This process also includes the initialization of trust metrics, which serve as the 

foundation for later phases that assess node reliability. Trust values are set to a 

neutral state initially and are updated dynamically based on node behavior. 

Additionally, routing tables are generated, defining the possible paths that data 

packets can take through the network. 

One of the primary challenges in this phase is ensuring even node distribution, as an 

uneven topology can lead to certain regions being poorly connected. TB-MCAT 

addresses this issue by allowing the network to reconfigure dynamically, adjusting 

routing paths based on node density and connectivity. Another potential challenge is 

determining an initial trust assignment since nodes have not yet engaged in 

meaningful interactions. To mitigate this, a default trust score is given to all nodes, 

which gets updated over time based on real observations. 
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Phase 2: Network Monitoring & Data Collection 

Once the network is deployed, sensor nodes begin the continuous process of 

monitoring their surroundings and transmitting data. This phase is essential as it 

enables nodes to assess traffic conditions, energy levels, and trustworthiness of their 

neighbors. Each node constantly evaluates its neighboring nodes‘ behavior, 

recording how efficiently they forward packets. If a node frequently drops packets or 

introduces delays, it is flagged as unreliable for future routing decisions. 

Simultaneously, nodes monitor network congestion levels by measuring various 

parameters, such as queue length, packet delivery success rates, and processing 

delays. This allows TB-MCAT to detect potential bottlenecks before they affect 

overall network performance. Since WSNs operate in dynamic conditions where 

network loads fluctuate over time, the system adapts its monitoring frequency based 

on traffic intensity. 

One of the major challenges in this phase is ensuring real-time monitoring without 

overwhelming network resources. Continuous monitoring consumes additional 

energy and bandwidth, which can reduce overall efficiency. TB-MCAT addresses 

this by implementing lightweight monitoring techniques that optimize the trade-off 

between data accuracy and resource consumption. Additionally, network conditions 

can change rapidly due to environmental factors or node mobility, making it difficult 

to obtain stable traffic patterns. To counter this, TB-MCAT uses adaptive sensing 

rates, which increase monitoring frequency during high-traffic periods and reduce it 

when the network is stable. 

Phase 3: Trust Evaluation & Congestion Detection 

As nodes continue monitoring their surroundings, the TB-MCAT framework 

actively evaluates trustworthiness and congestion levels to make informed routing 

decisions. These two processes occur simultaneously but serve distinct purposes. 

The Trust Evaluation Layer is responsible for assigning trust values to individual 

nodes based on their past behavior. This evaluation considers factors such as 

successful packet transmissions, historical reliability, and recommendations from 

neighboring nodes. If a node has a consistent history of delivering packets 
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successfully, its trust scores increase. However, if a node frequently delays, drops, or 

misroutes packets, it is assigned a lower trust score, making it ineligible for routing. 

The continuous update of trust values ensures that only well-behaved nodes 

participate in data forwarding, thereby preventing malicious activities such as black 

hole or selfish node attacks. 

Simultaneously, the Traffic Awareness Layer detects congestion in the network. This 

is done by monitoring queue length, measuring packet drop rates, and calculating 

transmission delays. If congestion is detected at a particular node, TB-MCAT 

dynamically adjusts routing paths to alleviate the traffic load. Instead of relying on a 

single path, alternative routes are explored to maintain smooth data flow. 

A key challenge in this phase is balancing trust computation with real-time traffic 

updates. TB-MCAT ensures efficiency by integrating both factors into the decision-

making process, allowing routes to be selected based on a combination of 

trustworthiness and congestion-free paths. Additionally, congestion metrics can 

sometimes be misleading, leading to false congestion alerts. To mitigate this, TB-

MCAT considers multiple factors together rather than relying on a single metric to 

detect congestion. 

 Phase 4: Decision-Making Based on Trust & Congestion 

Once trust evaluations and congestion assessments are complete, TB-MCAT enters 

the decision-making phase. This phase determines which nodes will participate in 

routing and which paths will be selected based on two major decision points: If a 

node‘s trust value meets or exceeds the predefined threshold, it is considered safe for 

routing and continues participating in data forwarding. If the trust value falls below 

the threshold, the node is marked as suspicious and sent for further evaluation in the 

Intrusion Prevention Layer. If congestion is detected in the primary routing path, the 

system actively searches for alternative, less congested paths to reroute traffic 

dynamically. If congestion is not detected, the current path remains in use. 

At this stage, TB-MCAT ensures that routing decisions consider both security and 

efficiency, preventing untrusted nodes from participating while simultaneously 

balancing network load. 
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 Phase 5: Secure Multipath Routing & Intrusion Prevention 

The selected nodes and paths now enter the secure multipath routing phase, where 

TB-MCAT establishes multiple redundant paths to improve fault tolerance and 

network stability. Instead of relying on a single route, multiple backup paths are 

maintained so that data transmission remains uninterrupted even if one route fails. 

This phase also incorporates intrusion prevention mechanisms to detect and isolate 

malicious attacks such as wormhole, Sybil, or selective forwarding attacks. Nodes 

that demonstrate irregular behavior or unauthorized identity changes are quarantined 

to prevent further disruptions. 

Alongside security enforcement, the Resource Optimization Layer ensures energy-

efficient routing by distributing traffic loads evenly across different nodes. This 

prevents overburdening certain nodes, thereby extending network lifetime. 

Phase 6: Decision Execution & Data Transmission 

Once the best routes are selected and security checks are completed, TB-MCAT 

executes the final data transmission process. Data is forwarded through the most 

trusted and congestion-free paths, ensuring minimal delay and high reliability. Since 

network conditions dynamically evolve, TB-MCAT continues monitoring the 

performance of selected routers and switches to alternative paths if necessary. 

The Base Station (Sink Node) serves as the final data collection point, where 

transmitted data is analyzed for further processing. The integrity of the received data 

is verified to detect any transmission errors or packet losses. 

 Phase 7: Completion & Continuous Monitoring 

The TB-MCAT process does not simply end after data transmission. The system 

remains active, continuously monitoring the network for new trust evaluations, 

congestion updates, and security threats. As nodes interact over time, their trust 

values evolve, ensuring that routing decisions always reflect the most up-to-date 

network conditions. 
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By integrating trust-based security, congestion control, and energy optimization, TB-

MCAT creates a highly resilient and efficient WSN capable of adapting to real-time 

changes and potential threats. 

7.5 Algorithm Design 

TB-MCAT is designed to enhance security and efficiency in WSNs by integrating 

trust evaluation, wormhole attack detection, congestion awareness, and multipath 

routing. The algorithm begins by deploying sensor nodes with unique identifiers and 

initial energy levels. Each node broadcasts HELLO messages to discover its 

neighbors and populate its neighbor table. A trust value is assigned to each neighbor, 

initially set to a neutral score. 

Nodes continuously monitor the behavior of their neighbors to compute trust scores. 

The trust value is updated based on the packet forwarding ratio, message integrity, 

and behavior consistency. If a node forwards packets reliably and behaves 

consistently, its trust score increases; otherwise, it decreases. Additionally, nodes 

share their trust observations with neighbors to validate reputation. 

To detect wormhole attacks, each node analyzes round-trip time (RTT) and checks 

for inconsistencies in reported neighbors. If a node exhibits anomalous connectivity 

patterns or suspiciously low-latency links, it is suspected of being part of a 

wormhole. Any node with a trust score below a predefined threshold is excluded 

from routing decisions. 

When a source node needs to send data, it initiates a Route Request (RREQ) 

message. Intermediate nodes forward the request only if their trust value is above the 

threshold. The destination node responds with a Route Reply (RREP), and multiple 

paths are identified and stored in the routing table. The source node selects paths 

with the highest trust values and lowest congestion levels for data transmission. 

Each node monitors its queue length and channel load to detect congestion. 

Congestion metric is computed using a weighted formula, combining buffer 

occupancy and channel utilization. If congestion exceeds a predefined threshold, the 

node generates a congestion notification (CN) to upstream nodes, prompting them to 

reroute traffic through alternative paths. During data transmission, traffic is 
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distributed across multiple trusted paths to achieve load balancing. If a node 

experiences congestion or a link failure, it dynamically switches to an alternative 

route. Trust scores and congestion levels are periodically updated to reflect real-time 

network conditions. 

If a severe attack or congestion event is detected, an intrusion alert mechanism 

classifies the event based on severity. High-severity alerts are escalated through 

SMS notifications to administrators, enabling rapid intervention. If a route fails, the 

affected node attempts local repair by finding an alternative path. If no valid path is 

available, the source node re-initiates route discovery. By integrating trust-based 

security, real-time congestion avoidance, and multipath routing, TB-MCAT ensures 

secure, efficient, and reliable data transmission in WSNs. The detailed algorithm is 

shown in Figure 7.5.  
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[Begin] 

Deploy sensor nodes with unique IDs and initialize trust values and energy levels. 

Each node broadcasts a HELLO message to discover neighbors. 

Populate neighbor table with received HELLO messages. 

// Trust Evaluation Process 

For each neighbor j of node i: 

Monitor packet forwarding behavior and update Trust (i, j) 

 

If 

{ 

node j forwards packets correctly: 

Increase Trust (i, j) 

} 

Else: 

{ 

Decrease Trust (i, j) 

Share trust values with other neighbors for validation. 

} 

// Wormhole Attack Detection 

For each node j: 

Measure Round-Trip Time (RTT) 

Check for inconsistencies in neighbor tables 

If 

{ 

unexpected low-latency links or missing neighbor consistency detected: 

Mark node j as a wormhole and exclude from routing. 

} 

// Multipath Route Discovery 

If 

{ 

source node S needs to send data to destination D: 

Broadcast Route Request (RREQ) to neighbors. 

Intermediate nodes forward RREQ only if Trust (i, j) > Trust Threshold. 

Store all available paths in the routing table. 

Select multiple paths with: 

Highest trust scores 

Lowest congestion levels 

} 

// Congestion Detection and Avoidance 

For each node i in active route: 

Compute congestion metric C(i) = α * Queue Length + β * Channel Load 

If 

{ 
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C(i) > Congestion_Threshold: 

Send congestion notification (CN) to upstream nodes. 

Divert traffic to alternate less congested paths. 

} 

// Data Transmission and Load Balancing 

Transmit data via multiple trusted and uncongested paths. 

If congestion occurs or node failure is detected: 

Switch to an alternative route. 

Update trust values and congestion metrics dynamically. 

// Intrusion Alert Mechanism 

If severe wormhole attack or persistent congestion is detected: 

Trigger alert based on severity. 

If High-severity alert: 

Send SMS notification to administrator. 

// Route Maintenance 

If 

{ 

route failure occurs: 

Attempt local repair by discovering alternative paths. 

If no alternative found: 

Re-initiate route discovery. 

[End] 

} 

|} 

Figure 7.5: The TB-MCAT Algorithm 

7.6 Computation of Trust in TB- MCAT  

In the Trust-Based Multipath Congestion Avoidance Technique (TB-MCAT), trust 

computation is essential for ensuring secure and reliable routing in WSNs. The 

trustworthiness of each node is evaluated based on its behavior in forwarding 

packets, its consistency over time, and its reputation among neighboring nodes. The 

computed trust values guide the routing decisions, ensuring that only reliable and 

congestion-free paths are selected. 

Each node i calculates a trust value for its neighboring node j, denoted as T (i, j). 

This trust value is determined using three primary factors: Packet Forwarding Ratio 

(PFR) this refers to reliability of a node in forwarding received packets. Behavioral 
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Consistency (BC) is the stability of a node‘s behavior over time. Neighbor 

Reputation (NR) is the feedback provided by other trusted neighboring nodes. 

These factors are combined using a weighted sum to compute the overall trust value: 

 (   )       (   )      (   )     (   )        

Where α, β, and γ are weighting factors (such that α + β + γ = 1) based on network 

conditions. A higher trust score indicates a more reliable and trustworthy node. 

7.6.1 Computation of Individual Trust Factors 

7.6.1.1Packet Forwarding Ratio (PFR) 

This metric evaluates how reliably a node forwards packets. It is calculated as: 

   (   )  
                      

                       
 

If PFR is close to 1, the node is reliable. 

If PFR falls below 0.5, the node is considered suspicious. 

7.6.1.2 Behavioral Consistency (BC) 

This metric ensures that a node behaves consistently over time. If a node‘s trust 

score fluctuates abruptly, it may indicate malicious intent. BC is computed as: 

  (   )    |          
(   )

        
(   )

| 

If BC is near 1, the node‘s behavior is stable. 

If BC is close to 0, the node exhibits erratic behavior, which may indicate an attack. 

7.6.1.3 Neighbor Reputation (NR) 

Since direct observation is limited, trust is also influenced by feedback from 

neighboring nodes. This is calculated as: 

  (   )  
 

 
∑ (   )

 

   

 

Where N is the number of trusted neighbors reporting about node j. 
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7.6.2 Trust Update Mechanism 

Trust values dynamically change over time based on node behavior. After each 

observation period, trust is updated using a weighted approach: 

 (   )        (   )  (   )     (   ) 

Where λ is a decay factor (0 ≤ λ ≤ 1) that determines how much past behavior 

influences the current trust score. If a node behaves reliably, its trust score increases 

gradually. However, if a node drops packets, misroutes data, or acts inconsistently, 

its trust score decreases. 

7.6.3 Trust-Based Routing Decisions 

Once trust scores are computed, routing decisions are made based on a predefined 

trust threshold. 

A node is considered trustworthy if its trust value T (i, j) exceeds T_threshold. 

Nodes below the trust threshold are excluded from routing paths to prevent 

malicious activity. 

In scenarios where multiple routes exist, the most trusted and least congested path is 

selected using the following formula: 

              ∑((
    

  
))

 

   

 

Where C (i) represents the congestion level of node i. 

7.7 Implementation of TB-MCAT  

In the development of any routing technique, implementation is a key phase. The 

technique must be rolled out either in a real-life scenario or through simulation 

experiments. In this study, the TB-MCAT was implemented through a simulation 

using NS-3 Simulator. 

7.7.1 Organization of NS-3 Simulator 

TB-MCAT Technique is implemented in NS-3 Simulator. Network Simulator 3 (NS-

3) is a widely used, open-source, discrete-event network simulator designed for 
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research and experimentation in networking. It provides a flexible and modular 

framework for simulating both wired and wireless networks, enabling researchers to 

evaluate network protocols, analyze performance metrics, and test real-world 

scenarios before deployment. 

NS-3 is developed in C++ and supports Python bindings, allowing users to write 

simulation scripts in either C++ or Python. The simulator follows an object-oriented 

design with a focus on modularity and extensibility, enabling users to integrate 

custom network models and protocols efficiently. The architecture of NS-3 is 

structured into multiple layers, ensuring a clear separation of concerns between 

different components of the simulator. The primary architectural components of NS-

3 include: Core Modules responsible for event scheduling, random number 

generation, and logging. Node and Device Models represent network entities such as 

sensors, routers, and base stations. Network Stack implements networking protocols 

such as TCP, UDP, IPv4, IPv6, and routing algorithms. Mobility and Wireless 

Models simulate mobile network behaviors, radio signal propagation, and 

interference. Tracing and Statistics Collection capture network behavior for 

performance evaluation and debugging. A detailed NS-3 Architecture is shown in 

Figure 7.6. 
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Figure 7.6: NS-3 Architecture 

 

7.7.2 Components of TB-MCAT Technique 

At the heart of TB-MCAT is the trust computation module, which ensures that only 

reliable nodes participate in routing. Each node evaluates the trustworthiness of its 

neighbors based on their past behavior. This trust is calculated using three primary 

factors: Packet Forwarding Ratio (PFR): This metric assesses how frequently a node 

correctly forwards the packets it receives. A high PFR indicates a reliable node, 

whereas a low PFR suggests potential malicious behavior. Behavioral Consistency 

(BC): This factor determines whether a node‘s behavior remains stable over time. A 

node that frequently changes its packet handling behavior may be malicious or 

malfunctioning. Neighbor Reputation (NR): This involves aggregating trust values 

from other nodes in the network to validate the observed behavior of a given node. 

The overall trust value of a node is computed using a weighted sum of these factors. 

Nodes with low trust values are considered unreliable and are excluded from routing 
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decisions to enhance network security. To protect the network from wormhole 

attacks, TB-MCAT incorporates a wormhole detection module that identifies 

malicious nodes attempting to establish unauthorized shortcuts in the network. 

This module employs various detection techniques: Round-Trip Time (RTT) 

Analysis: Nodes monitor the delay in packet transmission. Anomalously low RTT 

values may indicate a wormhole link. Neighbor Consistency Check: Nodes exchange 

neighbor lists to detect inconsistencies. If a node falsely claims to be connected to 

distant nodes, it may be participating in a wormhole attack. Packet Drop Behavior: 

Nodes track dropped or misrouted packets, which could indicate that a node is 

interfering with normal communication. If a node is identified as malicious, its trust 

score is reduced to zero, ensuring that it is excluded from all routing paths. 

TB-MCAT employs a multipath routing approach, allowing multiple paths to be 

established between a source and a destination. This redundancy improves 

reliability, enhances load balancing, and prevents single points of failure. 

The route discovery process involves the following steps: The source node 

broadcasts a Route Request (RREQ) to all its trusted neighbors. Intermediate nodes 

forward the request only if their trust score exceeds a predefined threshold. The 

destination node responds with multiple Route Reply (RREP) messages, allowing 

the source to establish multiple paths. The most trusted and least congested paths are 

prioritized for data transmission. Routes are continuously monitored, and if a trusted 

path becomes unreliable, the network automatically switches to an alternate path. To 

prevent traffic congestion, TB-MCAT continuously monitors the buffer occupancy 

and channel utilization of each node. Each node computes congestion metric based 

on Queue Length: The number of packets waiting to be transmitted. A long queue 

indicates congestion. Channel Load: The percentage of time the communication 

channel is occupied. A high channel load suggests excessive network traffic. 

If congestion is detected, the affected node: Sends a congestion notification (CN) to 

upstream nodes, alerting them to divert traffic. It re-routes packets through alternate 

paths with lower congestion levels it adjusts data transmission rates dynamically to 

alleviate congestion. By implementing proactive congestion detection, TB-MCAT 

ensures that packets are delivered efficiently without unnecessary delays or packet 
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loss. To optimize network performance, TB-MCAT employs load balancing 

strategies that distribute data packets across multiple paths. This module ensures 

that: Traffic is evenly distributed to prevent any single path from becoming 

overloaded. Paths are dynamically adjusted based on real-time network conditions, 

including trust levels, congestion metrics, and energy consumption. Alternative paths 

are available in case of link failures or congestion spikes. By spreading network 

traffic across multiple trusted paths, TB-MCAT enhances network lifetime, prevents 

bottlenecks, and improves overall data throughput. 

To strengthen network security, TB-MCAT includes an intrusion detection and alert 

system that informs administrators about security threats. When an attack or 

suspicious activity is detected, the system classifies alerts into three levels: Low-

Risk Alerts: These alerts are logged in the system for further analysis without 

immediate action. Medium-Risk Alerts: Nodes identified as potentially 

untrustworthy receive temporary trust score reductions while being monitored. High-

Risk Alerts: If a severe attack, such as a wormhole attack, is detected, the system 

immediately notifies administrators via SMS or cloud-based alerts. This reporting 

mechanism ensures that network threats are quickly addressed before they cause 

significant disruptions. 

To maintain network stability, TB-MCAT incorporates a route maintenance 

mechanism that detects and responds to failures or topology changes. If a link failure 

or node failure is detected: The affected node initiates a local repair process, 

attempting to re-route traffic through an alternative path. If no alternative route is 

available, the source node initiates a new route discovery process. Trust values and 

congestion levels are continuously updated to ensure that routing decisions reflect 

real-time network conditions.  

7.8 Simulation Environment 

The simulation setup for testing TB-MCAT was conducted within a rectangular 

network area measuring 1500 by 1000 meters, where sixty legitimate sensor nodes 

were deployed. User Datagram Protocol (UDP) was selected as the communication 

protocol between nodes to ensure efficient packet transmission. Each node was 

configured to transmit and receive data Omni-directionally using radio waves and an 

omnidirectional antenna, enabling seamless communication across the network. 
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To generate network traffic, a Constant Bit Rate (CBR) model was utilized, 

producing fixed-size packets of 512 bytes at varying time intervals. Each node was 

set to transmit data at a rate of 4 packets per second, maintaining a steady flow of 

traffic to evaluate TB-MCAT‘s congestion management and trust-based routing 

mechanisms. Nodes had a wireless transmission range of 250 meters, ensuring 

connectivity within their vicinity. The simulation duration was fixed at 400 seconds, 

providing sufficient time for assessing TB-MCAT‘s efficiency, reliability, and 

security response under different conditions. 

To introduce mobility in the network, the Random Waypoint (RWP) mobility model 

was applied, allowing nodes to move freely within the defined simulation area. At 

the beginning of the simulation, nodes were randomly positioned in the environment. 

Each source node-initiated data transmission at a randomly selected time, continuing 

to generate packets at regular time intervals throughout the experiment. During 

movement, nodes experienced a pause time, where they temporarily halted before 

selecting a new random destination and moving toward it at a chosen speed. This 

mechanism was employed to prevent abrupt motion changes and create a realistic 

movement pattern within the network. 

In this study, data packets that failed to reach their intended destination within the 

400-second simulation window were presumed to be either lost due to congestion or 

intercepted by malicious black hole nodes. TB-MCAT‘s trust-based routing and 

intrusion prevention mechanisms were evaluated by observing how effectively the 

technique detected and isolated compromised nodes, ensuring higher packet delivery 

rates compared to traditional routing protocols. 

7.8.1 NS-3 Simulators  

In the NS-3 simulation environment, network simulation models are developed in 

C++ and can be wrapped in Python for execution. Researchers can choose to 

implement their simulation programs in either C++ or Python, leveraging the NS-3 

library for enhanced functionality [120]. The NS-3 framework is responsible for 

initializing simulation models, configuring the simulation environment, running the 

simulation loop, processing commands, and concluding the simulation once all tasks 

are completed. 
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To evaluate the Trust-Based Multipath Congestion Avoidance Technique (TB-

MCAT), the simulation scripts were written in C++ and embedded within Python 

modules to enable additional flexibility in execution and data analysis. During the 

simulation process, the NS-3 library instantiated simulation models that replicated 

the network environment for TB-MCAT testing. After compilation and execution, 

NS-3 generated simulation output files, which were stored in .pcap (packet capture 

format) or .tr (trace file format). The trace (.tr) files, which contain text-based logs, 

recorded detailed network activities such as packet transmission, routing behavior, 

congestion control mechanisms, and trust evaluation metrics, allowing for an in-

depth performance assessment of TB-MCAT under different conditions. 

7.8.2 Simulation Parameters 

The simulation setup for testing TB-MCAT was conducted within a rectangular 

network area measuring 1500 by 1000 meters, where sixty legitimate sensor nodes 

were deployed. User Datagram Protocol (UDP) was selected as the communication 

protocol between nodes to ensure efficient packet transmission. Each node was 

configured to transmit and receive data Omni-directionally using radio waves and an 

omnidirectional antenna, enabling seamless communication across the network. 

To generate network traffic, a Constant Bit Rate (CBR) model was utilized, 

producing fixed-size packets of 512 bytes at varying time intervals. Each node was 

set to transmit data at a rate of 4 packets per second, maintaining a steady flow of 

traffic to evaluate TB-MCAT‘s congestion management and trust-based routing 

mechanisms. Nodes had a wireless transmission range of 250 meters, ensuring 

connectivity within their vicinity. The simulation duration was fixed at 400 seconds, 

providing sufficient time for assessing TB-MCAT‘s efficiency, reliability, and 

security response under different conditions. 

To introduce mobility in the network, the Random Waypoint (RWP) mobility model 

was applied, allowing nodes to move freely within the defined simulation area. At 

the beginning of the simulation, nodes were randomly positioned in the environment. 

Each source node-initiated data transmission at a randomly selected time, continuing 

to generate packets at regular time intervals throughout the experiment. During 

movement, nodes experienced a pause time, where they temporarily halted before 

selecting a new random destination and moving toward it at a chosen speed. This 
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mechanism was employed to prevent abrupt motion changes and create a realistic 

movement pattern within the network. 

In this study, data packets that failed to reach their intended destination within the 

400-second simulation window were presumed to be either lost due to congestion or 

intercepted by malicious black hole nodes. TB-MCAT‘s trust-based routing and 

intrusion prevention mechanisms were evaluated by observing how effectively the 

technique detected and isolated compromised nodes, ensuring higher packet delivery 

rates compared to traditional routing protocols. 

7.8.3 Simulation Scenarios 

To thoroughly evaluate the Trust-Based Multipath Congestion Avoidance Technique 

(TB-MCAT), five different simulation scenarios were designed, each varying in 

network conditions, security threats, and traffic loads. These scenarios were carefully 

crafted to test TB-MCAT‘s performance in terms of Packet Delivery Ratio (PDR), 

End-to-End Delay, Route Disjointedness, Encryption, and Energy Consumption 

while comparing it to traditional routing protocols such as AODV, DSR, DSDV, and 

OLSR.  

7.8.4 Tracing of Simulation Output in NS-3 Simulator  

Tracing is the process of capturing the generated output data after the simulation 

experiments. The simulation outputs in NS-3 Simulator are generated in the form of 

trace files. NS-3 Simulator has AsciiTraceHelper class which helps in the generation 

of output data [121]. The trace files are of .tr 194 or .pcap file extensions. In this 

study, TB-MCAT.tr is the trace file that collected the generated output data from the 

simulation experiments. In ASCII tracing, AsciiTraceHelper class is used which is 

associated with a NetDevice object used to create .tr file. Further, Pcap tracing 

generates dot (.) pcap files as outputs which are analyzed either in Wireshark or 

tcpdump for post-processing of performance metrics. Wireshark is a graphical user 

interface (GUI) software while tcpdump uses a shell command. The applications are 

used to analyze the generated output. The process we followed when simulating and 

generating output files in NS-3. In the data analysis, the researcher deliberately 

avoided using the Trace Analyzer for NS-3 as the primary data analysis tool as it can 

only analyze lightweight .tr files of less than 20 kilobytes. Although Trace Analyzer 

for NS-3 is automated when it comes to data extraction from .tr file and calculation 
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of network performance parameters, it is limited in that it does not handle 

voluminous files. In this experiment, we used the Wireshark Analyzer tool to extract 

data from .pcap and .tr files and Gnuplot software to generate graphical outputs. 

7.9 Simulation Results 

Results in subsequent sections are based on the average performance of the six 

simulation experiments conducted on each scenario of the proposed TB-MCAT 

technique. Further, the simulation data was generated, analyzed, summarized, 

plotted, and compared with the AODV, DSR, OLSR, and DSDV used as the 

benchmark technique using the Gnuplot software. 

7.9.1 Packet Delivery Ratio 

TB-MCAT technique exhibits the highest packet delivery ratio compared to the other 

routing protocols throughout the simulation period. Its PDR consistently remains 

above 85%, fluctuating between approximately 85% and 90%. This indicates that 

TB-MCAT is highly reliable in delivering data packets, even in the presence of 

wormhole attacks. The stability of its PDR suggests that the trust-based multipath 

approach effectively mitigates the impact of malicious nodes and maintains an 

efficient routing mechanism. This protocol demonstrates the second-best 

performance after TB-MCAT, with a PDR fluctuating between 80% and 85%. While 

it maintains a relatively stable delivery ratio, it is slightly less effective than TB-

MCAT in ensuring optimal packet delivery. The DSR protocol performs moderately, 

maintaining a PDR between 75% and 80%. This result suggests that DSR is 

relatively resilient but not as effective as TB-MCAT or OLSR under wormhole 

attack conditions. This protocol shows a lower PDR, fluctuating around 75%, 

indicating its limited ability to handle the impact of wormhole attacks effectively. 

The reduced packet delivery rate suggests that DSDV experiences significant 

disruptions in routing under adversarial conditions. The lowest-performing protocol 

in this scenario, AODV maintains a PDR close to 70%, exhibiting more fluctuations 

compared to the other protocols. This result suggests that AODV is significantly 

impacted by wormhole attacks, leading to reduced packet transmission reliability. 

The superior performance of TB-MCAT suggests that the trust-based multipath 

approach successfully enhances packet delivery reliability by mitigating the effects 

of wormhole attacks. The multipath strategy ensures that even if one path is 
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compromised, alternate trustworthy routes are available, maintaining network 

stability. Additionally, TB-MCAT likely incorporates congestion-aware mechanisms 

that prevent excessive packet loss due to network congestion, contributing to its high 

PDR. 

The results indicate that wormhole attacks severely impact the performance of 

traditional routing protocols such as AODV, DSR, and DSDV. These protocols 

experience significant packet losses due to their vulnerability to malicious nodes. In 

contrast, TB-MCAT exhibits strong resilience against such attacks, as evidenced by 

its consistently high PDR. 

Figure 7.7 clearly demonstrates that TB-MCAT outperforms AODV, OLSR, DSR, 

and DSDV in terms of packet delivery ratio. By integrating trust-based multipath 

routing and congestion-aware mechanisms, TB-MCAT effectively mitigates the 

impact of wormhole attacks and ensures stable network performance. This makes 

TB-MCAT a promising solution for enhancing security and reliability in wireless 

sensor networks. 

 

Figure 7.7:  PDR vs. Time 

7.9.2 Route Disjointedness 

The TB-MCAT technique consistently exhibits the highest route disjointedness, 

maintaining values between 85% and 90% throughout the simulation. This suggests 

that TB-MCAT effectively discovers and utilizes multiple diverse paths in the 
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network, ensuring that even if some paths are compromised by attacks like 

wormholes, alternative routes remain unaffected. The high route disjointedness 

contributes to improved security, reduced congestion, and enhanced reliability. 

OLSR protocol demonstrates the second-highest route disjointedness, fluctuating 

between 80% and 85%. While it performs well in maintaining independent routes, it 

still falls short of TB-MCAT, indicating that OLSR may not be as efficient in 

handling adversarial conditions or congestion as TB-MCAT.  

DSR protocol exhibits moderate route disjointedness, stabilizing around 75%. This 

suggests that while it does find multiple paths, these paths might have overlapping 

nodes, reducing their effectiveness in scenarios where security and congestion 

avoidance are critical. This protocol performs slightly worse than DSR, with route 

disjointedness values fluctuating around 70%. The relatively low disjointedness 

indicates that the paths selected by DSDV often share common nodes, making them 

more vulnerable to network failures or attacks.  

AODV has the lowest route disjointedness, maintaining values between 65% and 

70%. This suggests that AODV relies heavily on similar routes, making it more 

prone to congestion and attacks like wormholes, where malicious nodes can easily 

disrupt network communication. 

The results indicate that TB-MCAT excels in identifying and utilizing disjoint paths, 

significantly reducing the likelihood of a single point of failure affecting the entire 

network. This characteristic is crucial for: Resilience to Wormhole Attacks that helps 

maintains highly disjoint routes; TB-MCAT ensures that even if a few paths are 

compromised, the majority remain secure. Congestion Avoidance in the disjoint 

routes helps distribute network traffic, preventing congestion and packet loss. 

Efficient Load Balancing helps independent paths allow for a more balanced 

distribution of data traffic, reducing the burden on individual nodes. Energy 

Efficiency as TB-MCAT avoids redundant paths, nodes experience balanced energy 

consumption, extending the network's lifespan.  

Traditional routing protocols such as AODV, DSDV, and DSR exhibit lower route 

disjointedness, making them more susceptible to wormhole attacks. Attackers can 
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manipulate the network by creating malicious tunnels between nodes, effectively 

reducing the number of available disjoint paths. However, TB-MCAT demonstrates 

strong resilience, as it consistently maintains a high degree of route independence, 

ensuring uninterrupted packet delivery even in the presence of wormholes. 

Figure 7.8 highlights the superior capability of TB-MCAT in maintaining high route 

disjointedness, which translates to improved security, better congestion handling, 

and increased network reliability. Compared to AODV, DSDV, DSR, and OLSR, 

TB-MCAT provides the most efficient multipath routing strategy, making it a robust 

solution for wireless sensor networks operating under adversarial conditions. Its 

ability to establish highly independent routes ensures that it remains functional and 

efficient, even in environments prone to security threats and high network traffic 

loads. 

 

Figure 7.8:  Route Disjointedness vs Time 

7.9.3 Energy Consumption 

Energy consumption is the amount of energy consumed by a node in processing and 

forwarding data. It ensures energy-efficient and long-lasting routing paths. TB-

MCAT consistently exhibits the lowest energy consumption among all the routing 

protocols, maintaining values between 3.2 and 3.6 units. This result suggests that 

TB-MCAT optimizes energy usage through efficient multipath routing and 

congestion-aware mechanisms. The protocol likely reduces unnecessary 
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retransmissions, minimizes congestion, and avoids routing through high-energy-

consuming nodes, leading to improved network lifespan and sustainability in WSNs. 

AODV protocol shows the highest energy consumption, fluctuating between 4.6 and 

4.8 units. This indicates that AODV is less energy-efficient, possibly due to its 

frequent route discoveries and reactive nature, which leads to increased control 

message overhead. 

OLSR gives the second-highest energy consumer, with values around 4.4 to 4.6 

units. While OLSR is proactive and maintains up-to-date routing tables, the overhead 

associated with continuous control message exchanges may contribute to its higher 

energy consumption. 

DSR consumes around 4.0 to 4.2 units of energy. Being an on-demand routing 

protocol, it performs better than OLSR and AODV in terms of energy efficiency but 

still consumes more energy than TB-MCAT. This could be due to route maintenance 

overhead when links break or become unreliable. 

DSDV protocol exhibits slightly better energy efficiency compared to DSR, 

fluctuating between 3.8 and 4.0 units. Its table-driven nature helps reduce frequent 

route discoveries, leading to lower energy consumption than AODV and OLSR. 

However, it still cannot match TB-MCAT‘s energy efficiency. 

The energy-efficient performance of TB-MCAT suggests that it incorporates 

optimized route selection, congestion avoidance, and trust-based decision-making, 

which help minimize unnecessary transmissions and energy-draining operations. 

These protocols (AODV and OLSR) exhibit high energy usage, likely due to 

excessive control packet transmissions. Their reactive (AODV) and proactive 

(OLSR) approaches result in frequent updates that increase power consumption, 

making them less suitable for energy-constrained WSNs. 

DSR and DSDV protocols perform better than AODV and OLSR but still fall short 

of TB-MCAT. Their relatively higher energy consumption suggests that they might 

not be fully optimized for energy conservation in the presence of malicious 

wormhole attacks. Energy efficiency is critical in WSNs since sensor nodes often 
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operate on battery power with limited recharge capabilities. High energy 

consumption can lead to faster depletion of nodes, network fragmentation, and 

reduced reliability over time. Figure 7.9 suggest that TB-MCAT is highly efficient in 

prolonging network lifespan while ensuring reliable data transmission. 

 

Figure 7.9:  Energy consumption vs Time 

7.9.4 End to End Latency 

End to end latency is the average time taken for a packet to travel from the source to 

the destination. It measures the latency introduced by a node. TB-MCAT technique 

consistently exhibits the lowest end-to-end latency, maintaining values between 

85ms and 95ms throughout the simulation. This demonstrates that TB-MCAT 

efficiently routes packets through optimized multipath routes, reducing delays 

caused by congestion, retransmissions, or malicious activities such as wormhole 

attacks. The ability to quickly deliver packets with minimal delay is critical for time-

sensitive applications in WSNs. 

AODV protocol exhibits the highest latency, fluctuating between 125ms and 130ms. 

The high latency suggests that AODV suffers from frequent route discoveries, delays 

in establishing paths, and possible network congestion, making it less suitable for 

real-time applications. 
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The second-highest latency is observed in OLSR, ranging from 115ms to 120ms. 

While OLSR maintains routing tables proactively, its overhead from constant route 

updates may introduce additional delays. 

DSR experiences moderate latency, stabilizing around 105ms to 110ms.This 

indicates that while it performs better than AODV and OLSR, it still faces delays in 

path selection, especially when handling wormhole attacks or dynamic topology 

changes. DSDV performs slightly better than DSR, with latencies ranging between 

95ms and 100ms. Its table-driven approach ensures predefined paths, reducing 

delays compared to on-demand protocols like AODV, but it is still not as optimized 

as TB-MCAT. 

The reduced latency in TB-MCAT suggests that it optimizes packet forwarding 

through efficient multipath routing, congestion avoidance, and trust-based 

mechanisms. The presence of multiple disjointed paths ensures packets are delivered 

without excessive delays, even in the presence of wormhole attacks. The reactive 

nature of AODV and the control message overhead in OLSR contribute to their 

increased end-to-end delay. This makes them less effective for applications that 

require real-time data transmission, such as emergency monitoring or industrial 

automation. These protocols perform better than AODV and OLSR but still 

introduce some level of latency due to route discovery mechanisms and control 

overhead. 

Low latency is crucial in WSNs for applications requiring timely data delivery, such 

as environmental monitoring, healthcare systems, and security surveillance. Higher 

latency can lead to packet timeouts, retransmissions, and overall network 

inefficiencies. The results clearly indicate that TB-MCAT is the most efficient 

protocol in reducing end-to-end delay, making it well-suited for real-time 

applications in WSNs.  

TB-MCAT protocol outperforms AODV, OLSR, DSR, and DSDV in terms of end-

to-end latency, ensuring faster and more efficient packet transmission as shown in 

Figure 7.10. By leveraging trust-based multipath routing and congestion-aware 

techniques, TB-MCAT minimizes delays and maintains optimal network 

performance. This makes it a highly suitable routing protocol for mission-critical and 

delay-sensitive WSN applications.  
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Figure 7.10:  End to end latency vs Time 

7.9.5 Encryption Enabled 

Encryption, when enabled, transforms data into an unreadable format, safeguarding 

its confidentiality and integrity. AODV shows the highest fluctuation in encryption 

levels, ranging between 28 and 32. This suggests that AODV frequently engages 

encryption mechanisms, likely due to its reactive nature, which requires frequent 

route discoveries and security validations. However, these fluctuations may lead to 

inconsistencies in security enforcement and increased processing overhead. 

OLSR protocol maintains a relatively stable encryption level, averaging around 25. 

As a proactive routing protocol, OLSR maintains updated routing information, 

leading to consistent but not excessively high encryption usage. This balance 

suggests that OLSR ensures security without imposing excessive computational 

costs. 

DSR maintains encryption levels around 23 to 24, indicating moderate security 

application. Being an on-demand protocol, it likely enables encryption primarily 

during route discoveries and data transmissions. DSDV exhibits similar behavior, 

with encryption levels fluctuating between 22 and 23. The proactive nature of DSDV 

ensures that security mechanisms are applied consistently but at a slightly lower 

intensity compared to OLSR. 
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TB-MCAT maintains the lowest encryption levels, ranging between 19 and 22. This 

suggests that TB-MCAT employs an optimized approach to security, enabling 

encryption only when necessary to reduce computational overhead while still 

maintaining data protection. The lower encryption activity may be attributed to its 

trust-based multipath mechanism, which proactively avoids malicious nodes instead 

of relying solely on cryptographic measures. 

While AODV shows the highest encryption levels, this could lead to increased 

processing power consumption and latency due to frequent encryption and 

decryption processes. The lower encryption levels in TB-MCAT indicate that it 

efficiently balances security and performance by utilizing trust-based techniques 

rather than excessive cryptographic measures. This makes TB-MCAT a more 

energy-efficient and computationally optimized protocol while still ensuring 

protection against threats like wormhole attacks. Stability in OLSR, DSR, and 

DSDV exhibits moderate encryption activity, suggesting a trade-off between security 

and network performance. However, they may still be vulnerable to certain attacks 

due to the lack of dynamic security enforcement. 

In WSNs, high encryption levels can significantly increase energy consumption and 

processing time, which may not be suitable for resource-constrained devices. 

Efficient security mechanisms, like those in TB-MCAT, reduce reliance on 

cryptographic operations by integrating trust-based routing and multipath selection. 

This allows secure and reliable communication with minimal impact on network 

efficiency. 

Figure 7.11 shows that TB-MCAT protocol demonstrates an optimized encryption 

strategy, applying security measures only when necessary while prioritizing trust-

based routing to mitigate threats. In contrast, AODV, OLSR, DSR, and DSDV rely 

more heavily on encryption, which can lead to higher computational costs. TB-

MCAT‘s ability to maintain strong security without excessive encryption makes it a 

superior choice for energy-efficient and secure WSN applications. 
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Figure 7.11: Shows Encryption enabled vs Time 

7.10 Discussion 

In this study, to provide empirical evidence that TB-MCAT is superior to AODV, 

DSR, OLSR and DSDV used as the benchmark techniques, simulation experiments 

were conducted. From the four simulation scenarios considered packet delivery ratio, 

end-to-end delay, routing overhead, and energy consumption were considered as the 

network performance metrics. The results compared the performance of the proposed 

TB-MCAT technique against AODV, DSR, OLSR and DSDV used as the 

benchmark techniques. 

 Further, Pearson Correlation coefficient was used to measure the strength of 

relationship between packet delivery ratio and worm hole nodes, end-to-end delays 

and number of nodes, routing overheads and number of nodes, and finally nodes‘ 

energy levels and cooperative black hole nodes in TB-MCAT. Results generated 

from the experiments indicated that in terms of packet delivery ratio the TB-MCAT 

technique posted superior results compared to AODV, DSR, OLSR and DSDV. The 

superior performance was attributed to the fact that TB-MCAT employed the 

concept of composite trust values during source route establishment. This ensured 

that any node that did not meet the minimum trust value threshold was not allowed 

to participate in the data transmission process. The strategy ensured that only the 

genuine nodes participated in the source route formation. Any node with a trust 

value below the threshold was treated as a malicious node and its information 
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circulated across the network. This is the idea behind the high packet delivery ratio 

in the proposed TB-MCAT. Hence a better performance than the benchmark 

schemes. This implies that the TB-MCAT technique can effectively transmit data in 

an environment infested by wormhole nodes with minimal packet losses. On end-to-

end delays, the TB-MCAT technique still recorded a superior performance compared 

to AODV, DSR, OLSR and DSDV.  

This was attributed to the fact that once secure source routes were established, no 

decision was required to be made at the node level. The technique was only required 

to select the route with the highest Route Trust Value as it was considered the safest 

route. In this technique, source routes are prioritized based on Route Trust Values. 

The route with the most RTVs is given the first priority. The AODV, DSR, OLSR 

and DSDV do not use the concept of Route Trust Value; hence a lot of time is taken 

during source route formation which translated to high end-to-end delays. The 

routing overhead of the proposed TB-MCAT was significantly lower compared to 

that of AODV, DSR, OLSR and DSDV. No other control packet or transmission 

overhead was introduced during the data transmission process. This was opposed to 

AODV, DSR, OLSR and DSDV technique where routing overhead increased 

significantly as nodes in the WSN increased. The significant increase of the routing 

overhead was attributed to the fact that malicious nodes were allowed to take part in 

the routing process. This gave the malicious nodes room to deform the packet's 

transmission frame by replicating the control information, hence resulting in 

increasing routing overhead. 

Finally, the proposed TB-MCAT was superior in terms of energy consumption 

compared to AODV, DSR, OLSR, and DSDV used as the benchmark techniques. 

This was attributed to the fact that in the proposed technique, there were sufficient 

mechanisms to ensure that malicious nodes were denied a chance to participate in the 

routing process. Malicious nodes are the ones that constantly deplete nodes' energy 

levels to bring down the communication process. In AODV, DSR, OLSR, and 

DSDV, there were high chances of engaging malicious nodes in the data 

transmission process. Malicious nodes constantly engage genuine nodes by sending 

requests with nonexistent destinations. This results in genuine nodes battery power 

being constantly drained due to fake engagements. TB-MCAT technique proves to 
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be a better alternative compared to the benchmark techniques in terms of power 

management. Hence an optimal choice for the industry especially in a network 

environment where power sources are constrained. 

7.11 Summary 

This chapter has successfully demonstrated and validated the performance of the 

Trust-Based Multipath Congestion Avoidance Technique (TB-MCAT) within 

wireless sensor networks using the NS-3 simulator. Through a structured simulation 

approach encompassing five distinct scenarios each subjected to multiple 

experimental runs TB-MCAT was evaluated against key performance metrics: 

packet delivery ratio (PDR), end-to-end delay, routing overhead, energy 

consumption, and encryption-enabled security. These metrics are fundamental in 

assessing the effectiveness and resilience of routing protocols under adversarial 

conditions, particularly in the presence of wormhole attacks. 

The findings clearly establish that TB-MCAT consistently outperformed traditional 

protocols, namely AODV, DSR, DSDV, and OLSR, across all measured parameters. 

TB-MCAT maintained a significantly higher packet delivery ratio, indicating its 

reliability in ensuring secure and successful data transmission, even in the face of 

malicious disruptions. Its intelligent route selection mechanism, driven by both trust 

evaluation and congestion awareness, enabled more disjointed and adaptive path 

formation, enhancing network robustness and fault tolerance. 

In terms of end-to-end delay, TB-MCAT exhibited lower latency by avoiding 

congested or untrustworthy nodes, ensuring more stable and timely packet delivery. 

The protocol also demonstrated greater energy efficiency, attributed to fewer 

retransmissions and optimal route stability, which directly contributes to longer 

network lifetime an essential criterion for resource-constrained WSNs. 

While the integration of encryption mechanisms introduced marginal overhead, TB-

MCAT maintained strong performance in delivery and latency, confirming its 

compatibility with lightweight cryptographic techniques. The protocol‘s trust-based 

nature ensured secure communication pathways and minimized the risk of key 

compromise. 
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Furthermore, a statistical analysis using Spearman‘s rho correlation revealed that an 

increasing number of wormhole nodes had only a minimal negative impact on TB-

MCAT‘s delivery rate, affirming its resilience. A slight rise in routing overhead was 

observed, a reasonable trade-off for the additional security and route verification 

processes involved in trust management. 

In conclusion, the combined evidence from simulation, comparative analysis, and 

statistical validation confirms that TB-MCAT is a robust, adaptive, and secure 

routing solution. It effectively mitigates the impact of wormhole attacks while 

maintaining superior performance across critical WSN parameters. These results 

substantiate the technique's suitability for deployment in security-sensitive and 

performance-critical wireless sensor network environments. 
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CHAPTER EIGHT 

CONCLUSION, RECOMMENDATIONS AND FUTURE WORK  

8.1 Conclusion  

The study set out to enhance the security and performance of wireless sensor 

networks (WSNs) by developing an intelligent, trust-based, and congestion-aware 

routing approach. The foundation of this work was laid through a comprehensive 

literature review that examined existing routing protocols and their limitations in 

combating wormhole attacks and managing congestion. From this analysis, the study 

identified key trust attributes such as packet forwarding ratio, energy consumption, 

control packet consistency, and node behavior history that play a critical role in 

evaluating the reliability of nodes within a WSN. These attributes were refined 

through feedback from domain experts using semi-structured questionnaires, 

ensuring that the selected metrics were both practical and effective for real-world 

scenarios. 

Building on this foundation, the Trust-Based Multipath Routing Technique (TB-

MRT) was designed to detect and isolate wormhole attacks using a trust evaluation 

mechanism integrated with route discovery and maintenance processes. The 

technique introduced an energy-aware mechanism and a node classification 

algorithm to ensure that only trusted and energy-sufficient nodes participated in 

routing. This not only improved security but also enhanced the overall network 

efficiency by conserving energy and reducing unnecessary route requests. The TB-

MRT protocol, implemented in the NS-3 simulator, demonstrated improved 

resilience to wormhole threats while maintaining high packet delivery and reducing 

latency. 

To further improve network reliability and data flow, the study developed the 

Congestion-Aware Routing Technique (CART). This approach dynamically 

monitored buffer occupancy, link traffic, and energy levels across the network, 

rerouting data through less congested and more stable paths. By incorporating packet 

prioritization and real-time congestion monitoring, CART significantly reduced 

packet loss and delays. Its proactive and adaptive nature allowed it to outperform 
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existing congestion control protocols like CODA and CAAR, especially in scenarios 

with fluctuating traffic loads and node availability. 

The culmination of the study was the development of the Trust-Based Multipath 

Congestion Avoidance Technique (TB-MCAT), a composite routing solution 

integrating the strengths of both TB-MRT and CART. TB-MCAT operated through 

a series of coordinated phases including trust evaluation, congestion detection, 

secure multipath routing, and adaptive monitoring. It featured route disjointedness to 

enhance fault tolerance, applied selective encryption to maintain data confidentiality 

with minimal overhead, and ensured optimal path selection based on real-time trust 

and congestion metrics. Simulation experiments in NS-3 evaluated TB-MCAT 

against benchmark protocols (AODV, DSR, OLSR, and DSDV) across multiple 

performance indicators: packet delivery ratio, end-to-end latency, energy 

consumption, route disjointedness, and encryption-enabled communication. 

The results confirmed that TB-MCAT consistently outperformed the benchmark 

protocols. It achieved higher packet delivery ratios, significantly reduced 

transmission delays, consumed less energy, and maintained secure multipath routing 

even in the presence of wormhole attacks and network congestion. Its ability to 

dynamically adapt to varying network conditions and threat levels validated its 

effectiveness as a robust, scalable solution for modern WSNs. These findings 

demonstrated that the research objectives had not only been met but also 

successfully implemented and validated through extensive simulation, establishing 

TB-MCAT as a highly reliable routing protocol for secure and efficient data 

transmission in wireless sensor networks. 

8.2 Recommendations  

This section makes several recommendations to the telecommunication industry, 

network experts, and other stakeholders who may be interested in using the proposed 

technique.  

8.2.1 Recommendations for Policy 

To enhance the security of wireless sensor networks, policy frameworks should 

incorporate dynamic trust metrics into the standard design of routing protocols. 

These metrics serve as an effective line of defense against complex routing attacks 
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such as wormhole intrusions, especially in mission-critical domains like healthcare 

monitoring, military operations, and smart infrastructure systems. 

It is also essential for national and international regulatory bodies to recognize and 

promote the use of multipath routing as a baseline strategy for secure 

communication. By supporting the transmission of data along multiple routes, this 

approach, as exemplified by TB-MCAT, improves fault tolerance and ensures 

continuous data delivery even when parts of the network become compromised or 

overloaded. 

Moreover, policy guidelines should explicitly encourage the implementation of 

congestion-aware routing strategies. These policies can help improve overall 

network performance and longevity by reducing the risks associated with packet loss 

and transmission delays, which are particularly detrimental in time-sensitive sensor 

applications. 

In addition, it is advisable for policymakers to emphasize the value of simulation-

based evaluation in protocol development. The simulation methodology employed in 

TB-MCAT serves as a reliable means of testing and verifying new routing 

techniques before they are deployed in live environments, ensuring that only robust 

and effective solutions are adopted in real-world scenarios. 

8.2.2 Recommendations for Practice 

From a practical standpoint, the adoption of composite routing protocols that merge 

trust-based and congestion-aware mechanisms can significantly benefit applications 

requiring both secure and efficient data transmission. TB-MCAT, in particular, 

offers a robust solution for environments where the reliability and timeliness of 

sensor data are crucial, such as environmental monitoring systems or disaster 

response networks. 

There is also a clear need for professional development initiatives focused on trust-

based network management. Engineers and network administrators should be trained 

to configure and fine-tune trust parameters and understand how these metrics 

influence routing decisions and network behavior. 
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Ongoing maintenance practices should include regular evaluation and recalibration 

of trust and congestion parameters to reflect the current state of the network. This 

proactive adjustment helps maintain optimal network performance, particularly 

under changing conditions or when new threats emerge. 

When introducing TB-MCAT into an existing network infrastructure, a gradual or 

staged deployment strategy is advisable. This approach allows practitioners to 

monitor performance trends, identify any unexpected behavior, and make necessary 

adjustments before committing to full-scale implementation across the network. 

8.3 Future Work 

One promising direction for future research is the expansion of TB-MCAT beyond 

traditional WSNs to more complex and dynamic environments such as the Internet 

of Things and vehicular networks. These systems often encounter similar issues 

related to trust, congestion, and security, making them well-suited for the application 

of composite routing strategies. 

Another area for exploration involves integrating lightweight machine learning 

algorithms into the trust evaluation process. By enabling adaptive decision-making, 

such enhancements could allow TB-MCAT to respond more intelligently to changes 

in network conditions and malicious behavior. 

Energy conservation is another critical aspect deserving attention. Future work could 

investigate how TB-MCAT might be coupled with trust-aware duty cycling methods, 

allowing nodes to enter low-power states without compromising the overall 

reliability and responsiveness of the network. 

Further development should also focus on implementing TB-MCAT in real-world 

hardware test beds. Transitioning from simulation to physical deployment will 

provide deeper insights into the system‘s performance under unpredictable 

conditions such as interference, node mobility, and environmental variability. 

Additionally, future iterations of the TB-MCAT protocol could benefit from cross-

layer optimization techniques. Allowing for interaction between different network 

layers such as routing, MAC, and transport can help improve performance metrics 
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like latency, throughput, and packet loss, particularly in congested or high-demand 

scenarios. 
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Appendix 1: Expert Opinion Questionnaire for Trust Based Attributes in 

Multipath Routing Technique in Wireless Sensor Networks. 

FORTINE MWIHAKI MATA 

MURANG‘A UNIVERSITY OF TECHNOLOGY 

DEPARTMENT OF COMPUTER SCIENCE 

P.O. BOX 75-20100 

MURANG‘A-KENYA. 

Email: matafortine36@gmail.com 

 

Dear Madam/Sir, 

RE: LETTER OF INTRODUCTION 

I am a PhD (Computer Science) student at the School of Computing and Information 

Technology, Department of Computer Science at Murang‘a University of 

Technology, undertaking the research topic ―A trust based multipath congestion 

avoidance technique to curb wormhole attack for mobile nodes in wireless sensor 

networks‖. Security has been defined as the degree to which a product or system 

defends against attack patterns by malicious actors and protects information and data 

so that persons or other products or systems have the degree of data access 

appropriate to their types and levels of authorization. Therefore, it is critical to 

analyze trust attributes based on the different categories of security to identify their 

deficiencies. The objective of this exercise is to determine the trust based attributes 

to curb wormhole attacks for mobile nodes in Wireless sensor networks. 

 

You are selected to provide expert opinion that will help validate the proposed 

technique. Your participation as an expert in the exercise will help in the 

achievement of the research objectives.   

Kindly note that all the data collected from the exercise will be held with utmost 

confidentiality and will be destroyed after the achievement of this study. 

 

Your time and effort are highly valued and appreciated. 

Sincerely, 

Fortine Mwihaki Mata 

 

 

Reg. no. SC501/5570/2021 

NB: Kindly fill the questionnaire by ticking in the appropriate boxes 
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PART A: PERSONAL INFORMATION 

1) Please tick your highest attained level of academic qualification 

[  ] Diploma         [  ] Bachelor‘s Degree    [  ] Master‘s Degree        [  ] PhD           

2) Kindly tick the number of years you have served in the industry 

[  ] 0-2        [  ] 3-5        [  ] 5 and above 

 

PART B: KNOWLEDGE IN NETWORK SECURITY 

1) At which level did you study network security? 

   [  ] Diploma    [  ] Bachelor‘s Degree    [  ] Master‘s Degree        [  ] PhD          

[  ] Other          

 

2) How many network security professional courses have you studied? 

        [  ] 0-2        [  ] 3-5        [  ] 5 and above 

3) In a scale of 1-10, how would you rank your knowledge in network 

security? Kindly tick  

   [  ] 0-2    [  ] 3-5     [  ] 6-8    [  ] 9-10    

 

PART C: EXPERT OPINION ON THE RELIABILITY, SECURITY AND 

PERFORMANCE OF TRUST ATTRIBUTES 

A trust attribute is a characteristic of an entity that indicates its ability to perform 

certain functions or services correctly, fairly and impartially, along with assurance 

that the entity and its identifier are genuine.  

Although network administrators have increasingly adopted trust management 

mechanisms as a way of ensuring security in the network. However, it is not an easy 

exercise as it requires years of experience to curb attacks i.e. both passive and active 

using other routing techniques. This has necessitated the development of the attached 

multipath routing technique that will aid to route packets to different sources to their 

destinations in a trust-based manner to avoid congestion that results to wormhole 

attacks.  

Reliability is the degree to which the result of the model can be depended on.  
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1) To what extent do you agree that the encryption enabled trust attribute 

affect the reliability of a wireless sensor network by ticking () in the 

appropriate box. 

NB: Encryption Enabled involves encoding all users’ data on 

devices using symmetric encryption keys 

Strongly 

disagree Disagree 

Neither agree nor 

disagree Agree Strongly Agree 

     

 

Security refers to the measure taken to protect confidential information from 

unauthorized users, loss, modification or release. 

 

1) To what extent do you agree that the Authentication used trust attribute 

affect the security of a wireless sensor network by ticking () in the 

appropriate box. 

NB: Authentication used involves the process of verifying the 

identity of the user process or device often as prerequisite to 

allowing access to resources in an information system. 

Strongly 

disagree Disagree 

Neither agree nor 

disagree Agree Strongly Agree 

     

 

2) To what extent do you agree that the Route disjointedness trust attribute 

affect the security of a wireless sensor network by ticking () in the 

appropriate box. 

NB: Route disjointedness defines a situation whereby when a 

route assembly is having multiple individual routes that are not 

connected to each other to form a circuit like a system. 

Strongly 

disagree Disagree 

Neither agree nor 

disagree Agree Strongly Agree 
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3) To what extent do you agree that the Similarity of observation trust 

attribute affect the security of a wireless sensor network by ticking () in 

the appropriate box. 

NB:  Similarity of observation involves the approach that reveals 

critical technical and tactical information about the symptoms of 

different active and passive attacks to be the same. 

Strongly 

disagree Disagree 

Neither agree nor 

disagree Agree Strongly Agree 

     

 

Performance is the measure of service quality of a network as perceived by the 

user. 

1) To what extent do you agree that the Packet delivery trust attribute affect 

the performance of a wireless sensor network by ticking () in the 

appropriate box. 

NB: Packet delivery defines the measure of how many packets 

sent from the source reach their destination without errors or 

losses. 

Strongly 

disagree Disagree 

Neither agree nor 

disagree Agree Strongly Agree 

     

 

2) To what extent do you agree that the End-to-end latency trust attribute 

affect the performance of a wireless sensor network by ticking () in the 

appropriate box. 

  NB: End-to end latency defines the time that takes to receive 

the response of a service across the network once it is triggered. 

Strongly 

disagree Disagree 

Neither agree nor 

disagree Agree Strongly Agree 

     

 

PART D: ADDITIONAL ATTRIBUTES 
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1) Please list any other attributes in your opinion has not been captured or 

represented. 

 

 

 

 

 

2) Please list any other attacks that you have experienced and explain how you 

tackled them. 
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Appendix 2: TB-MCAT Code Listing 

 

// Filename: tbmcat-routing-protocol.cc 

#include "ns3/ipv4-routing-protocol.h" 

#include "ns3/ipv4-routing-table-entry.h" 

#include "ns3/ipv4.h" 

#include "ns3/packet.h" 

#include "ns3/log.h" 

#include "ns3/simulator.h" 

#include "ns3/node.h" 

#include "ns3/random-variable-stream.h" 

#include <map> 

#include <vector> 

namespace ns3 { 

NS_LOG_COMPONENT_DEFINE("TBMCATRoutingProtocol"); 

class TBMCATRoutingProtocol : public Ipv4RoutingProtocol { 

public: 

  static TypeId GetTypeId(void); 

  TBMCATRoutingProtocol(); 

  virtual ~TBMCATRoutingProtocol(); 

  // Override base class functions 

  Ptr<Ipv4Route> RouteOutput(Ptr<Packet> packet, const Ipv4Header &header, 

                             Ptr<NetDevice> oif, Socket::SocketErrno &sockerr) override; 

  bool RouteInput(Ptr<const Packet> packet, const Ipv4Header &header, 

                  Ptr<const NetDevice> idev, UnicastForwardCallback ucb, 

                  MulticastForwardCallback mcb, LocalDeliverCallback lcb, 

                  ErrorCallback ecb) override; 

  void SetIpv4(Ptr<Ipv4> ipv4) override; 

  void PrintRoutingTable(Ptr<OutputStreamWrapper> stream) const override; 

private: 

  Ptr<Ipv4> m_ipv4; 

  // Trust Table [NeighborIP → TrustScore] 

  std::map<Ipv4Address, double> m_trustTable; 

  // Congestion Table [NeighborIP → CongestionLevel] 

  std::map<Ipv4Address, double> m_congestionTable; 

  // Multipath Routing Table [Destination → List of Next Hops] 

  std::map<Ipv4Address, std::vector<Ipv4Route>> m_multipathRoutes; 

  // Thresholds 

  double m_trustThreshold; 

  double m_congestionThreshold; 

  // Methods 

  void EvaluateTrust(Ipv4Address neighbor, double behaviorMetric); 

  void UpdateCongestion(Ipv4Address node, double queueLength); 

  std::vector<Ipv4Route> SelectOptimalPaths(Ipv4Address dest); 

};NS_OBJECT_ENSURE_REGISTERED(TBMCATRoutingProtocol); 

TypeId TBMCATRoutingProtocol::GetTypeId(void) { 

  static TypeId tid = TypeId("ns3::TBMCATRoutingProtocol") 

    .SetParent<Ipv4RoutingProtocol>() 

    .SetGroupName("Internet") 

    .AddConstructor<TBMCATRoutingProtocol>(); 
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  return tid; 

} 

 

TBMCATRoutingProtocol::TBMCATRoutingProtocol() 

    : m_trustThreshold(0.5), m_congestionThreshold(0.7) { 

  NS_LOG_FUNCTION(this); 

} 

 

TBMCATRoutingProtocol::~TBMCATRoutingProtocol() {} 

void TBMCATRoutingProtocol::SetIpv4(Ptr<Ipv4> ipv4) { 

  NS_LOG_FUNCTION(this << ipv4); 

  m_ipv4 = ipv4; 

} 

TBMCATRoutingProtocol::TBMCATRoutingProtocol() 

 m_trustThreshold(0.5), m_congestionThreshold(0.7) {NS_LOG_FUNCTION(this); 

} 

TBMCATRoutingProtocol::~TBMCATRoutingProtocol() {} 

void TBMCATRoutingProtocol::SetIpv4(Ptr<Ipv4> ipv4) { 

  NS_LOG_FUNCTION(this << ipv4); 

  m_ipv4 = ipv4; 

} 

Ptr<Ipv4Route> TBMCATRoutingProtocol::RouteOutput(Ptr<Packet> packet, const 

Ipv4Header &header, 

                                                   Ptr<NetDevice> oif, Socket::SocketErrno &sockerr) 

{ 

  NS_LOG_FUNCTION(this << packet << header); 

  Ipv4Address dest = header.GetDestination(); 

  auto paths = SelectOptimalPaths(dest); 

  if (!paths.empty()) { 

    return Create<Ipv4Route>(paths[0]); // Choose best path 

  } 

 

  sockerr = Socket::ERROR_NOROUTETOHOST; 

  return nullptr; 

} 

bool TBMCATRoutingProtocol::RouteInput(Ptr<const Packet> packet, const 

Ipv4Header &header, 

                                       Ptr<const NetDevice> idev, UnicastForwardCallback ucb, 

                                       MulticastForwardCallback mcb, LocalDeliverCallback lcb, 

                                       ErrorCallback ecb) { 

  NS_LOG_FUNCTION(this << packet << header); 

  Ipv4Address dest = header.GetDestination(); 

  Ipv4Address myAddr = m_ipv4->GetAddress(1, 0).GetLocal(); 

 if (dest == myAddr) { 

    lcb(packet, header, 0); 

    return true; 

  } 

 auto paths = SelectOptimalPaths(dest); 

  if (!paths.empty()) { 

    ucb(paths[0], packet, header); // forward using selected path 
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    return true; 

  } 

 

  ecb(packet, header, Socket::ERROR_NOROUTETOHOST); 

  return false; 

} 

void TBMCATRoutingProtocol::PrintRoutingTable(Ptr<OutputStreamWrapper> 

stream) const { 

  *stream->GetStream() << "TB-MCAT Routing Table\n"; 

} 

void TBMCATRoutingProtocol::EvaluateTrust(Ipv4Address neighbor, double 

behaviorMetric) { 

  double &trust = m_trustTable[neighbor]; 

  trust = (trust + behaviorMetric) / 2; // Moving average 

TBMCATRoutingProtocol::TBMCATRoutingProtocol() 

 m_trustThreshold(0.5), m_congestionThreshold(0.7) {NS_LOG_FUNCTION(this); 

} 

TBMCATRoutingProtocol::~TBMCATRoutingProtocol() {} 

void TBMCATRoutingProtocol::SetIpv4(Ptr<Ipv4> ipv4) { 

  NS_LOG_FUNCTION(this << ipv4); 

  m_ipv4 = ipv4; 

} 

Ptr<Ipv4Route> TBMCATRoutingProtocol::RouteOutput(Ptr<Packet> packet, const 

Ipv4Header &header, 

                                                   Ptr<NetDevice> oif, Socket::SocketErrno &sockerr) 

{ 

  NS_LOG_FUNCTION(this << packet << header); 

  Ipv4Address dest = header.GetDestination(); 

  auto paths = SelectOptimalPaths(dest); 

  if (!paths.empty()) { 

    return Create<Ipv4Route>(paths[0]); // Choose best path 

  } 

 

  sockerr = Socket::ERROR_NOROUTETOHOST; 

  return nullptr; 

} 

bool TBMCATRoutingProtocol::RouteInput(Ptr<const Packet> packet, const 

Ipv4Header &header, 

                                       Ptr<const NetDevice> idev, UnicastForwardCallback ucb, 

                                       MulticastForwardCallback mcb, LocalDeliverCallback lcb, 

                                       ErrorCallback ecb) { 

  NS_LOG_FUNCTION(this << packet << header); 

  Ipv4Address dest = header.GetDestination(); 

  Ipv4Address myAddr = m_ipv4->GetAddress(1, 0).GetLocal(); 

 if (dest == myAddr) { 

    lcb(packet, header, 0); 

    return true; 

  } 

 auto paths = SelectOptimalPaths(dest); 

  if (!paths.empty()) { 
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    ucb(paths[0], packet, header); // forward using selected path 

    return true; 

  } 

 

  ecb(packet, header, Socket::ERROR_NOROUTETOHOST); 

  return false; 

} 

void TBMCATRoutingProtocol::PrintRoutingTable(Ptr<OutputStreamWrapper> 

stream) const { 

  *stream->GetStream() << "TB-MCAT Routing Table\n"; 

} 

void TBMCATRoutingProtocol::EvaluateTrust(Ipv4Address neighbor, double 

behaviorMetric) { 

  double &trust = m_trustTable[neighbor]; 

  trust = (trust + behaviorMetric) / 2; // Moving average 

} 

void TBMCATRoutingProtocol::UpdateCongestion(Ipv4Address node, double 

queueLength) { 

m_congestionTable[node] = queueLength; 

} 

std::vector<Ipv4Route> 

TBMCATRoutingProtocol::SelectOptimalPaths(Ipv4Address dest) { 

std::vector<Ipv4Route> validPaths; 

for (const auto &[nextHop, trust] : m_trustTable) { 

    if (trust > m_trustThreshold && m_congestionTable[nextHop] < 

m_congestionThreshold) { 

      Ipv4Route route; 

      route.SetGateway(nextHop); 

      route.SetDestination(dest); 

      route.SetSource(m_ipv4->GetAddress(1, 0).GetLocal()); 

      route.SetOutputDevice(m_ipv4->GetNetDevice(1)); 

      validPaths.push_back(route); 

    } 

  } 

 return validPaths; 

} 

} // namespace ns3 
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Appendix 3: Simulation Experiment Parameters   

 

Parameter  Value 

Type of Channel Wireless Channel 

Simulation Period 400 seconds 

Number of Genuine nodes 60 

Media Access Control type IEEE 802.11b 

Routing Technique TB-MCAT 

Movement Model Random Way Point 

Traffic Model Constant Bit Rate (CBR) 

Packet Size 512 bytes 

Routing Protocol Multipath routing 

Number of wormhole  Nodes 3,5,8 
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Appendix 4: Approval of Research Proposal and Supervisors 
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