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QUESTION ONE (30 MARKS) 

a)  Describe the terms ‘Access Control System’ with emphasis of their significance in an 

organisation.           (3 mks) 

b) With any four examples describe the tem Security Portal.     (4 mks) 

c) Every organization   begins with a mission of accomplish certain programs.  Assets are 

importance to support such organisation programs.  Explain any four organization assets stating 

their importance.            (4 mks) 

d) As a Chief Security Officer, electronics access system is paramount to aid in offering security for 

organization. Identify and describe the purpose of electronics access system components.(3 mks) 

e) Describe any five kind of attacks that can be curbed by physical security.      (5 mks) 

f) Explain any four examples of physical security measures that an organization can implement.   

             (4 mks) 

g) As a security Chief Officer, highlight any four considerations you should take into account while 

planning for a physical security barrier.         (4 mks) 

h) Explain the concept of access control credentialing citing any three common credentials used in 

access control system.             (3 mks) 

QUESTION TWO (20 MARKS)  

a)  Discuss any five elements of access control portal.        (5 mks) 

b) Explain any 5 Security breaches organizations implementing access control panel face.(5mks) 

    

c) Imagine you are hired as a Chief Security Officer at MUT and among   your duties is advising the 

management on how secure resources for unauthorized access.  Discuss any three types of Access 

Control Systems that you can advise on.          (6 mks) 

d) Highlight any 4 pedestrian portal types.              (4 mks) 

QUESTION THREE (20 MARKS) 

a) Describe the following methods of implementing authorized access to premises. 

i. Tailgating detection        (2 mks) 

ii. 2-man Rule         (2 mks) 

iii. Antipass back         (2 mks) 

iv. Card entry/free exit        (2 mks) 

v. Positive access control.             (2 mks) 

b) Identification of prospective user of an access control system is key tasks for Security Managers.  

Discuss how a ‘Three- factor authentication can be implemented for such a user. (6mks) 

c) Highlight any 4 intention for Security Control measures.       (4 mks) 

QUESTION FOUR (20 MARKS)  

a) Imagine you have been hired by MUT as a Security manager. Your role it to prepare an efficient and 

effective security program that would guarantee security to MUT assets. Discuss any five key 

performance indicators to measure the effectiveness of such as security program.   (10 mks) 

b) Demonstrate how you would deter and arrange for security of MUT premises, assuming any of the 

threat actors have attached.  In your answer include all the three types of counter measures. (10 mks) 


